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Objective
Reason about the privilege boundary and its crossing costs.

1 Key knowledge and worked examples

The wall
User mode runs application code; kernel mode touches devices and page tables; the
mode bit enforces the rings, and syscalls are the only doors ✓. File permissions: 9
bits (rwx for owner, group, other) ✓.

Worked example: the crossing
One syscall = two crossings of about 100 ns: 106 syscalls cost 0.2 s – the reason
libraries buffer and batch ✓.

2 Practice
2.1 Name the instruction that crosses user to kernel, and the mechanism that picks the
handler. [3]

2.2 Give the 9 permission bits as a triple of triples for rw-r—––. [3]

2.3 Why is passing an open descriptor safer than passing a file name? [3]
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3 Exam-style questions
3.1 A program issues 5000 syscalls; each crossing costs 120 ns.

Compute the total crossing overhead. Compute how many syscalls a buffering library
must batch into one to cut the overhead by a factor of 100. State what the kernel must
validate at every crossing regardless of batching, naming two checks. [8]

3.2 A printer daemon runs with privilege; a user asks it to print /salary.db.

Explain the confused-deputy problem in this scenario, naming whose authority opens the
file. State the capability fix and why the daemon can then refuse safely. Give the general
principle the scenario illustrates, and one way the deputy could still misbehave even with
capabilities. [7]
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