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Data Transmission

Data often travels along a cable

Ethernet cable Copper twisted pairs ending in an RJ45 plug — the usual wired
cable inside a room or building.

Fibre-optic cable Thin glass fibres carrying data as pulses of light: much faster over
long distances and unaffected by electrical interference.

Either way Data transmission Z{#E{£% just means moving data from one
place to another — computer to website, phone to printer.

Two cables, two jobs: copper for the last few metres, fibre for the distance between buildings
and cities.



1 Packets




Data Transmission

L Packets

Packets

m the packet header £1:L: the
sender’s IP address, the
receiver's IP address and the
packet number (so the parts
can be reordered);

header |payload (the datg trailer

header holds: ] trailer holds an
e sender’s IP address error check + the m the payload E37# & the
e receiver's IP address packet’s end marker data itself;

o packet number (for reordering)

m the trailer EZ[l: shows where
the packet ends, plus an error
check.
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L Packets

Packet switching

m routers FEH2E read each header
and pick the best route

m each packet may take its own
packet 1 path

/,@—v@\A m so packets may arrive out of
R = router order

sender @ receiver
j m the packet numbers put them
back in order

packet 2 (a different route)
Different routes means a busy or
broken link can be avoided, and
many users share one connec-
tion.
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Serial vs parallel

H 4= 4=
10110 1 _ serial 1T  parallel 71T

sender > receiver .
bits one at a several at once

serial: one wire, one bit at a time time
wires one many
distance long short only

sender

A

e =
Y

A

which is why long links go serial

parallel: several wires at once . i
(USB, the S is serial).

cost cheaper dearer
receiver
Over long parallel wires the bits
arrive at slightly different times —
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LTransmission methods

Choosing a method

The choice depends on the distance, the speed needed, the cost, and whether data
must travel both ways at once.

if the need is... choose

a long distance serial: one wire, no skew
high speed over a short distance parallel: many bits at once
low cost serial: fewer wires

data both ways at the same time full-duplex
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LTransmission methods

Direction: the three duplexes

m simplex 5 T: one way only
(PC — printer)

m half-duplex 33/ T: both
simplex E—» one way only (computer — printer) ways, one at a time

(walkie-talkie)
half-duplex E«—» both ways, one at a time (walkie-talkie) - full-duplex éS(lI both

full-duplex both ways at the same time (phone call) ways at once (phone Ca”)

Choose by distance, speed,
cost, and whether data must
flow both ways at once.
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USB

The universal serial bus & E£{T752%; is
one standard interface #[1:

m one connector for many devices

m auto-detected; driver loaded

m carries power; fits only one way

5cm But: limited cable length, and older
versions are slower.
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USB: what you give up

Cable length Only a few metres — beyond that the signal is unreliable, so USB
cannot wire a building.

Older versions An old USB port stays slow even with a new device: both ends
must support the newer standard.

Transfer speed Transfer speeds can be lower than some other connection types —
Ethernet or Thunderbolt beat USB for large transfers.

USB wins on convenience (one connector, auto-detected, carries power) and loses on distance
and top speed.



3 Error detection




Data Transmission

L Error detection

Why check for errors?

Interference F#f in transit can cause:

m data loss — bits do not arrive

m data gain — extra bits appear

m data change — bits are flipped [o] fipped!
So the receiver checks the data arrived
correctly, using one of several methods.
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L Error detection

Parity check

data: 1011001
count the 1s: four (even)

parity bit = 0 (keep it even)
sent: 10110010

A parity bit is added to make the number of 1s even (or odd)



Data Transmission

L Error detection

A parity block finds which bit is wrong

The problem A single parity bit F{B#ZIG L tells you that an error happened,
never where.

Parity block Send several bytes together: each byte carries a row parity bit,
and one extra parity byte at the end carries the column parities.

Finding it The row that fails and the column that fails cross at the flipped
bit — change it back and the data is repaired.

Row parity plus a parity byte turns error detection into error correction for a single flipped bit.
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L Error detection

ARQ: decide the next message

Automatic Repeat reQuest HEIE{£iEK (ARQ) uses acknowledgements A
and a timeout BAT.

A sender sends packet 4 and starts its timer. Consider three separate cases:

Case What happens at the receiver?

A Packet 4 arrives; its error check passes.
B Packet 4 arrives; its error check detects an error.
C Packet 4 never arrives.

For each case, choose the receiver's response and the sender’s next action. When does
the sender need its timer?
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L Error detection

ARQ: trace the three outcomes

Case Receiver Sender
A Sends a positive acknowledgement: Receives it before timeout; stops this
the check passed. timer and can send the next packet.
B Sends a negative acknowledgement: Receives it; sends packet 4 again and
an error was detected. restarts the timer.
C Has no packet to check; sends no Timer expires without a positive
acknowledgement. acknowledgement; resends packet 4

and restarts the timer.

A negative reply can trigger a repeat before timeout. The timer handles silence, including a
lost packet or a lost reply.
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L Error detection

ARQ: the packet arrived, but the reply did not

Trace a fourth case. Events run from top to bottom.

Sender sends packet 4 and starts the timer.
Receiver gets packet 4, its error check passes.

Receiver sends a positive acknowledgement, but the reply is lost.

S~ W NN =

The sender’s timer expires.

What does the sender do now? Does timeout prove that the packet was damaged?

Explain why the receiver's knowledge and the sender’s knowledge differ.
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Timeout means no confirmation

The sender resends packet 4 and restarts its timer because it has received no positive
acknowledgement.

The receiver already received the packet successfully. The sender cannot know that:
the acknowledgement was lost on its return journey.

Timeout means no positive confirmation arrived in time; it does not identify whether
the packet or the reply was lost or delayed.

ARQ requests another transmission; it does not itself repair the damaged bits. It uses
an error check to decide whether to accept a received packet.
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Worked example — the parity block

Even parity. One bit flipped in transit —

find it.

b1 b2 b3 b4 b5 | par One parity bit only shows that
byl1 0 11 011 an error happem.ad. A parity
by20 1 1 0 11 block pinpoints it: the bad
by31 1 1 1 01 row odd row.>< the bad column = byte
by40 0 1 1 010 S IRk
par 0 0 1 1 1| col b3 odd
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L Error detection

Four more checks

checksum #; 56 0 echo check [O] i% £ 46
a value from the data; re- receiver sends the
computed and compared data back to compare
ARQ B E % check digit & 4 75
ack/timeout; re- an extra digit on a typed
send if none arrives number (barcodes, ISBN)

A check digit helps detect entry errors, including some swapped (transposition),
missing or extra digits. It does not catch every error.
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L Error detection

What a check digit catches

An incorrect digit One digit typed wrongly — 7 for 1.

A transposition error Two digits swapped: 21 typed as 12.

A missing or extra digit A digit left out, or one typed twice.

A phonetic error A digit that sounds similar — 13 heard and typed as 30.

The check digit is recalculated from the other digits when the number is entered and com-
pared — which is why barcodes and ISBNs carry one.
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Encryption

m symmetric ¥jf: one shared key

Symmetric: one shared secret key encrypts and decrypts

encrypt decrypt
plaintext ciphertext m asymmetric JE3]FR: a public
O O key 7/ %R encrypts, a private
secret key same key key 7447 decrypts
Asymmetric: a public key and a private key
encrypt decrypt Encryption does not stop inter-
plaintext ciphertext _yp . P .
° ° ception — it stops the data being
public key private key understood. Asymmetric never

shares a secret key.
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L Encryption

Plaintext, ciphertext, and what encryption really promises

Plaintext Plaintext Ef3Z is the readable data before encryption — what a
thief wants.
Ciphertext After encryption it becomes ciphertext %3 still readable as

characters, but meaningless without the key.

Intercepted Encryption does not stop data being intercepted =#i; it stops
the intercepted data being understood.

State the promise precisely in an exam: confidentiality, not delivery. The packet can still be
caught — it just cannot be read.
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An Ethernet cable with an RJ45 plug

An Ethernet cable with an RJ45 plug, often used to carry data on a wired net-
work
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L Encryption

Exam tips

m Data is sent in packets (a header with the addresses and packet number, a
payload, and a trailer). Packets can take different routes and arrive out of order,
then are reordered by their packet numbers.

m Match the transmission types: serial (one bit at a time, good over long distances)
vs parallel (several bits at once, short distances); simplex / half-duplex /
full-duplex describe the direction.

m A single parity bit only shows that an error happened; a parity block locates the
exact wrong bit — the row and the column that both fail.

m Learn the error-detection methods and what each does: parity check, checksum,
echo check, ARQ, and the check digit (for typed-in numbers).

m Symmetric encryption uses one shared key; asymmetric uses a public key to
encrypt and a private key to decrypt, so no secret key is ever shared.
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Topic 2 — key takeaways

0 Packets e Serial /parallel

header (addresses, number) + serial one bit, long distance; par-
payload + trailer allel many, short

e Errors o Encryption
parity block locates the bit; symmetric one key; asymmetric

checksum, echo, ARQ public + private
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Check yourself
(1
(2
(3
[+

Answers 1. the packet numbers 2. half-duplex 3. the exact wrong bit 4. the
private key

What puts out-of-order packets back in
order?

Walkie-talkie: which duplex?

pkt pkt pkt
What does a parity block locate that one
bit cannot?

Which key decrypts in asymmetric encryp-
tion?
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