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Question Answer Marks 

6(a) One mark for each correct term in the correct position 
 

• algorithm 
• plain text 

• cipher text 

• meaningless 

• public/private 
• private/public (must be opposite of MP5) 

• public 

• private 
 
Data is encrypted using an encryption key. This is a type of algorithm that scrambles the plain text and turns it into cipher 
text. This makes the data meaningless.  
 
A public/private key is used to encrypt the data. This key cannot be used to decrypt the data. A private/public key is used 
to decrypt the data. Any device is able to request the public key, but only your device knows the private key. 

8 

6(b) Any one from: 
 

• The process is more secure. 
• Do not need to worry about key exchange. 

1 
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Question Answer Marks 

6(a) Any one from: 

 Permanently store instructions (in ROM) 
 Stores instructions to boot up/start up the computer 
 Provides the operating system with a platform to run on 
 Controls/manages/allows communication with hardware 
 Store instructions securely (to stop them being easily corrupted) 

1 

6(b) Any one from: 
Example: 

 Bootstrap 
 Bootloader 
 BIOS 
 Operating system (in embedded system) 
 Programs (in embedded systems) 

1 

6(c) Any two from: 

 Operating system 
 Utility software 
 
NOTE: Two examples of utility software can be awarded 

2 

Question Answer Marks 

7 One mark for each correct term in the correct place. 

 plain text 
 cipher text 
 public key 
 private key 

4 
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Question Answer Marks 

7(a)(i) If the data is intercepted, it cannot be understood  1 

7(a)(ii) Four from: 
• Symmetric has a shared key…   

• … to encrypt and decrypt 

• Both the sender and receiver know the key  
 

• Asymmetric has different keys // a public key and a private key  

• …public to encrypt the data and private to decrypt  

• …anyone can know the public key but only those intended know the private key 

4 

7(b)(i) Any two from: 
e.g. 

• Destination address/IP 

• Sender address/IP 
• Packet number 

2 

7(b)(ii) Any one from: 

• Control the route the packet takes 
• Send each packet towards its destination  

• Choose more efficient route 

1 

   

Question Answer Marks 

8(a)(i) EC 1 

8(a)(ii) Any one from: 

• Easier for humans to read/remember 

• Shorter for humans to enter 
• Less likely for humans to make mistakes 

• Easier for humans to spot errors/debug 

• Takes up less space onscreen  

1 

1
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Question Answer Marks 

8(a) The diagram demonstrates (One mark for each part of the diagram): 

− Data is being sent from one device to another 

− The data is being examined during transmission 

− Packet sniffer is used 

− Intercepted data is reported to a third-party during transmission … 

− … and analysed for anything useful 

− Connection hacked to spoof destination address 
e.g. 

  

4 

8(b) − Encryption … 

− … if the data is intercepted it will be meaningless (because they do not 
have the decryption key) 

2 

2


