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Question Answer Marks 

3(a) One mark for each correct section 
One mark for each correct example of what it stores 
 
First section 
 

• Header 
 

• Originators/senders (IP) address 
• Destination/receivers (IP) address 

• Packet number 
 
Second section 
 

• Payload 
 

• The data itself  
 
Third section 
 

• Trailer 
 
• End of packet notif ication 

• Error checking data 

6 

3(b)(i) Four from: 
 
• Data is sent one bit at a time 

• … down a single wire 

• Data can be sent in both directions … 

• … at the same time 

4 

3(b)(ii) Any Four from: 
 

• Data is sent multiple bits at the same time 
• … down multiple wires 

• Data can be sent in both directions … 

• … not at the same time 

4 
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2(a) C 1 

2(b) 14 
20 
A5 

3 

Question Answer Marks 

3(a) 00011000 1 

3(b) D 1 

3(c) One mark for correct working 
Example: Flip and add 
 
One mark for correct answer:  −93 

2 

3(d) 1024 1 

Question Answer Marks 

4(a) Any three from: 

 A packet is split into three different sections 
 … the header 
 … the payload 
 … the trailer 

3 

4(b) Router 1 
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4(c) Any three from: 

 The network may be spread over a long distance … 
 … so it is more reliable 
 Bits will be sent/arrive in sequence 
 …so bits less likely to be skewed 
 Less crosstalk/interference 
 … so less likely to have errors 
 The data may not need to be transmitted at a fast speed // data transmission speed of serial is adequate 
 The cables in the network only use serial transmission 

3 

Question Answer Marks 

5(a) To store data/files/software permanently 1 

5(b) Compact disk (CD) 
Digital versatile disk (DVD) 
Blu-ray disk 

3 

5(c) Any three from: 

 To store data temporarily 
 To store data currently in use 
 To store software currently in use 
 Data can be accessed faster (than secondary storage) 
 To speed up the fetch stage (of the fetch-execute cycle) 

3 

1
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1(a) (1) byte 1 

1(b) 8192 1 

1(c) (1) Tebibyte // TiB 1 

1(d) One mark for each correct stage of working (max 2): 

 512  512  
 262 144 * 2 // multiplied by 16 and divided by 8 
 524 288/1024 
 
One mark for the correct answer: 
 
512 (KiB) 

3 

Question Answer Marks 

2(a) D 1 

2(b) Packet 1 

2(c)(i) Data is encrypted and decrypted using the same key (1 mark) 
Any three from: 

 Plain text is encrypted into cipher text // cipher text is decrypted into plain text 
 Data is encrypted using an algorithm … 
 …  that uses a key 
 The key can be generated using an algorithm 
 The key is transmitted to the receiver 

4 

2(c)(ii) Any one from: 

 To help keep the data secure 
 To make the data meaningless 

1 
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7(a) One mark for each correct part of the diagram. 
The diagram shows: 
 
 Bits beings sent one at a time 
 Bits being sent over a single wire 
 Data can be sent to and from the web server/network component/computers … 
 … not at the same time 
 
For example: 
 
 
 
 
 
 
 
 
 
 

4 

7(b) Any two from: 

 Bits will not be skewed // Bits are sent in order 
 Less chance of error 
 Less crosstalk/interference 
 Data can be sent over a long distance (if needed) 
 It is possible to download and upload data to the web server 
 Higher bandwidth than full duplex 

2 

7(c) Any one from: 

 The transmission of data may be relatively slow 
 Data cannot be sent and received at the same time 
 May be more data collisions 

1 

 
computer 

 
web server 

1 0 1 1 0 0 1 

A single wire is used to send data one bit at a time. 

Data can be sent to and from the web server, but 
not at the same time. 

2
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7(d)(i) Any three from: 

 DDoS // DoS 
 Hacking 
 Malware // by example  
 Brute-force attack 
 
NOTE: three different examples of malware can be awarded. 

3 

7(d)(ii) Any two from: 

 Can limit the number of requests sent to the web server at a time 
 Can process common requests that will not need to enter the network 
 Act as a firewall 
 Examine incoming data to the webserver/network 
 Can have set rules/criteria for data to meet 
 Can have a blacklist/whitelist/list of IP addresses to block 
 Blocks traffic that doesn’t meet criteria 
 Closing certain ports 

2 

7(e) Any six from: 

 The users type the URL into the address bar/web browser 
 The web browser sends the URL to the DNS 
 The DNS searches for the matching IP address 
 The DNS returns the IP address to the web browser 
 If the DNS cannot find the IP address it sends the URL to the next DNS 
 The web browser sends a request to the IP address/web server 
 The web server sends the data for the web page to the web browser 
 The web browser renders the HTML data to display the web page 

6 
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3 One mark for each correct term: 
 

Term Description 

hardware A collective term for the physical 
components of the computer system. 

application software  A type of software that provides 
services that the user requires and 
allows the user to perform tasks on the 
computer. 

operating system  
 

A type of software that manages the 
main functions of the computer, 
including managing files and managing 
memory. 

firmware A type of software that is stored in the 
read only memory (ROM). It includes 
the basic input output system (BIOS) 
and the bootloader. 

 

4 

   

Question Answer Marks 

4(a) One mark for each correct transmission method: 

− Serial half-duplex 

− Serial full-duplex 

2 

4(b) Any four from: 

− The number of 1 s/0 s are counted  

− A parity bit is added to each byte/7 bits before transmission 

− … to make the sum of the bits/1 or 0 s in each byte odd 

− After transmission, if the number is odd no error is detected 

− After transmission, if the number is even an error is detected 

4 
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4(c) – Echo (check) 1 

   

Question Answer Marks 

5(a) Any five from: 

− (The analogue sound is) recorded using a microphone 

− The sound wave is sampled 

− … measuring the height/amplitude 

− Each amplitude has a unique binary value 

− The sample rate is set 

− … that is the number of samples taken per second 

− The sample resolution is set 

− … that is the number of bits used for each sample 

− Each sample taken is converted to binary 

5 

5(b) Two from: 

− Increase the sample rate  

− Increase the sample resolution 

2 

5(c) Any three from: 

− They want to be able to edit the original sound file 

− They want the highest sound quality for the file // They want the sound to be closest to the original recording 

− … using lossy would reduce the sound quality 

− … using lossy will permanently remove some of the data // no data will be permanently removed with lossless 

3 

5(d) Any four from (MAX 3 for ASCII/Unicode alone): 

− ASCII has limited/fewer characters // Unicode has a more characters 

− ASCII covers a limited set of languages/fewer languages 

− Unicode includes many/more languages/emojis 

− ASCII requires 7/8 bits per character 

− Unicode requires up to 16/32 bits per character 

− ASCII has 128/256 characters 

− Unicode has 65 536/4 294 967 296 characters // approx. 60/70 thousand/4 billion characters 

4 
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6 The diagram includes (any four from): 

− Traffic passing both ways through the firewall 

− An indication that criteria is set for the firewall 

− Traffic is compared to criteria 

− Traffic being rejected if it does/does not meet criteria 

− Traffic being accepted if it does/does not meet criteria 
e.g. 
 

 

4 

   

Question Answer Marks 

7 One mark for each correct term, in the correct order: 

− header 

− destination address 

− routers 

− last 

4 

3
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6 One mark for each correct data transmission method: 
 

Data transmission method Description 

serial simplex 
Data is transmitted down a single 
wire, one bit at a time, in one 
direction only. 

parallel half-duplex 

Data is transmitted down multiple 
wires, multiple bits at a time, in both 
directions, but only one direction at 
a time. 

serial full-duplex 
Data is transmitted down a single 
wire, one bit at a time, in both 
directions at the same time. 

parallel simplex 
Data is transmitted down multiple 
wires, multiple bits at a time, in one 
direction only. 

 

4 

   

Question Answer Marks 

7(a) Any two from e.g. 

− Barcode scanner 

− QR code scanner 

− Digital camera 

2 

7(b) Any six from: 

− Proximity/infrared/pressure sensor used 

− Sensor continually sends digitised data to microprocessor // When 
driver pushes button, sensor sends digitised data to the microprocessor 

− Microprocessor compares data to stored value(s) 

− If in range/out of range/matches, microprocessor sends signal to close 
the door 

− Actuator used to close door  

− If not in range/out of range/does not match door will not close //  
If not in range/out of range/does not match actuator not activated/signal 
not sent as passenger in door //  
If not in range/out of range/does not match a timer is set to check again // 
If not in range/out of range/does not match a signal is sent to alert the 
driver/output a message 

− This process repeats until the door can close 

6 
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3(a) Any three from: 
 A character set is used 
 … such as Unicode/ASCII 
 Each character has a unique binary value 

3 

3(b)(i)  It reduces the file size 1 

3(b)(ii) Any four from: 
 A compression algorithm is used 
 … such as RLE/run length encoding 
 Repeating words/characters/phrases are identified // Patterns are identified 
 … and indexed 
 … with number of occurrences 
 … with their position 

4 

3(b)(iii) Any two from: 
e.g. 
 To save storage space 
 To make it quicker to transmit 
 To make it small enough to attach to an email 
 To reduce the bandwidth needed to transmit 

2 

   
Question Answer Marks 

4(a)(i) Two from: 
 Data is sent one bit at a time 
 A single wire is used 

2 

4(a)(ii) Any two from: 
 Data won’t be skewed 
 Less chance of interference/crosstalk/corruption/error 
 Transmission speed is adequate 

2 

4(a)(iii)  The data may be transmitted quicker 1 
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4(b)(i)  Router 1 

4(b)(ii) Any two from: 
 A collection of servers 
 … that store data in a remote location // that allows data to be accessed remotely 
 … that are (normally) accessed using an internet connection 

2 

4(b)(iii) Any one from: 
e.g. 
 May be less secure // by example 
 May lose access to them if internet connection lost/not available 
 Reliant on a third party maintaining the hardware // by example 
 Could incur an extra/ongoing fee/cost 

1 

   
Question Answer Marks 

5(a)  C  1 

5(b)(i) Any three from: 
 It translates the (high-level language) to low-level language/object code/machine code 
 It translates all the code before it is executed 
 It creates an executable file 

3 

5(b)(ii) Any two from: 
 It creates an error report after trying to compile 
 … displaying all errors in the code 
 … that require correction before execution can take place 

2 

4


