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5. The internet and its uses Starter Quiz - BRI/

IGCSE Computer Science Name: Score:

1. What is the difference between the internet and the world wide web?
[J the internet is the network; the web is the websites you view on it
L] they are exactly the same
[J the web is the network; the internet is the websites

[J the web replaced the internet

2. A digital currency is:
[J money that exists only in electronic form
[J a special kind of coin
L] a paper banknote

L] a type of cookie

3. A brute force attack works by:
[J trying many passwords very quickly until the right one is found
[J flooding a server with requests
[J sending a fake email

L] listening in on a network

4. A web browser’s job is to:
L] render a page’s HI'ML and display it
(] store the website permanently
[J assign IP addresses

] route packets between networks

5. A blockchain is:
[J a shared digital ledger of transactions, copied across many computers
[] a single private database
[J a type of web browser

[J a physical chain

6. Phishing tricks you with fake messages into giving away details, while pharming silently redirects
you to a fake site even when you type the correct address.

O True O False

IGCSE Computer Science - Starter quiz i4-gij/Ml @ @



7. A persistent cookie is saved on the device and remembers you between visits, whereas a session
cookie is deleted when you close the browser.

O True O False

8. A shared, tamper-resistant digital ledger of transactions is called a

9. A DDoS attack:
[J floods a server with so many requests that it cannot respond
L] steals a password by guessing
(] installs a virus

[J redirects you to a fake site

10. The domain name service (DNS) is used to:
L] find the IP address that matches a web address
[J store all the web pages
[J encrypt the connection

O block adverts

IGCSE Computer Science - Starter quiz i4-gij/Ml @ @



5.

The internet and its uses Answers - &R

IGCSE Computer Science

10.

. the internet is the network; the web is the websites you view on it

The internet is the worldwide infrastructure; the WWW is one service (websites) running on it.

money that exists only in electronic form

Digital currency has no physical coins/notes; it is stored and moved by computers.

trying many passwords very quickly until the right one is found

Brute force tries password after password until it gets in.

. render a page’s HTML and display it

The browser fetches the HI'ML and renders it into the page you see.

a shared digital ledger of transactions, copied across many computers

Being shared across many computers means no one controls it and it is hard to alter.

True

Both aim to steal credentials, but phishing needs you to click; pharming poisons the address lookup itself.

True

Persistent cookies store logins/preferences across visits; session cookies last only for the current visit.

blockchain

It underpins digital currencies.

floods a server with so many requests that it cannot respond

A distributed denial-of-service overwhelms a server so genuine users can’t reach the site.

find the IP address that matches a web address

DNS turns the human-readable domain name into the numeric IP address the browser needs.

IGCSE Computer Science - Starter quiz if-gi/Mill @ @



IGCSE COMPUTER SCIENCE  EXERCISE SHEET

5.1 The internet and the world wide
web

Name: - Class: - Date: Total: 8 marks

KEY WORDS web browser J{| Ji#$  internet [ HE[W o persistent {35 /4 o session £xi « world wide web Jj ]

Objective

Build the skills to answer exam questions on the internet and the world wide web
HECW 5 4™ — the difference, URLs 54— JE EV4F, the web browser | #5,
DNS 154 k55, and cookies.

You must be able to:

 distinguish the internet from the world wide web
« describe how a web page reaches the browser (DNS, web server)
o describe session and persistent cookies

1 Worked examples

B Internet, web and DNS

( )
The Internet — the worldwide network (cables, routers, computers)

World Wide Web other services

websites and web pages email, file transfer, ..

The internet is the worldwide network; the web is one thing you use on it

IGCSE Computer Science ¢ 5.1 The internet an vorld wide web @
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DNS server ]

1. IP of
www.example.com?

2. the IP address
4. sends the HTML

B
[ e

3. request the page

5. browser displays
the page

DNS turns the URL into an IP address; the web server returns the page’s HTML

» session cookie: deleted on closing the browser; persistent: saved between visits.

2 Practice

2.1 State the difference between the internet and the world wide web. 2]
2.2 State the purpose of a DNS. 1]
IGCSE Computer Science o 5.1 The internet an vorld wide web @
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3 Exam-style questions
3.1 A cookie deleted when you close the browser is a:

e A persistent cookie
o B session cookie

o C firewall
e D proxy

3.2 A user types a URL and presses enter.
(a) Describe the steps that load the web page.

(b) State one use of a persistent cookie.

IGCSE Computer Science ¢ 5.1 The internet an vorld wide web
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Solutions

2.1 the internet is the worldwide network (infrastructure); the web is the collection of
websites you view on it.

2.2 it stores the IP address for each web address (turns a URL into an IP address).
3.1 B. A session cookie is deleted when the browser closes.

3.2 (a) the browser asks a DNS for the site’s IP address; it then contacts the web server
using that IP address; the server returns the HTML, which the browser renders.
(b) remembering you / your details between visits.

IGCSE Computer Science ¢ 5.1 The internet an vorld wide web @



Name: ( ) IGCSE Computer Science: w25 12

6 An online clothing company has a homepage at the uniform resource locator (URL)
https://www.cieclothes.com/index.html

(a) Write down the three different parts of the URL shown by the labels a, b and c.

https://www.cieclothes.com/index.html

H_)k Yy J\ v J

[3]

(b) The web pages are stored on a web server. A proxy server is used to stop distributed denial
of service (DDoS) attacks on the web server.

Describe how the proxy server can stop a DDoS attack reaching a web server.



Name: ( )

IGCSE Computer Science: w25 12

(c) Customers use the website to buy clothing from the company.

Complete the table with the missing terms and descriptions about retrieving and displaying

web pages.

Term

Description

hypertext markup language
(HTML)

domain name server (DNS)

It is a numerical address used to locate the web server.

It is a secure protocol that can be used to transmit data sent to
and received from a web server.

It is a piece of software that is used to display web pages.

[3]




Name: (

) IGCSE Computer Science: w25 12

(d) The clothing company uses cookies to store customer details.

Complete the statements about cookies.
Use terms from the list. Not all terms need to be used. You should only use a term once.
asymmetric DNS dynamic persistent session

static symmetric user utility software web browser

Cookies are stored and managed by the .........ooooiiiiii i .

................................................................................ cookies are temporary files that are

................................................................................ cookies are permanent files that are

created when a user visits a web page.
[3]



Name: ( ) IGCSE Computer Science: w24 12

7

A student enters the uniform resource locator (URL) for a web page into their tablet computer.

(a) State whatis meant by a URL.

(b) Identify two different parts of a URL.

(c) The student enters the URL into a piece of software that then displays the web page.

Identify the name of this software.

(d) Draw and annotate a diagram to show how the web page is located and retrieved to be

displayed on the student’s tablet computer.

[5]



Name: (

) IGCSE Computer Science: w24 12

(e) The data for the web page is transmitted using the secure socket layer (SSL) protocol.

Complete the paragraph about the SSL protocol.
Use only terms from the list.

Not all terms need to be used. Some terms may be used more than once.

encrypted file server hypertext markup language (HTML)
hypertext transfer protocol (HTTP) operating system search engine
unencrypted URL web browser web server
TRE e ASKSthe ..o
to identify itself. The ..o sends back its digital
certificate. The ..., authenticates the digital certificate.
If it IS @UENENTIC, onieeeeee e data transmission begins.

[5]



Name: (

N

J

IGCSE Computer Science: w24 13

4 Complete the table to give the missing term or description for the internet terms.

Internet term

Description

the collection of web pages accessed using the internet

the address given to a device when it connects to the
internet

web browser

the hardware that stores a database of matching website
and IP addresses

a type of hardware that can be used to prevent a
distributed denial of service (DDoS) attack

hacking

[6]



Name: ( ) IGCSE Computer Science: w24 13

6 (a) Complete the statements about cookies.
Use only terms from the list.

Not all terms need to be used. Some terms may be used more than once.

binary close denary expire
hexadecimal image malware operating system
permanent persistent session sound
temporary web browser

Cookies are small text files that are stored by @ ............ovviiiiiiiiiiiiiis :
....................................................... cookies are .........cccccceeveieiiiiiiiiieeeeeeeeeee. text files
that are deleted when the ..., is closed.
....................................................... cookies are ........cccccceeviiiiiiiiieeeeeeeee. text files

[7]
(b) Give three examples of the use of cookies.
L ettt e —e oo et—eeee e oo t—eeeeeeeiteeeeeeeatteeeeeaaitteeeeeaaiateeeeeaaiabeeeeeaaiareeeeeaabreeaeeaarreeas
2 oo ——e e e ——eeeeeet—eeeeeee———eeeeai——eeeeeei—eeeeeeai—aeaeeaataeeaeeaarreaaeaan
B et e e eeeeeeeeeeeeeeeheeeeeeeebeeeeeeaeteeeeeeaateeeeeaaaateeeeeeaaabeeeeeaaareeeeeaabreeaeeaaarereeeaannes
[3]



Name: ( ) IGCSE Computer Science: s24 12

11 A company has a website. Users use the internet and the world wide web to access the website.

(@) Describe the difference between the internet and the world wide web.

(b) The website has a uniform resource locator (URL). The URL has three different parts.

Identify the three different parts that are included in the URL.

(c) One function of a web browser is to provide an address bar for a user to enter a URL.

Give three other functions of a web browser.



Name: ( ) IGCSE Computer Science: m24 12

4 Astudent enters a uniform resource locator (URL) into their web browser.

Draw and annotate a diagram to show the process from the user entering the URL to the web
browser displaying the web page.

[3]



Name: ( ) IGCSE Computer Science: s23 12

8 A computer is connected to a network and assigned an IPv4 address.

(@) Tick (v') one box to show which device would assign the IPv4 address to the computer.

A Domain name server (DNS)

B Network interface card (NIC)

C Router

D Web server

[1]

(b) Describe the characteristics of an IPv4 address.



IGCSE COMPUTER SCIENCE  EXERCISE SHEET

5.2 Digital currency

Name: - Class: —— Date: Total: 9 marks

KEY WORDS digital currency 507 1i « digital ledger 57/ 4< « blockchain [X 4 « transaction 525
« electronic form Fi %

Objective

Build the skills to answer exam questions on digital currency ¥{75¢ M — what it is,
and how blockchain X #i4% keeps it secure.

You must be able to:

o describe digital currency
o describe a blockchain (a digital ledger of transactions)
o explain how the hash chain detects tampering

1 Worked examples

B Blockchain

each block stores the previous block's hash

Block 1 Block 2 Block 3

prev hash: 0000

data: A — B
(+ timestamp)

prev hash: 7f3a

data: B —+ C
(+ timestamp)

prev hash: 9cid

data: C = D
(+ timestamp)

hash: 7f3a hash: 9c1d hash: 2e8b

FEach block stores data, a timestamp and a hash, plus the previous block’s hash —
chaining them

« digital currency: money in electronic form only (no coins/notes).

» changing an old block changes its hash, so it no longer matches the next block —
the change is spotted.

IGCSE Computer Science o 5.2 Digital currency @



2 Practice

2.1 Define digital currency.

2.2 State the three things stored in a blockchain block.

3 Exam-style questions

3.1 A blockchain is best described as a:

» A single private record

o B shared digital ledger copied across many computers
o C type of cookie

o D web browser

3.2 Blockchain makes records hard to change.

(a) Explain how the hash links the blocks together.

(b) Explain why changing one old block is detected.

IGCSE Computer Science ¢ 5.2 Digital currency



Solutions

2.1 money that exists only in electronic form (no physical coins or notes).
2.2 the transaction data; a timestamp; a hash value.

3.1 B. A blockchain is a shared digital ledger copied across many computers.

3.2 (a) each block stores the hash of the block before it, linking the blocks into a chain.
(b) changing a block changes its hash; so it no longer matches the next block’s stored
hash, breaking the chain.

IGCSE Computer Science ¢ 5.2 Digital currency @

@)



Name: ( ) IGCSE Computer Science: w24 11

8

Draw and annotate a diagram to show how a payment transaction is made using digital currency
and blockchain.

[4]



Name: ( J IGCSE Computer Science: m24 12

N

5 Complete the description of digital currencies using the terms provided.
blockchains changed datachains decentralised
deleted encryption passport physical address
physically records time-stamp traced
transaction-chains virtually
A digital currency does not exist ...........ccccooiiiii , it can only be accessed
electronically.
Some digital currencies have digital ledgers called ... :
These are decentralised databases where each transaction is stored as a new set of data with
= L and is linked to the previous set of data. This means that
transactions cannot be altered, only new transactions added, which allows the location of the data
tODE oo .
[4]
IGCSE Computer Science: w23 12
12 Digital currency can be used to pay for products and services.
Digital currencies are often tracked using digital ledgers.
(a) Give two other features of digital currency.
LS OTPROPSRPIR
2 et ee ettt eteeeeateeeeasteeeateeeeantteeaheeeeaaeeeaaneeeeantee e ettt eaaneeeeaneeeeanteeeaanneeeanes
(b) Identify the process that uses a digital ledger to track the use of digital currency.
............................................................................................................................................. [1]



IGCSE COMPUTER SCIENCE  EXERCISE SHEET

5.3 Cyber security

Name: —~ Class: . Date: - Total: 9 marks

KEY WORDS cyber security [{%%7:4: « malware &5 Z#/F o firewall Jj k3 o phishing [ 255 7
« proxy server fCHLR 55

Objective

Build the skills to answer exam questions on cyber security [ %%:4> — the threats,
types of malware %= {4, and methods to keep data safe.

You must be able to:

o describe threats (brute force, DDoS, phishing, pharming, social engineering)
o describe the types of malware
o describe security methods (firewall, authentication, anti-malware)

1 Worked examples

B Threats and protection

firewall

allowed

internet your

(outside) network

blocked

A firewall checks data in/out of a network and blocks anything not allowed

IGCSE Computer Science o 5.3 Cyber security @



Symmetric: one shared secret key

encrypt decrypt
plaintext ciphertext plaintext

O O

secret key same key
Asymmetric: a public key and a private key

encrypt decrypt

oy @

public key private key

Encryption is a key security measure against interception

o threats: brute force, data interception, DDoS, hacking, malware, pharming,
phishing, social engineering.

o malware: virus, worm, Trojan, spyware, adware, ransomware.

2 Practice

2.1 State what a brute force attack is. 1]

2.2 State what ransomware does. 1]

3 Exam-style questions
3.1 A firewall protects a network by: 1]

e A scanning for viruses

« B checking data in/out and blocking what is not allowed
o C encrypting files

e D hiding the IP address

3.2 A company wants to protect its data.

(a) Describe what a phishing attack is. 2]

IGCSE Computer Science o 5.3 Cyber security @
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(b) State two methods (other than a firewall) to keep data safe.

3.3 State the difference between a virus and a worm.

IGCSE Computer Science o 5.3 Cyber security



Solutions

2.1 trying many passwords very quickly until the right one is found.
2.2 it locks your files and demands payment to unlock them.

3.1 B. A firewall checks data in/out and blocks anything not allowed.

3.2 (a) fake emails/messages that trick you into giving away private details.
(b) any two of: authentication (password/biometrics/two-step); anti-malware; access
levels; automatic updates; proxy server.

3.3 a virus attaches to a file and copies itself when the file is opened; a worm copies itself
across a network on its own, without a file being opened.

IGCSE Computer Science o 5.3 Cyber security @
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Name: ( ) IGCSE Computer Science: w25 11

4 A computer game development company are reviewing their current security solutions.
The company wants employees to be aware of how they can identify phishing.

(a) Describe the process of phishing.

(c) The company has installed anti-malware software on all employees’ computers.

Give three examples of malware that anti-malware software can detect.



Name: (

) IGCSE Computer Science: w25 11

(d) The computer game developers use a high-level language to create a computer game.

(i)

(ii)

(iii)

(iv)

State what is meant by a high-level language.

..................................................................................................................................... [1]

One benefit of using a high-level language is that the code is easy to debug.

Give two other benefits of using a high-level language.

L SO PPRPPRR

2 e —————eeeeeeeeeeeea———eeeeeeeeeeeeeeeab——eeeeaeeeeeaaaaia—a——araaaaaeaaaaaaans
[2]

One drawback of using a high-level language is that it must be converted to a low-level
language before it can be run.

Give one other drawback of using a high-level language.

The computer game developers use an interpreter instead of a compiler when developing
the computer game.

Explain why an interpreter would be more appropriate for developing the computer
game.



Name: ( ) IGCSE Computer Science: w25 13

4 A cyber security company specialises in security solutions that help prevent hackers being
successful.

(a) Identify two security solutions that can be provided to help prevent hackers being successful.
Explain how each solution helps prevent hackers being successful.

SO UL ON T e e e e

(b) The company also has a web page that provides information to improve people’s awareness
of social engineering.

Describe what is meant by social engineering.
Include an example of social engineering in your answer.

(c) The company’s website uses both session cookies and persistent cookies.

(i) State one similarity between session cookies and persistent cookies.



Name: ( ) IGCSE Computer Science: w25 13

(ii) Explain one difference between session cookies and persistent cookies.

..................................................................................................................................... [2]
IGCSE Computer Science: s24 12
8 Acompany has a website that is suffering a distributed denial of service (DDoS) attack.
(@) Draw and annotate a diagram to show the process of the DDoS.
[3]
(b) Identify a solution that can be used to help prevent the DDoS attack being successful.
............................................................................................................................................. [1]



Name: ( ) IGCSE Computer Science: w23 11

6 Draw and annotate a diagram to demonstrate how a firewall works.

[4]
IGCSE Computer Science: w23 12
1 Malware can be used to corrupt data stored on a computer.
(@) Tick (v') one box to show which cyber security threat is not a type of malware.
A Phishing
B Ransomware
C \Virus
D Worm
[1]
(b) Identify one other example of malware than those given in part 1(a).
............................................................................................................................................. [1]
(c) Identify the type of software that is used to find and remove malware from a computer.
............................................................................................................................................. [1]



Name: ( ) IGCSE Computer Science: w23 12

8 (a) Draw and annotate a diagram that demonstrates the cyber security threat of data interception.

[4]

(b) Identify one security solution that will help keep data safe from data interception and state
why it will help keep the data safe.



Name: ( ) IGCSE Computer Science: s23 11

8 A manager at a company is concerned about a brute-force attack on its employee user accounts.

(a) Describe how a brute-force attack can be used to gain access to the employee user accounts.

(b) One possible aim for carrying out a brute-force attack is to install malware onto the company
network.

(i) State two other aims for carrying out a brute-force attack to gain access to the employee
user accounts.

[2]

(ii) Identify three types of malware that could be installed.
ettt ettt e ettt e e e—eeee——eeee—eeeaaa—eeeahteeeaa—eeeaaateeeateeeeanteeeaahteeeabeeeaanteeeabeeeeanneeeanns
RSP PPRR
SRR
[3]
(c) Give two security solutions that could be used to help prevent a brute-force attack being

successful.

ettt ettt ee e teee e teeeeeeeeeaeeeeeasteeeaaseeeeateeeeanteeeaanteeeanneeeeanseeeeaneeeeaneeeeanneeeeanreeeaneeeeanreeeannreaean
TR



Name: ( ) IGCSE Computer Science: s23 11

10 A student uses the internet for their schoolwork to research what is meant by pharming.

(a) State the aim of pharming.

(b) Draw and annotate a diagram to represent the process of pharming.

[4]
(c) The student uses a web browser to access data on the internet.

Explain the purpose of the web browser.



Name: ( ) IGCSE Computer Science: s23 11

(d) Storing cookies is one function of the web browser.

Give three other functions of the web browser.

1 PR
2 e eeeeeeeeeeeeeeeeae—e—eeeeeeeeeeeaaaste———eeeeeeeeeaaaaaaaateetteeeeeeeeaaannnraeteaaaeeeeeaaannrrres
3 ettt ettt eeteeeteteeeettetetttttetttttttesttetttttttttttttttntnttttttnnnnntnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnn
[3]
(e) A student visits a website that uses session cookies, instead of persistent cookies.
Explain the difference between session cookies and persistent cookies.
............................................................................................................................................. [4]



Name: ( )

IGCSE Computer Science: m23 12

1  Computers can be infected with malware. Spyware is one example of malware.

(@) Tick (v') one box to show a correct definition of spyware.

A Software that activates a webcam and transmits the video to a third party
that outputs it live on a website.

B Software that detects when a password is being entered and then emails
the password to a third party.

C Software that records all data entered into a computer, analyses this data
to find email addresses and passwords, then posts these to a website.

D Software that records all key presses and transmits these to a third party.

[1]

(b) Complete the table by identifying and describing two other examples of malware.

Malware

Description

@)



Name: ( ) IGCSE Computer Science: m23 12

(c) Proxy-servers and firewalls have some similar functions.
Identify two similarities and one difference between proxy-servers and firewalls.

071011 =T 1 /2 PSP ERPPPPPN
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