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4.1 Types of software and interrupts

Name: Class: Date: Total: 29 marks

KEY WORDS interrupt • operating system • system software
• application software • system vs application software

Objective
Build the skills to answer exam questions on software and interrupts –
system vs application software / , the operating system ,
and interrupts .

You must be able to:

• classify software as system or application
• give the roles of the operating system
• describe an interrupt and how the processor handles it

1 Key knowledge and worked examples

Software and the OS

Software

System software Application software

controls + runs
the computer:
• operating system
• utility software
• device drivers
• compiler / linker

lets the user do
a task:
• word processor
• spreadsheet
• database (DBMS)
• web browser

System software runs the computer; application software lets the user do a task
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User

Application software

Operating system

Hardware (CPU, memory, devices)

the OS lets the
hardware, software
and user work
together

OS roles: manage files, memory, peripherals, multitasking, security; handle
interrupts; provide a UI

• an interrupt tells the processor something needs attention now.

Naming the threats, and matching each to its prevention
Learn each threat as a pair: what it does, and what stops it.

Threat What it does Prevention
brute-force
attack

tries every combination until a
password works

strong passwords, a limit on
log-in attempts, two-step
verification

data
interception

uses a packet sniffer to read
data as it travels

encryption, a wireless network
key (WPA)

DDoS
attack

floods a server with requests so
real users cannot get through

firewall, a proxy server,
filtering traffic

hacking gains unauthorised access to a
system

firewall, strong passwords,
access rights

malware virus, worm, trojan horse,
spyware, ransomware, adware

anti-malware software, do not
open unknown attachments

phishing a fake email or message tricks
the user into giving details

do not click links in unexpected
mail, check the address,
anti-spam filters

pharming malicious code redirects the
user to a fake website

anti-malware, check the site’s
certificate and the URL

social
engineering

manipulates a person into
breaking security (a fake phone
call, tailgating)

staff training, verify who is
asking, clear procedures

Malware, distinguished. A virus attaches to a file and needs the user to run it;
a worm copies itself across a network without help; a trojan horse is disguised

IGCSE Computer Science • 4.1 Types of software and interrupts 2



as a useful program; spyware records keypresses; ransomware encrypts files and
demands payment.

Phishing or pharming? Phishing starts with a message the user must act on.
Pharming needs no message: code on the computer or the DNS server sends the user
to a fake site even when they type the correct address.

Worked example. A user types the correct bank address and reaches a page that
looks right but is not the bank. Identify the threat and give two preventions. The
threat is pharming, because no message was involved and the correct address was
used. Preventions: run anti-malware to remove the redirecting code, and check the
site’s security certificate and the padlock before entering any details.

2 Practice
2.1 State whether a web browser is system or application software. [1]

2.2 State two roles of the operating system. [2]

2.3 Identify the threat in each case: an email says your account will close unless you
confirm your password; a server is flooded with requests until it stops responding. [2]

2.4 Give one difference between a virus and a worm. [2]

2.5 Name two ways to prevent a brute-force attack. [2]
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3 Exam-style questions
3.1 Which is system software? [1]

A spreadsheet
B device driver
C word processor
D web browser

3.2 A printer runs out of paper while printing.

(a) State the type of interrupt this is. [1]

(b) Describe what the processor does when an interrupt arrives. [3]

3.3 An online shop is worried about security.

(a) Complete the table by naming the threat described and giving one way to prevent
it. [6]

Description Threat Prevention
customers are sent an email asking them to confirm their
card details
data is read by a packet sniffer as it travels over the
wireless network
the site is flooded with requests until real customers
cannot connect
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(b) Explain the difference between phishing and pharming. [3]

(c) The shop installs a firewall. Describe two tasks a firewall performs. [2]

(d) The shop also uses two-step verification. Explain how it protects an account even if
the password is stolen. [2]

(e) An employee receives a phone call from someone claiming to be from the IT depart-
ment, asking for their password. Identify this threat and state one way staff can be
prepared for it. [2]
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