Exercise walk-through

Types of programming language,
translators and integrated development
environments (IDEs)

IGCSE Computer Science



Software

L Software types

Hardware and software

m hardware . the
physical parts you can touch

m software . the R User
programs that tell the
hardware what to do

Application software the OS lets the

hardware, software
and user work

Hardware (CPU, memory, devices) together

Operating system

Hardware alone does noth- |
ing useful; software needs

hardware to run on. Both

are needed.




Software

L Software types

Hardware is the physical parts; software is

r hardware ‘ r software ‘
(physical parts) (programs)
CPU, keyboard, RAM apps, the OS

Hardware is the physical parts; software is the programs



Software

L Software types

System vs application software

[Software] m word processing

/ \ software (writing documents);

System software Application software m spreadsheet
7 ) software (working with

controls + runs lets the user do numbers in a grid);
the computer: a task: m database management
® operating system ® word processor system
° ut|||.ty software ® spreadsheet (storing and searching data);
e device drivers e database (DBMS)
e compiler / linker e web browser = web browser

(viewing web pages).




The layers of software

application software does a job for the user — word processor, browser, game

manages the machine: memory, processes, input and output, security,

the operating system and managing files — saving, opening, naming, moving and deleting

small tools that look after the computer — anti-virus, backup, disk de-

utility software fragmenter, compression

device : .
. let the OS talk to a particular piece of hardware
drivers
. sits below the operating system — software stored permanently on
irmware ROM or flash that runs the hardware at start-up
the bootloader the first firmware to run; it loads the operating system into RAM

Sort by who it serves: the user, the machine, or one device. That is what separates applica-
tion, system and utility software.



Software

L Software types

The operating system

The operating system runs the
whole computer:

m manages files, memory,
peripherals

m handles interrupts &
multitasking

m provides a user interface and a
platform

B Mmanages security — accounts, passwords

It is the layer between the hardware and
your programs — neither talks to the other
directly.



IGCSE Computer Science

Exercises 2.1:2.3

2.1 State one advantage of a high-level language.

2.2 State two tools found in an IDE.

2.3 Identify two tasks performed by a firewall.
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Exercises 2.1:2.3

2.1 State one advantage of a high-level language. 1]

2.1

 a high-level language is closer to English than machine code
« any one of: easy to read/write/fix / independent of the computer

[\)

2.2 State two tools found in an IDE. 2]

2.2

o any two of: code editor / run-time environment / translator / error diagnostics /
auto-completion / prettyprinting

DO

2.3 Identify two tasks performed by a firewall. 2]

2.3

o any two of: examines traffic in and out / compares traffic with criteria and blocks
failures / keeps a log / blocks named sites or IP addresses



IGCSE Computer Science

Exercises 2.4:2.5

2.4 Describe how a proxy server hides a user’s identity from a website.

2.5 Give one threat a firewall cannot protect against, and say why.
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Exercises 2.4:2.5

2.4 Describe how a proxy server hides a user’s identity from a website. 2]

24

o the request goes to the proxy first, and the proxy sends it on
o the website sees the proxy’s address, so the user’s IP is hidden

2.5 Give one threat a firewall cannot protect against, and say why. 2]

2.5

e e.g. a virus on a memory stick, or a user giving a password to a phishing message
o the firewall only inspects traffic at the network boundary, so it never sees these



IGCSE Computer Science

Exercise 3.1

3.1 A compiler translates:

D A one line at a time
B the whole program at once
C only the errors
D nothing
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Exercise 3.1

3.1 A compiler translates:

D A one line at a time
B the whole program at once
C only the errors
D nothing

3.1B

e a compiler translates the whole program at once

o A is an interpreter; C and D are wrong



IGCSE Computer Science

Exercise 3.2 (a)

3.2 A programmer is writing and testing a new program.

(a) State whether a compiler or an interpreter is more useful while testing, and why. [2]
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Exercise 3.2 (a)

3.2 A programmer is writing and testing a new program.
(a) State whether a compiler or an interpreter is more useful while testing, and why. [2]

(a)

e interpreter
o it stops at the first error, which helps find mistakes while testing
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Exercise 3.2 (b)

3.2 A programmer is writing and testing a new program.

(b) State two differences between a compiler and an interpreter.
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Exercise 3.2 (b)

3.2 A programmer is writing and testing a new program.

(b) State two differences between a compiler and an interpreter. 2]

(b)

« any two of: compiler all at once / interpreter line by line; compiler reports all errors
at the end / interpreter stops at the first; compiled program runs faster; interpreter
needed each time it runs



IGCSE Computer Science

Exercise 3.3 (a)

3.3 A company protects its network and its employees’ privacy.

(a) Describe three tasks performed by a firewall.
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Exercise 3.3 (a)

3.3 A company protects its network and its employees’ privacy.

(a) Describe three tasks performed by a firewall. (3]

(a)

« any three of: examines traffic in and out / compares with criteria / blocks failures /
logs traffic / blocks named sites or IP addresses
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Exercise 3.3 (b)

3.3 A company protects its network and its employees’ privacy.

(b) Describe two tasks performed by a proxy server that a firewall does not do.
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Exercise 3.3 (b)

3.3 A company protects its network and its employees’ privacy.

(b) Describe two tasks performed by a proxy server that a firewall does not do.

(b)

« any two of: caches web pages / hides the user’s IP / filters unwanted websites
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Exercise 3.3 (¢)

3.3 A company protects its network and its employees’ privacy.

(c¢) Explain why a firewall alone cannot keep the network safe, giving one example of a
threat it cannot stop. 2]
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Exercise 3.3 (¢)

3.3 A company protects its network and its employees’ privacy.

(c¢) Explain why a firewall alone cannot keep the network safe, giving one example of a
threat it cannot stop. 2]

()

o a firewall only inspects traffic at the network boundary
o it cannot stop malware on a memory stick, or a user who gives away a password



IGCSE Computer Science

Exercise 3.3 (d)

3.3 A company protects its network and its employees’ privacy.

(d) Employees use a website that shows https and a padlock. Explain what this tells
them about the connection. 2]
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Exercise 3.3 (d)

3.3 A company protects its network and its employees’ privacy.

(d) Employees use a website that shows https and a padlock. Explain what this tells
them about the connection. 2]

(d)

o https / padlock means SSL/TLS, so the data is encrypted
« an interceptor sees only ciphertext, so log-in and payment details are protected
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Exercise 3.3 (e)

3.3 A company protects its network and its employees’ privacy.

(e) Give one privacy setting an employee should check on a social-media account, and
explain the risk if it is left open. 2]
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Exercise 3.3 (e)

3.3 A company protects its network and its employees’ privacy.

(e) Give one privacy setting an employee should check on a social-media account, and
explain the risk if it is left open. 2]

(e)

« any one of: who can see the profile / whether location is shared / whether the account
appears in search

o if left open, strangers can gather personal information for social engineering or
identity theft



