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Objective

Explain secure data flow from browser to server, database, and JSON response.

You must be able to:

e trace request-response data flow
o explain parameterised queries
o identify a SQL-injection risk

1 Key knowledge and worked examples

B Keep values separate from SQL

The browser requests data. The server validates the request, uses a parameterised
query , and returns rows as JSON.

Parameters keep a value separate from SQL text. Never build SQL by joining a user’s
input into a query string, because that can allow injection

B Key knowledge: Keep a value separate from query structure

Validation and parameterisation have different roles. Validate the request, then bind
values as parameters; never make user input part of SQL syntax.

B Worked example: Keep a value separate from query structure

To look up a student name in SQLite, use SELECT id FROM students WHERE name
= ? and bind the name as a separate parameter. A name such as 0'Neil is treated
as one value, including the apostrophe. It does not close the SQL string because the
driver performs the binding. The server then returns only the selected fields in its
JSON response. A parameter protects values, not an arbitrary user-supplied table
name.

GAC Computing e 3.5 Full-stack data flow and security @



Request: a name value

SQL placeholder plus separate binding

Rows become a controlled JSON response

2 Practice

2.1 State the format commonly returned by an API to the browser. 1]

2.2 State why a parameterised query is safer than joining a user value into SQL text. [1]

2.3 Explain the server’s role between a browser request and database query. 2]

3 Exam-style questions

3.1 Explain how a parameterised query protects a search endpoint from SQL injection.|4]

3.2 Describe the main steps when a browser requests a student’s course list. [4]
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3.3 A server builds SQL by concatenating a search name between quote characters.
Explain the risk and give a safer query structure, naming how the value is supplied. [3]
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Solutions

2.1

« JSON.

2.2

o The value is sent separately from the SQL text.
2.3

o [t validates the request and controls the database query.
o It returns an appropriate response to the browser.

3.1

o The SQL structure is fixed by the server.

o User input is supplied as a separate parameter.

e It cannot become part of the SQL command.

e The endpoint can safely search for the requested value.

3.2

o The browser sends a request to a server route.

e The server authenticates and validates the request.
o It runs a parameterised database query.

e It returns the permitted course rows as JSON.

3.3

o user input could alter SQL structure or break quoting; use a placeholder such as
SELECT id FROM students WHERE name = ?7; bind the supplied name separately through
the database driver.
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