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1 The CIA triad

2  Adversaries & attack phases
3  Risk & how to manage it

4  Classifying controls

5  Physical attacks

6  Protecting & detecting
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Which security goal was harmed?

A school uses a private records portal. Consider three separate incidents:

A A private student record is copied to a public page. The original record is
unchanged and the portal still works.

B An unauthorised person changes a mark from 19 to 91. The record stays
private and the portal remains accessible.

C  The portal is offline when authorised staff need it. There is no evidence
that records were copied or changed.

Name the primary goal harmed in each case. Use the stated evidence; do not invent
extra consequences.
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Connect the goal to the evidence

The CIA triad {52 % 4 =% = gives three goals:

A: Confidentiality £#1%. Unauthorised people can read private data. Access
permissions and encryption can help protect it.

B: Integrity 5E¥1%. An unauthorised change makes the record untrustworthy.
Restrict editing and keep trusted change records.

C: Availability A] F¥. Authorised staff cannot obtain needed data or services. Tested
recovery arrangements can restore access.

Name the mechanism: merely writing “add security” does not explain a control.
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Can one incident affect more than one goal?

An adversary copies private records, changes some marks, and then makes the portal
unusable. A manager proposes storing an offline backup.

Task 1. Identify evidence for all three CIA goals in this incident.

Task 2. Explain which damage a clean, tested backup could help repair. Can restoring
the backup make the copied records private again?

Task 3. Why is “backup means availability” an incomplete explanation?
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A control has a purpose and a limit

goal harm in this incident does a clean backup help?

Confidentiality copying records exposes private no — restoring cannot remove
data copies already taken

Integrity changing marks corrupts trusted yes — restores correct records
records

Availability disabling the portal blocks yes — if recovery procedures work
authorised access and are tested

One incident can harm several goals, and one control can support several goals.
Explain the link and its limits instead of giving every control one fixed label.



The CIA triad — the three goals of security, in detail

Confidentialit
authorised access
to private data

CIA
triad
Integrity Availability
accurate, trusted authorised access
authorised changes when needed

CIA triad: Confidentiality - Integrity - Availability (core security goals)

A control can sup-
port several goals.
Explain its mech-

anism and what it
cannot repair.
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Who attacks, and why

Script kiddie Ji7Z%/)\F Hacktivist 2 & HZ19F
reuses others’ tools — a political, social
greed or recognition or personal cause
Insider A EF A F Cyberterrorist [0 25511 45 —F
already has legitimate access disrupts critical infrastructure

Transnational criminal organisations i£[E|J[5EZH%] chase money — ransomware and
stolen data.



Securing Spaces

L Foundations

Attacks unfold in phases

reconnaissance [z —

often OSINT 2 FF3kiE |5

A
initial access,

then persistence

A
lateral move-

ment &[5 7570

A
act on the goal,
evade detection




The phases of an attack

reconnaissance {Jji%% gathering information, often from public OSINT /> FF 3R 5+
sources — and dumpster diving #1715 1% £ 53, searching the
target's trash

initial access getting a first foothold — a phished credential, an unpatched
service

escalation raising privileges from that foothold toward administrator

lateral movement spreading from the first host to others on the network

action on objective the point of the whole exercise: exfiltrate, encrypt, or destroy

Defences are cheapest at the early phases. An attacker stopped at reconnaissance costs noth-
ing; one stopped at exfiltration has already been inside for weeks.
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Risk — and the four ways to manage it

A risk X[ appears when a threat [fi
can exploit a vulnerability i to
compromise an asset % -,

Assess it by weighing likelihood
A EE%E against severity fE 4.

Avoid ik
stop the activity

Mitigate 222
add controls

Transfer 7%
e.g. an insurer

Accept =%
live with it

You accept the leftover residual risk 5<% because perfect security is impossible.
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Classifying a control — two ways, always

By function

preventative [} %
— stop it (a lock)
detective #illl14E —
spot it (a camera)
corrective Z/|IE % — fix it (patching)

By type
physical 472 — locks, fences, guards
technical #77 — firewalls, encryption
managerial 1% — poli-
cies and procedures

Exam answers name both: a door lock is physical by type and preventative by
function.
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Worked example — rate the risk, classify the fix

A hospital stores patient records on an
unencrypted server in an unlocked room

The asset is highly sensitive (patient data,
protected by law) and the vulnerability is easy
to exploit (no encryption, no access control).

= HIGH risk

The fix — a door lock — is physical by type
and preventative by function.

High risk needs BOTH high
value and easy exploita-
tion. A “foothold to other
systems” is the classic mod-
erate risk.
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Writing the risk assessment down

what drives likelihood the value of the target, the skill the exploit needs, and how
exposed the vulnerability is

the two ratings qualitative (low/medium/high — fast, comparable, imprecise) and
quantitative (a currency figure — precise, and only as good as its
inputs)

a risk the vulnerable asset and its value; the likely threats; how the

assessment R4 specific vulnerability could be exploited; the likelihood and

records impact; and the chosen response

the four responses accept, avoid, transfer (insure or outsource), mitigate (add a
control)

The exam wants the two rating styles told apart. Qualitative ranks risks against each other;
quantitative says what a control is worth.



Defence in depth

attack stopped;
The best strategy layers many the other layers

still stand
controls — defence in
depth Z)EF57E. If an
adversary bypasses one layer,
another still stands.
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Physical attacks — walking straight in

Digital security means nothing if an adversary can simply walk in. Most physical
attacks Y324 5 begin with social engineering:

Piggybacking

Bk (FRIF7T) Tailgating Z[f (FZ250)
the authorised person slipping through unnoticed

holds the door — tricked

Dumpster div-

Shoulder surfing [E3i ing BIHTIRILEIEIR
watching you type card cloning | 2%+ 4

Piggybacking has consent (you were tricked); tailgating does not (you never knew). The
exam tests this exact pair.
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Protecting physical spaces

Managerial first: security-awareness
o . fences, gates, bol-
training (do not badge strangers in) and a lards [ 1E4E — deter
workstation policy — locking devices, a o veaders k25
ioy SE ; card readers 1%~
clean desk policy ;55K %, privacy s
screens.

access control vestibule

s 7[:_;];—51—1—‘—1 _ . .
With physical access an adversary can I J55HIE - stops piggybacking

cut power, copy data, or plug in a key- disabled USB ports;
logger #1075 a UPS 7~[E] e iR
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Detecting physical attacks — placement matters

Some controls detect rather than prevent:
cameras record, guards respond, motion
sensors =515 EiE5 alert — and employees
often notice an intruder first.

Cameras belong at points of ingress
and egress 1\ [].

Motion sensors work in low-traffic
areas like server rooms. Put one

in a busy hallway and the constant
false alarms make everyone ignore

them.

A stationary guard protects a fixed
high-value point; a patrolling guard is
harder to plan around. Reviewing
door-open times can reveal piggybacking —
a door held open too long is suspicious.
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Cameras and monitoring

A dome security camera: physical controls and monitoring protect spaces as well
as networks
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Cyber Foundations

A monitor wall: network monitoring and logging help detect intrusions
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Social engineering: the seven tactics

Most attacks begin not with code but with social engineering 3+ & T 2% -
psychological tricks that manipulate a person into doing what the adversary wants.

= quantitative EE - a number: a score on a scale (e.g. 1-10), or a money value (e.g. “a
$10,000 annual risk™).

m qualitative E'H - a label: low / medium / high / severe, or a grid such as
likely-high-impact vs unlikely-low-impact.

= Avoid #i - stop the risky activity (only possible if it isn't essential).

m Transfer ¥7%% - shift the burden to someone else, such as an insurer.
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The seven social-engineering tactics

pretexting f&[] inventing a believable reason to make contact — “I'm from IT”
authority $EL posing as someone powerful, or relaying “the boss's" instructions
intimidation J&M0p threatening consequences if a demand is not met

consensus M1k “everyone in your team has already done this”

scarcity &k a limited supply, so hesitating means losing out

urgency $iHE a tight deadline, so the target acts before thinking

familiarity 7% pretending to be, or to know, someone close to the target

All seven bypass judgement by triggering an automatic emotional response — fear, trust, haste,
or the wish to fit in. Naming which one an example uses is the exam task.
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Exam tips

m Memorise the CIA triad and be ready to say which goal a control protects -
encryption serves confidentiality, a hash checks integrity, a backup restores
availability.

m Know the four risk responses (avoid, transfer, mitigate, accept) and the two
ways to classify controls (by type: physical/technical/managerial; by function:
preventative/detective/corrective).

m Distinguish piggybacking (with consent, tricked) from tailgating (without the
person’s knowledge) - exam questions test this exact pair.

m For risk-rating questions, high risk needs both high value AND easy
exploitation; a “foothold to other systems” is the classic moderate risk.

m Defense in depth is the model answer whenever a question asks why one control
is not enough.
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Unit 2 — key takeaways

©® ca © risk

say WHICH goal a control serves threat x vulnerability on an asset;

—C, lor A avoid, transfer, mitigate, accept
e Classify twice o Depth

by type layers — the answer to “why is one

(physical /technical /managerial) control not enough?”

AND function
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Check yourself

0 Which CIA goal does a hash protect?

e Piggybacking or tailgating: the victim
knows they let you in?

e Classify a security camera by type and by
function.

o Name the four ways to manage a risk.

Answers 1. integrity 2. piggybacking 3. physical; detective 4. avoid, transfer,
mitigate, accept
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