Securing Applications and Data
AP Cybersecurity - Vocabulary

Write each word 3 times. BN EAETIE =k .

English 3L Write it 3 times (English)
& Applications ISk

/ @pli'kerfnz/
Oy administrative B

/ad'mmistratrv/

f injection attack WA
/in'dzekfn o'taek/

V¢ Data validation BRI IE
/'derta veeli'deifn/

@ Cross-site P A
scripting (XSS)
/krps sait 'skriptig/

() parameterised ZHA A
queries
/ peera'metaraizd 'kwiariz/

A Buffer overflow Gz D3

/'bafa pova'flav/

3% buffer i
/'bafa/

tg Directory H %k [y
traversal
/dar'rektari trae'va:sl/

[l[l at rest A
/et rest/

g in transit e T B
/n 'treensit/

Ar in use i1
/mjuis/

regulated Z s
/'regjolertid/

@ compliance =y

/kam'platans/
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English 325" Write it 3 times (English)

personally NN
identifiable JSo
information (PII)

/'p3:sanali ar'dentifaiabl
nfa'merfn/

Q@ protected health Z AR
information (PHI) =J5H
/pra'tektid hel@ info'merfn/

B payment card IARER
information (PCI)

/'pemmant ka:d infa'metfn/

g)\ Role-based HTMHEn
(RBAC) D7 IR 4 il
/ravl beist/

2= Rule-based FT R
(RuBAC) Dy 42 il
/ru:l berst/

g« Discretionary ERENEEA
(DAC) il
/di'skrefonari/

O Mandatory Sl ) 4
(MAC) il
/'meendatari/

O- principle of least /IR B
privilege i
/'prinsipl ov li:st "privilidz/

P Cryptography RS
/krip'tografi/

@ plaintext Cip'a
/'plemtekst/

06 key B
/kiz/

gj ciphertext 38
/'sarfotekst/

£ Ieyspace Bt
/'kizspers/

66 Symmetric X
encryption

/st'metrik en'kripfn/
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HI3C

Write it 3 times (English)

@ m x £ @ O

0 e

/eri:'es/

block cipher

/blok 'saifa/
Asymmetric
encryption

/ e1st' metrik en'kripfn/
key pair

/ki: pea/

public key

/'pablik ki:/

private key
/'prawvat ki:/

elliptic curve
cryptography
(ECC)

/1'liptik ka:v krip'tografi/
Secure by design
/st'kjoa bar di'zain/
Secure by default
/st'kjua bar dr'folt/
input sanitization
/'mpot senitar'zeifn/
special characters
/'spefl 'keeriktaz/
accounting
/a'kaontm/

honeypot
/'hanipot/

data loss
prevention (DLP)
/'derta los pri'venfn/
SQL injection

/s kju: 'el in'dzekfn/

RN AR
1
ik ]

X P

G
N
it

AV 193] fh e

s

sl
BRik2%
LIPS BE
HEK A
Ao
a5t

Ea

SQL A
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