Securing Applications and Data
AP Cybersecurity - Vocabulary

English 3 Pinyin

& Applications 7 ying yong chéng xu

o administrative (=il guan Ii yudn

# injection attack HEAMGE zhu ru gong j1

v Data validation 4T Al shu ju yan zheng

8 SQL injection BHE A shit ju ki zho ri

Cross-site scripting (XSS) el N kua zhan jido bén

A Buffer overflow 2z h X Jis hudn chong qu yi chu

3¢ buffer X huan chong qu

& Directory traversal H %3 7 mu lu bian i

00 at rest A jing tai shu ju

SS in transit L TR chuén shii zhong shu ju

Ar in use 15 F TP 8503 shi yong zhong shu ju

personally identifiable infor- SN E gé rén shen fén xin x1

mation (PII) H

protected health information L XAk 5 shou bdo hu jian kang xin x1

(PHI) (E#5)

B8 payment card information Y AHRE A zhi fu kd xin x1

(PCT)

2, Role-based (RBAC) T f A Tyt jué se de fang wen kong zhi
Vi 4 i

:= Rule-based (RuBAC) s WL REG) jTyu gui zé de fang wen kong zhi
PR

2 Discretionary (DAC)
O Mandatory (MAC)
- principle of least privilege

& Cryptography

B plaintext

o key

&) ciphertext

P keyspace

o® Symmetric encryption
& AES

B8 block cipher

&2 Asymmetric encryption
P key pair

o public key

& private key
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z1 zhu fang wen kong zhi
qiang zhi fang wen kong zhi
zul xido quan xian yuan zé

mi ma xué

ming wén

mi yao

mi wén

mi yao kong jian
dui chen jia mi

</ s

fen zi mi ma

fei dui chen jia mi
mi yao dul

gong yao

S1 yao



English

Hi3C

Pinyin

P elliptic curve cryptography
(ECC)

O Secure by design

© Secure by default

Y input sanitization

control characters
accounting

honeypot

@ data loss prevention (DLP)
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tud yuan qu xian mi ma xué

an quan she ji

mo rén an quan

shu ru qing i

kong zhi zi fu

shén ji ji lu

mi guan

shu ju xie lou fang hu




