Securing Devices
AP Cybersecurity - Vocabulary

Write each word 3 times. {053/ BAETPE =M .

Write it 3 times (Inglish)

Write it 3 times (English)

English H3C
{©} embedded AR
computer L

/em'bedid kam'pju:ta/
Internet of Things  HJEEM

o)
(IoT)
/'mtanet bv Oiz/

(J nandheld FHATE
computers
/'heendheld kam'pju:taz/

m malware MR
/'malwea/

& Virus i RE
/'vairas/

U Worm I
/wamm/

m Trojan KT
/'travdzn/

L% remote access WA A
trojan (RAT) =
/ri'maut 'ekses 'travdzn/

& Ransomware R
/'reensamwea/

© Spyware (i) A A
/'spatwea/

Keylogger BRI
/'kizloga/

2 Logic bomb B
/'Todzik bom/

@ fileless malware TSR
/'faillas 'meaelwea/ i},‘\"ﬁ:

&9 RAM AT
/raem/
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English 325"

N unpatched FATHNT I
software g
/an'peetft 'softwea/

# cryptographic TS R
hash function e
/ kripta'greefik heef 'fagkfn/
hash HOIE
/hef/

collision resistant  Hflf1E
/ka'lizn r1'zistant/

g e 7° #

pre-image Pilsg
resistance
/pri: 'tmid3 r1'zistans/
deprecated FH
/'deprikertid/
st salt THAE
/solt/
) brute force T ST A
/bru:t fors/
dictionary attack Ly
— Yy
/'dikfonari a'taek/

{8

password spraying #5557
/'peesws:d 'spreiy/

credential stuffing ¥
/kri'denfl 'stafy/

@ rainbow table B
/'rembau 'terbl/
{} complexity BN

/kam'pleksiti/

&

minimum length /R E
/'mmimam lend/

E-(s maximum age AR
/'maeksimam eidz/

password history ATy
/'paesws:d 'histari/

lockout Bl e

/'lokaut/

> O
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English

X

Write it 3 times (English)

S

o

[

P

&

0 08 % @

password manager

/'paesws:d 'menidza/

biometric

/ barav'metrik/

multifactor
authentication
(MFA)

/,maltr'faekta o: 0enti'’kerfn/
autorun

/oitav'ran/

acceptable use
policy
/ak'septabl ju:s 'polisi/
Anti-malware
software

/'aenti 'meaelwes 'softwea/
patch

/ptf/

host-based firewall

/haust berst 'farowo:l/

indicator of
compromise (IoC)
/'mdikeita bv 'kompramarz/
endpoint
detection and
response (EDR)
/end'pomnt di'tekfn znd
ri'spons/

embedded
computers

/em'bedid kam'pju:taz/

L PR
AL

ZHES
Uil

HahizfT

RE-S 4!
HUKE

PR R AT

#hT

LWL Kb

YNFEEND

S AR
o
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