Securing Devices
AP Cybersecurity - Vocabulary

English

H13C

Pinyin

© embedded computer

& Internet of Things (IoT)

& malware

& Virus

U Worm

¥ Trojan

£ remote access trojan (RAT)

& Ransomware
® Spyware
Keylogger

S Logic bomb

(%) fileless malware

& RAM
\ unpatched software

# cryptographic hash function

# hash

%o collision resistant

@ pre-image resistance
38 salt

== password spraying
credential stuffing
EB rainbow table
&) biometric

£ multifactor
(MFA)
acceptable use policy

authentication

© Anti-malware software

2 patch

£ host-based firewall

[ indicator of compromise
(IoC)

J endpoint detection and re-
sponse (EDR)
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gian ru shi ji suan j1

wi lidn wang

¢ yi ruan jian

bing du

ra chéong

mu ma

yuan chéng fang wen mu ma

le sud ruan jian

jian dié ruan jian

jian pan ji lu qi

lué ji zha dan

wi wén jian € y1 ruan jian

nei cin
wei da bu ding de ruan jian

mi ma san lie han shu

san lie zhi

kang péng zhuang

kang yuan xiang

yan zhi

mi ma pen sa

zhuang ku

cai hong bido

sheng wu te zheng

duo ym su shen fen yan zheéng

ké jie shou shi yong zheng ce
fan € y1 rudn jian

bu ding

zh j1 fang huo qiang

ru qm zhi biao

duan dian jian ce yu xiang ying




