Securing Networks
AP Cybersecurity - Vocabulary

Write each word 3 times. {053/ BAETPE =M .

English g3 Write it 3 times (English)

2:2 ARP poisoning Hoti- AT A%
/a:p 'porzeniy/ %

g address resolution  HuhkfET
protocol (ARP) ¢
/a'dres reza'lu:fn 'pravtaknl/

ﬁl MAC addresses L pLibE (ki
/mzk o'dresiz/

23 on-path attack CHEPNLG
/on paed a'tek/

== MAC flooding 7B i1 (R e
/meek 'fladig/ ?ﬁH\:

‘52‘5 switch AL
/switf/

@ eavesdropping el
/'i:vzdropiy/

@ DNS poisoning 4 % 7%
/di: en 'es 'porzenip/

Co domain name W4 250
system (DNS)

/da'memn nerm 'sistam/

,9{‘ credential Sl
harvesting
/krr'denfl 'ha:vistip/

g denial of service FE 0 AR 55
(DoS)

/di'naial ov 's3:vis/

,52‘5 distributed denial M IELE
of service (DDoS)  AR45
/'distribju:tid dr'narel ov
's3vis/

= rogue access point  JEVEREA L

/ravg 'ekses pomnt/

AP Cybersecurity o Securing Networks

English 325" Write it 3 times (English)

:Q: automated H sl A
vulnerability s
scanner
/'ortamertid valnara'biliti
'skeena/

@ mitigation GE et
/,mitt'gerfn/

QGQ split tunneling Ay B E
/split 'tanalip/

= WPA3 Wi-Fi f£4p
/,dablju: pi: er 'Ori:/ *ﬁ/\%z’f—%

693 Network M 2843 B
segmentation
/'netwa:k segmen'terfn/

@ subnets T
/'sabnets/

(D screened subnet T M
/skriind 'sabnet/

O pmz I B X
/.di: em 'zed/

&% VLANs FE AL R
/'vi:lenz/

% firewall 15 2k itk
/'farowo:l/

©) Stateless ToRAS
/'stertlas/

(@ Stateful HIRES
/'stertfl/

7= access control list ek
(ACL) #
/'aekses kan'travl list/

E log files H s
/Ing failz/

@ network intrusion ) 285 ANAZHE:
detection system EXE

(NIDS)

/'netws:k in'tru:zn di'tekfn

'sistom/
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English

X

Write it 3 times (English)

©

J\/.

%

IQ\

network intrusion
prevention system
(NIPS)

/'netws:k in'tru:zn prr'venfn
'sistam/

security
information and
event
management
(SIEM)

/sr’kjoariti ,info'merfn zend
r'vent 'maenidzmoant/
Signature-based
/'signitfe berst/
Anomaly-based
/a'nomali beist/
baseline

/'berslain/
network-based

indicators of
compromise

/'netws:k berst 'Idikertaz pv

'kompramaiz/
probabilistic
/ probabr'listik/
threshold
/'Orefavld/

alert fatigue
/a'la:t fa'tizg/
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