Securing Spaces
AP Cybersecurity - Vocabulary

Write each word 3 times. {053/ BAETPE =M .

English g3 Write it 3 times (English)

N CIA triad =S
/ si: ar 'er 'trareed/ g%’?

& Confidentiality (R g
/ konfi denfi'elati/

@ Integrity SEREPE
/in'tegriti/

S Availability Qpiitea
/a,veila'biliti/

@ script kiddie JHIA /N
/skript 'kidi/

@ hacktivist BRI
/'haektivist/ ?‘

g" insider WEBA B
/m'sarda/

@ cyberterrorist DX 28 28 M 4
/'satbaterarist/ ?

@ transnational LA
criminal 4
organisations
/treen'snaefonl 'kriminl
:genar'zelfnz/

+

6 phases W B
/'ferziz/

[R) .

(&, Treconnaissance fyigg
/rr'konisans/

Q OSINT IR
/'ausint/ ﬂi

go lateral movement % sh
/'letaral 'mu:vmant/

D) social engineering  fh 4 TR

/'saufl endsi'niarm/
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English 325" Write it 3 times (English)

m Pretexting (i
/'priztekstiy/

ﬁ Authority AU,
/a'0priti/

& Intimidation RLITR
/m,timi'detfn/

2 Consensus MAX
/kan'sensas/

X Scarcity it
/'skeasiti/

@ Familiarity A
/fo,mili'ariti/

® Urgency B
/'3:dzensi/

/N risk B
/risk/

/N threat it
/Oret/

& vulnerability I
/valnara'biliti/

@ asset L oka
/'®set/

(?) likelihood Al HEE
/aiklihod/

(7) severity FE
/sa'veriti/

quantitative EE
/'kwontitertrv/

D qualitative EM
/'kwolitertrv/

K_I_I risk assessment RS T4
/risk a'sesmant/

O Avoid 030
/a'void/

0@ Transfer [z 4
/'treensfs:/
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English

:2p'd Write it 3 times (English)

©

v

P %o 0

® N O O

N7

Je

Je

B0 &

P

Mitigate

/'mitigert/

Accept

/ak'sept/

residual risk
/ri'sidzuzal risk/
physical

/'fizikl/

technical

/'teknikl/
managerial

/ meena'dziarial/
preventative
/pri'ventatv/
detective
/dr'tektrv/
corrective
/ka'rektrv/
defense-in-depth
/di'fens m dep6/
physical attacks
/'fizikl o'teeks/
Piggybacking
/'pigibeekiy/
Tailgating
/'teilgerty/
Shoulder surfing
/'fovlda 's3:fin/
Dumpster diving
/'dampsta 'darvig/
Card cloning
/ka:d 'klaoniy/
keylogger
/'ki:loga/

foothold

/'fothavld/

AR DAL
Pyae

TR

HH
BT
RllNes
AfIEME
YR
Yy L
FeRE (3R

)
R (K%

W)

=k
[ERATEIES
(R
ey
SR ICSRAR

SRR
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English 325" Write it 3 times (English)
: : clean desk policy HREPGE
/kli:n desk 'polisi/
@ bollards By AT
/'bola:dz/
:IIE card readers TR

/ka:d 'ri:daz/

access control
vestibule

/'kses kan'travl 'vestibju:l/
uninterruptible
power supply
(UPS)
/,anmta'raptibl 'pave
sa'plar/

motion sensors
/'mavfn 'sensaz/
points of ingress
and egress

/pomts pv 'gres and

i'gres/

R
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