Introduction to Security

AP Cybersecurity - Vocabulary

Write each word 3 times. {053/ BAETPE =M .

English g3 Write it 3 times (English)

2 Social engineering 4 TR
/'savfl endszi'niarm/

@ adversary St
/'aedvasari/

D elicitation EHYEE
/1list'terfn/

A Intimidation R
/m,timi'derfn/

O Urgency EStr
/'3:dzensi/

¢ impact =41
/'impaekt/

@ challenge L4 ) S
questions
/'tfeelindz 'kwestfnz/

<) impersonate B
/im'p3:sanert/

@ one-time — R
password (OTP)
/wan taim 'paeswsa:d/

Y malware MBI
/'mzlwea/

06 password attack o TN o
/'paesws:d o'teek/

& weak 559
/wik/

dictionary il
/'dikfenari/

ﬁl authentication B eIE
/a1, Bentr'kerfn/

p password manager  FALE LY

/'peesws:d 'menidza/
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English 325" Write it 3 times (English)

P multifactor Z ARGy
authentication Lans
(MFA)
/,maltr'faekta o: fentr'ketfn/

¥ exploits Tl )
/'eksplorts/

& zero days %= HiwiR
/'z1arav derz/

é motivation hAl
/,mavti'verfn/

= Evil twin XU ARES R
/'izvl twin/ ;.’%l“)\J—:_';

(W) access point A
/'ekses pont/

= SSID i &g 2 anTal
/es esar'diz/ /?T’Jt

& encrypted K0}
/en'kriptid/

(@) Jamming TPt
/'dzeemip/

3 denial of service RS
(DoS)
/dr'naral ov 's3:vis/

@ War driving W 2
/wo: 'dravig/

(D virtual private HEALE R
network (VPN) %
/'va:tfuzal 'prawvat 'netwstk/

A 3 S

&, deepfake REE hit
/'di:pferk/

0{'\ Large language PNyl
models (LLMs)
/la:d3 'lengwidz 'mnodlz/

@ phishing kel
/'fifin/

66 shared secret LR
/fead 'sizkrit/
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English :2p'd Write it 3 times (English)

{2 Al-enhanced AN T aekht
coding tools BhgmAE TH

/et ‘a1 en'haenst 'kavdiy
tu:lz/
& vulnerabilities i
/ valnara'bilitiz/
@ threat detection US55
and response Mg .
/6ret dr'tekfn eend ri'spons/
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