AP CYBERSECURITY « HOLIDAY HOMEWORK {R#ifEL

4 Protecting and monitoring devices
— Part 2

Name: Class: Date:

Vocabulary &R

Write each word three times. E4GAN IR E =k

English 3z Write it 3 times (English)
Anti-malware soft- JZ 3% &

ware 4

patching AT

host-based firewall 3= #1 Bl k
i%z

password spraying 2 54

credential stuffing &%

Recall

e You get reminders to update your phone or laptop.
« You may have antivirus software installed.

« You know a log records what happened, like a diary.

New ideas

Read these first. Each idea has a short worked example. Then do the Practice below.

B 1 Protecting devices

Anti-malware software % E 4} quarantines files matching known signatures.
Prompt patching %] closes known holes. A host-based firewall F=#1Bjj k3%
guards one device by blocking unneeded ports.

Worked ezample. A host firewall blocks outbound FTP, stopping malware from send-
ing files out.
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B 2 Reading authentication logs

Many wrong passwords for one user = guessing. Many users failing from one IP =
password spraying Zimiifi. Default credentials in bursts = credential stuffing

TR

Worked example. 50 failed logins for ’admin’ from one IP in 30 seconds is an online
guessing attack.

B 3 What cannot be detected

Offline password attacks cannot be detected, because the attacker cracks the stolen
hash on their own computer, away from your logs.

Worked example. Once a hash database is stolen, cracking it happens off-site and
leaves no trace on you.

Watch out: Offline password attacks leave no trace on your systems - the only
defence is strong, salted hashing in the first place.

Practice
2.1 Explain why keeping software updated makes a device safer. 2]
2.2 State what a host-based firewall protects. 1

2.3 Many users failing to log in from one IP address suggests which attack? 1]

2.4 Explain why offline password attacks cannot be detected. 2]

2.5 How does anti-malware software detect a malicious file? 2]
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