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3 Network attacks and firewalls — Part 1
—Answers

Answers

Work through these after you have tried the questions yourself.

2.1 ARP poisoning.

2.2 the attacker secretly sits between two parties and reads or alters their traffic while
both think they talk directly.

2.3 the first rule that matches the packet.

2.4 it contains a breach to one subnet so the attacker cannot easily reach the whole
network.

2.5 it holds public-facing servers between the internet and the private internal network.
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