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Objective

Build the skills to answer exam questions on common network attacks 2§ I¢f:, how
network vulnerabilities are exploited, and rating network risk.

You must be able to:

o explain what ARP #ilikfi#HT 10 does and how ARP poisoning abuses it

o describe MAC flooding, DNS poisoning and the smurf attack, and say what each
achieves

o explain how an adversary exploits open ports, unsecured wireless and unauthenticated
networks

o explain what a vulnerability scanner JgifI4fi#s produces and how skill affects
likelihood

o rate a network risk high, moderate or low and justify it

1 Worked examples

Study these first. Each one shows the method for a task used later.

B ARP, and the attack that abuses it

The address resolution protocol is used by a default gateway to build a table
pairing IP addresses with M AC addresses, so traffic for an IP can be delivered
to the right physical device.

ARP has no authentication - a device is believed when it claims an address. ARP
poisoning plants false pairings so traffic destined for a legitimate device is delivered
to the adversary instead, who can then read, alter or drop it.

B The four named network attacks
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Attack What the adversary What it achieves

does
ARP plants false IP-to-MAC traffic is misdelivered to the adversary
poisoning pairings
MAC sends the switch many overwhelms the switch’s table, forcing
flooding Ethernet frames, each it to broadcast - so the adversary
with a different MAC sees traffic meant for others
address
DNS pretends to be an users are sent to the adversary’s

poisoning authoritative name server  server while typing the correct

and plants a fake DNS address

record
Smurf floods the network with a denial of service - the network
ICMP requests cannot serve legitimate users
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Two of these steal traffic (ARP poisoning, MAC flooding), one redirects users (DNS
poisoning), and one denies service (smurf). Naming which of the three effects a
scenario shows is usually the first mark.

B How networks are actually entered

Malicious traffic can flood a network (DoS), map its internal structure, or spoof
a legitimate device.

A compromised device is used to reach other devices on the same LAN - lateral
movement.

A physical data port without port security enabled gives an adversary who
plugs in direct LAN access.

Wireless signals broadcasting beyond the building can be picked up from
outside a physically secure space.

Networks that do not authenticate devices and users are easy to join, and
an adversary inside the network attacks from within.

An open network port can have a wireless access point plugged into it, creating
a rogue access point.

Weak wireless encryption can be broken, allowing interception.

B Assessing network risk

Network vulnerabilities let an adversary intercept and alter data in transit, launch a
DoS, or move laterally to reach more of the network.

Automated vulnerability scanners check networks, devices and applications for
known vulnerabilities and produce a report - usually with a severity rating for each
finding.



The likelihood factor specific to networks: exploiting a network vulnerability
often requires advanced technical ability, so a serious flaw that only a highly
skilled adversary can use may still be less likely to be exploited than a trivial one.

Rating When

High an adversary can easily have significant impact - capturing traffic,
spoofing a legitimate device

Moderatecould give an adversary information about systems or devices on the
network

Low difficult to exploit, and minimal negative impact

Notice the word easily in the high row: severity alone does not make a risk high -
the ease of exploitation is part of the definition.

2 Practice

2.1 State what ARP does on a network. 2]

2.2 Explain how an ARP poisoning attack lets an adversary read traffic they were never
sent. 2]

2.3 Explain how MAC flooding causes a switch to reveal traffic. k

w
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2.4 Name the attack in each case.

(a) Users typing the correct web address arrive at the adversary’s server.

(b) The network is flooded with ICMP requests and stops responding.

1]
1]

(c) The switch’s address table is overwhelmed by frames with many different MAC ad-

dresses.

1]

2.5 State the category of harm - interception, redirection or denial of service - for each

of ARP poisoning, DNS poisoning and a smurf attack.

2.6 Explain how each of these gives an adversary access to a LAN.

(a) A data port in a public reception area with no port security.
(b) A wireless access point whose signal reaches the car park.

(¢) An open network port in an unused office.

3]

2.7 State three things an adversary can do by sending malicious traffic into a network. 3]
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2.8 Explain what an automated vulnerability scanner produces and one limitation of
relying on it. 3]

2.9 Rate each risk and justify.

(a) Wireless encryption that a highly skilled adversary could break after sustained effort,
on a network carrying payroll data. [2]

(b) A misconfiguration that reveals the model numbers of devices on the network. 2]

(¢) An unsecured data port in a locked server room used only by two administrators. 2|

3 Exam-style questions
3.1 ARP pairs 1]

E% A domain names with IP addresses

clp B IP addresses with MAC addresses
C MAC addresses with switch ports
D usernames with devices

3.2 A smurf attack is a type of 1]

E% A interception attack
€)' B denial of service attack

C privilege escalation
D social engineering
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3.3 MAC flooding works by 1]

[E B] A planting a fake DNS record
clp

B forcing the switch to broadcast by overwhelming its address table
C breaking the wireless encryption key
D plugging a rogue access point into an open port

3.4 A network vulnerability that would give an adversary information about devices on
the network, but no direct access, is best rated 1]

E% A high
clb B moderate
C low

D it cannot be rated without a scan

3.5 A community sports centre has a single flat network. Its reception desk has a wall
data port that visitors can reach; port security is not enabled. The Wi-Fi has no device
authentication and its signal is strong in the adjacent car park. A vulnerability scan
reports weak wireless encryption and an unused open port in a store room. The centre’s
network carries membership records including bank details, and the till system.

(a) Identify three ways an adversary could join this network, and state which is easiest. 4]

(b) Explain what an adversary could do with the open port in the store room, naming
the resulting attack. 3]

(c) Having joined the network, describe two attacks the adversary could run and the
harm each causes. [4]

(d) The manager says the scan report “lists everything, so we are covered”. Evaluate this,
referring to what a scanner can and cannot find. 3]

(e) Rate the overall network risk, justifying against the criteria, and recommend the two
changes you would make first. 4]
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