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Question 4
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A network technician is unable to access a server using port 443 from a machine with
an IP address of 192.168.45.37. Consider the server’s firewall access control list (ACL):
rules 1-2 allow inbound TCP 22 and 80 from ALL; rule 3 denies inbound TCP 443 from
192.168.0.0-192.168.255.255; rule 7 allows inbound TCP 443 from ALL; rule 10 denies
ALL. ACL rules are checked in order and the first match wins. Which of the following
changes to the firewall would allow the network technician to access the server? [1]

A Swap firewall rule 1 with firewall rule 10
B Swap firewall rule 3 with firewall rule 4
C Swap firewall rule 3 with firewall rule 7
D Swap firewall rule 4 with firewall rule 7



Question 4 4. A network technician is unable to access a server using port 443 from a 
machine with an IP address of 192.168.45.37.

 Consider the following access control list (ACL) for the server’s firewall.

Rule Number Allow/Deny Direction Protocol Port Source
1 Allow Inbound TCP 22 ALL
2 Allow Inbound TCP 80 ALL
3 Deny Inbound TCP 443 192.168.0.0 - 

192.168.255.255
4 Allow Inbound ICMP ALL ALL
5 Allow Inbound TCP 3306 ALL
6 Deny Inbound TCP 3389 ALL
7 Allow Inbound TCP 443 ALL
8 Allow Inbound TCP 587 ALL
9 Deny Inbound TCP 8140 192.168.45.0 - 

192.168.45.255
10 Deny Inbound ALL ALL ALL

  W hich of the following changes to the firewall would allow the network 
technician to access the server?
(A) Swap firewall rule 1 with firewall rule 10
(B) Swap firewall rule 3 with firewall rule 4
(C) Swap firewall rule 3 with firewall rule 7
(D) Swap firewall rule 4 with firewall rule 7

5. A system administrator runs two hashing functions on four files. Consider 
the following outputs for the two hashing functions.

Function 1 outputs

file1.txt - 8d8e115e5ebc50c8e03930beac6802a94ef4f36ab 

file2.txt - 79a7d08081d12ecf123d63845e38c14c09956ee79 

file3.txt - 02db6aefd093c317f8cf78a2fbe52a31b58a6bc5e

file4.txt - bcd3cf9d8527f711031d0d908d84cbb0df97ce90b
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Solution 4

A Swap firewall rule 1 with firewall rule 10
B Swap firewall rule 3 with firewall rule 4

C Swap firewall rule 3 with firewall rule 7 ✓
D Swap firewall rule 4 with firewall rule 7

Answer: C


