
Exercise walk-through

5.6
Detecting Attacks on Data and
Applications

AP Cybersecurity



Securing Applications and Data

What we will cover

1 Injection attacks

2 Data states & access control

3 Linux permissions

4 Symmetric cryptography

5 Asymmetric cryptography

6 Protecting & detecting



The application attacks the exam names

buffer over-
flow

sending more data than the buffer holds, so it spills into nearby
memory and may run the adversary’s code

SQL injection SQL input crafted so the database reads it as commands rather than data

cross-site script-
ing

XSS: injected script runs in another user’s browser, under that site’s
trust

unencrypted storage if files are stored unencrypted, anyone who reaches them can read them
– no exploit needed

the common root all of them are unchecked input or unprotected data; validating input
and encrypting at rest closes most of it

Say what the attack does to the machine, not just its name. “Overflows into adjacent mem-
ory and executes” is the answer; “too much data” is not.



Two application weaknesses, and two defences

Cross-site scripting Cross-site scripting (XSS): an attacker’s script is stored or reflected by a site
and then runs in another user’s browser, with that user’s session.

The fix Validate input, and escape output for the context it lands in. Never trust data
because it came back from your own page.

Password strength Length beats complexity, but special characters still widen the search space –
and a manager makes long random passwords usable.

ECC Elliptic curve cryptography (ECC) gives the same strength as RSA with far
shorter keys, which is why phones and smart cards use it.

Administrative con-
trols

Administrative controls – policy, training, background checks – sit beside the
technical and physical ones.

Every control belongs to one of three families: technical, physical, administrative. A plan
naming only the first is incomplete.



AP Cybersecurity

Exercises 2.1·2.2

Naming the application attack from a log

Evidence in the log Attack
SQL control words and symbols in user input SQL injection
A <script>...</script> tag in user input XSS
A request field far larger than expected buffer overflow
A GET request whose path contains ../ sequences directory traversal

2 Practice
2.1 Define accounting and state what its logs can reveal. [2]

2.2 Explain why raw log analysis alone is too slow to be an effective detection method.[2]

2.3 Describe a honeypot and explain why an access to one is almost never a false
positive. [3]

2.4 A team records the hash of a configuration file, then re-hashes it a month later.

(a) State which property of a hash function makes this comparison meaningful. [1]

(b) State what a different output tells them. [1]

(c) State two things the comparison does not tell them. [2]
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Exercises 2.1·2.2

Naming the application attack from a log

Evidence in the log Attack
SQL control words and symbols in user input SQL injection
A <script>...</script> tag in user input XSS
A request field far larger than expected buffer overflow
A GET request whose path contains ../ sequences directory traversal

2 Practice
2.1 Define accounting and state what its logs can reveal. [2]

2.2 Explain why raw log analysis alone is too slow to be an effective detection method.[2]

2.3 Describe a honeypot and explain why an access to one is almost never a false
positive. [3]

2.4 A team records the hash of a configuration file, then re-hashes it a month later.

(a) State which property of a hash function makes this comparison meaningful. [1]

(b) State what a different output tells them. [1]

(c) State two things the comparison does not tell them. [2]
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Solutions
Each answer shows the steps, then the result.

2.1

• accounting is the process of recording and monitoring user activities - devices log when
data are accessed and by whom; analysing those logs can reveal unauthorised access
to data

2.2

• the volume of logged activity is far larger than analysts can read, so to operate at an
effective speed log analysis must be augmented with automation - otherwise detection
arrives long after the attack

2.3

• a honeypot is a file that appears to contain valuable data such as credit card details,
PII or passwords, but whose contents are fake; no legitimate user has any reason to
open it, so any access is by definition suspicious and there is essentially no innocent
explanation to rule out

2.4

(a)

• repeatability - the same input always produces the same output for a given hash
function

(b)

• the file has been altered

(c)

• any two of: what changed; who changed it; when it changed; whether the change was
malicious; whether the file was also copied

2.5

• a hash detects alteration only; an adversary who views or copies the file changes
nothing, so the hash still matches and the theft goes undetected - a false negative for
confidentiality

2.6

(a)

• directory traversal

(b)

• XSS

AP Cybersecurity • 5.6 Detecting Attacks on Data and Applications 7

Naming the application attack from a log

Evidence in the log Attack
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Solutions
Each answer shows the steps, then the result.

2.1

• accounting is the process of recording and monitoring user activities - devices log when
data are accessed and by whom; analysing those logs can reveal unauthorised access
to data

2.2

• the volume of logged activity is far larger than analysts can read, so to operate at an
effective speed log analysis must be augmented with automation - otherwise detection
arrives long after the attack

2.3

• a honeypot is a file that appears to contain valuable data such as credit card details,
PII or passwords, but whose contents are fake; no legitimate user has any reason to
open it, so any access is by definition suspicious and there is essentially no innocent
explanation to rule out

2.4

(a)

• repeatability - the same input always produces the same output for a given hash
function

(b)

• the file has been altered

(c)

• any two of: what changed; who changed it; when it changed; whether the change was
malicious; whether the file was also copied

2.5

• a hash detects alteration only; an adversary who views or copies the file changes
nothing, so the hash still matches and the theft goes undetected - a false negative for
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Exercise 2.3

Naming the application attack from a log

Evidence in the log Attack
SQL control words and symbols in user input SQL injection
A <script>...</script> tag in user input XSS
A request field far larger than expected buffer overflow
A GET request whose path contains ../ sequences directory traversal

2 Practice
2.1 Define accounting and state what its logs can reveal. [2]

2.2 Explain why raw log analysis alone is too slow to be an effective detection method.[2]

2.3 Describe a honeypot and explain why an access to one is almost never a false
positive. [3]

2.4 A team records the hash of a configuration file, then re-hashes it a month later.

(a) State which property of a hash function makes this comparison meaningful. [1]

(b) State what a different output tells them. [1]

(c) State two things the comparison does not tell them. [2]
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Exercise 2.3

Naming the application attack from a log

Evidence in the log Attack
SQL control words and symbols in user input SQL injection
A <script>...</script> tag in user input XSS
A request field far larger than expected buffer overflow
A GET request whose path contains ../ sequences directory traversal

2 Practice
2.1 Define accounting and state what its logs can reveal. [2]

2.2 Explain why raw log analysis alone is too slow to be an effective detection method.[2]

2.3 Describe a honeypot and explain why an access to one is almost never a false
positive. [3]

2.4 A team records the hash of a configuration file, then re-hashes it a month later.

(a) State which property of a hash function makes this comparison meaningful. [1]

(b) State what a different output tells them. [1]

(c) State two things the comparison does not tell them. [2]

AP Cybersecurity • 5.6 Detecting Attacks on Data and Applications 3

Solutions
Each answer shows the steps, then the result.

2.1

• accounting is the process of recording and monitoring user activities - devices log when
data are accessed and by whom; analysing those logs can reveal unauthorised access
to data

2.2

• the volume of logged activity is far larger than analysts can read, so to operate at an
effective speed log analysis must be augmented with automation - otherwise detection
arrives long after the attack

2.3

• a honeypot is a file that appears to contain valuable data such as credit card details,
PII or passwords, but whose contents are fake; no legitimate user has any reason to
open it, so any access is by definition suspicious and there is essentially no innocent
explanation to rule out

2.4

(a)

• repeatability - the same input always produces the same output for a given hash
function

(b)

• the file has been altered

(c)

• any two of: what changed; who changed it; when it changed; whether the change was
malicious; whether the file was also copied

2.5

• a hash detects alteration only; an adversary who views or copies the file changes
nothing, so the hash still matches and the theft goes undetected - a false negative for
confidentiality

2.6

(a)

• directory traversal

(b)

• XSS
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Exercise 2.4 (a)

Naming the application attack from a log

Evidence in the log Attack
SQL control words and symbols in user input SQL injection
A <script>...</script> tag in user input XSS
A request field far larger than expected buffer overflow
A GET request whose path contains ../ sequences directory traversal

2 Practice
2.1 Define accounting and state what its logs can reveal. [2]

2.2 Explain why raw log analysis alone is too slow to be an effective detection method.[2]

2.3 Describe a honeypot and explain why an access to one is almost never a false
positive. [3]

2.4 A team records the hash of a configuration file, then re-hashes it a month later.

(a) State which property of a hash function makes this comparison meaningful. [1]

(b) State what a different output tells them. [1]

(c) State two things the comparison does not tell them. [2]
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Evidence in the log Attack
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2 Practice
2.1 Define accounting and state what its logs can reveal. [2]
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2.3 Describe a honeypot and explain why an access to one is almost never a false
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Exercise 2.4 (a)

Naming the application attack from a log

Evidence in the log Attack
SQL control words and symbols in user input SQL injection
A <script>...</script> tag in user input XSS
A request field far larger than expected buffer overflow
A GET request whose path contains ../ sequences directory traversal

2 Practice
2.1 Define accounting and state what its logs can reveal. [2]

2.2 Explain why raw log analysis alone is too slow to be an effective detection method.[2]

2.3 Describe a honeypot and explain why an access to one is almost never a false
positive. [3]

2.4 A team records the hash of a configuration file, then re-hashes it a month later.

(a) State which property of a hash function makes this comparison meaningful. [1]

(b) State what a different output tells them. [1]

(c) State two things the comparison does not tell them. [2]
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Naming the application attack from a log

Evidence in the log Attack
SQL control words and symbols in user input SQL injection
A <script>...</script> tag in user input XSS
A request field far larger than expected buffer overflow
A GET request whose path contains ../ sequences directory traversal

2 Practice
2.1 Define accounting and state what its logs can reveal. [2]

2.2 Explain why raw log analysis alone is too slow to be an effective detection method.[2]

2.3 Describe a honeypot and explain why an access to one is almost never a false
positive. [3]

2.4 A team records the hash of a configuration file, then re-hashes it a month later.

(a) State which property of a hash function makes this comparison meaningful. [1]

(b) State what a different output tells them. [1]

(c) State two things the comparison does not tell them. [2]
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Solutions
Each answer shows the steps, then the result.

2.1

• accounting is the process of recording and monitoring user activities - devices log when
data are accessed and by whom; analysing those logs can reveal unauthorised access
to data

2.2

• the volume of logged activity is far larger than analysts can read, so to operate at an
effective speed log analysis must be augmented with automation - otherwise detection
arrives long after the attack

2.3

• a honeypot is a file that appears to contain valuable data such as credit card details,
PII or passwords, but whose contents are fake; no legitimate user has any reason to
open it, so any access is by definition suspicious and there is essentially no innocent
explanation to rule out

2.4

(a)

• repeatability - the same input always produces the same output for a given hash
function

(b)

• the file has been altered

(c)

• any two of: what changed; who changed it; when it changed; whether the change was
malicious; whether the file was also copied

2.5

• a hash detects alteration only; an adversary who views or copies the file changes
nothing, so the hash still matches and the theft goes undetected - a false negative for
confidentiality

2.6

(a)

• directory traversal

(b)

• XSS
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Exercise 2.4 (b)

Naming the application attack from a log

Evidence in the log Attack
SQL control words and symbols in user input SQL injection
A <script>...</script> tag in user input XSS
A request field far larger than expected buffer overflow
A GET request whose path contains ../ sequences directory traversal

2 Practice
2.1 Define accounting and state what its logs can reveal. [2]

2.2 Explain why raw log analysis alone is too slow to be an effective detection method.[2]

2.3 Describe a honeypot and explain why an access to one is almost never a false
positive. [3]

2.4 A team records the hash of a configuration file, then re-hashes it a month later.

(a) State which property of a hash function makes this comparison meaningful. [1]

(b) State what a different output tells them. [1]

(c) State two things the comparison does not tell them. [2]
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Naming the application attack from a log

Evidence in the log Attack
SQL control words and symbols in user input SQL injection
A <script>...</script> tag in user input XSS
A request field far larger than expected buffer overflow
A GET request whose path contains ../ sequences directory traversal

2 Practice
2.1 Define accounting and state what its logs can reveal. [2]

2.2 Explain why raw log analysis alone is too slow to be an effective detection method.[2]

2.3 Describe a honeypot and explain why an access to one is almost never a false
positive. [3]

2.4 A team records the hash of a configuration file, then re-hashes it a month later.

(a) State which property of a hash function makes this comparison meaningful. [1]

(b) State what a different output tells them. [1]

(c) State two things the comparison does not tell them. [2]
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Exercise 2.4 (b)

Naming the application attack from a log

Evidence in the log Attack
SQL control words and symbols in user input SQL injection
A <script>...</script> tag in user input XSS
A request field far larger than expected buffer overflow
A GET request whose path contains ../ sequences directory traversal

2 Practice
2.1 Define accounting and state what its logs can reveal. [2]

2.2 Explain why raw log analysis alone is too slow to be an effective detection method.[2]

2.3 Describe a honeypot and explain why an access to one is almost never a false
positive. [3]

2.4 A team records the hash of a configuration file, then re-hashes it a month later.

(a) State which property of a hash function makes this comparison meaningful. [1]

(b) State what a different output tells them. [1]

(c) State two things the comparison does not tell them. [2]
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Naming the application attack from a log

Evidence in the log Attack
SQL control words and symbols in user input SQL injection
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A GET request whose path contains ../ sequences directory traversal

2 Practice
2.1 Define accounting and state what its logs can reveal. [2]

2.2 Explain why raw log analysis alone is too slow to be an effective detection method.[2]

2.3 Describe a honeypot and explain why an access to one is almost never a false
positive. [3]

2.4 A team records the hash of a configuration file, then re-hashes it a month later.

(a) State which property of a hash function makes this comparison meaningful. [1]

(b) State what a different output tells them. [1]

(c) State two things the comparison does not tell them. [2]
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Solutions
Each answer shows the steps, then the result.

2.1

• accounting is the process of recording and monitoring user activities - devices log when
data are accessed and by whom; analysing those logs can reveal unauthorised access
to data

2.2

• the volume of logged activity is far larger than analysts can read, so to operate at an
effective speed log analysis must be augmented with automation - otherwise detection
arrives long after the attack

2.3

• a honeypot is a file that appears to contain valuable data such as credit card details,
PII or passwords, but whose contents are fake; no legitimate user has any reason to
open it, so any access is by definition suspicious and there is essentially no innocent
explanation to rule out

2.4

(a)

• repeatability - the same input always produces the same output for a given hash
function

(b)

• the file has been altered

(c)

• any two of: what changed; who changed it; when it changed; whether the change was
malicious; whether the file was also copied

2.5

• a hash detects alteration only; an adversary who views or copies the file changes
nothing, so the hash still matches and the theft goes undetected - a false negative for
confidentiality

2.6

(a)

• directory traversal

(b)

• XSS
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Exercise 2.4 (c)

Naming the application attack from a log

Evidence in the log Attack
SQL control words and symbols in user input SQL injection
A <script>...</script> tag in user input XSS
A request field far larger than expected buffer overflow
A GET request whose path contains ../ sequences directory traversal

2 Practice
2.1 Define accounting and state what its logs can reveal. [2]

2.2 Explain why raw log analysis alone is too slow to be an effective detection method.[2]

2.3 Describe a honeypot and explain why an access to one is almost never a false
positive. [3]

2.4 A team records the hash of a configuration file, then re-hashes it a month later.

(a) State which property of a hash function makes this comparison meaningful. [1]

(b) State what a different output tells them. [1]

(c) State two things the comparison does not tell them. [2]
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Naming the application attack from a log

Evidence in the log Attack
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A <script>...</script> tag in user input XSS
A request field far larger than expected buffer overflow
A GET request whose path contains ../ sequences directory traversal

2 Practice
2.1 Define accounting and state what its logs can reveal. [2]

2.2 Explain why raw log analysis alone is too slow to be an effective detection method.[2]

2.3 Describe a honeypot and explain why an access to one is almost never a false
positive. [3]

2.4 A team records the hash of a configuration file, then re-hashes it a month later.

(a) State which property of a hash function makes this comparison meaningful. [1]

(b) State what a different output tells them. [1]

(c) State two things the comparison does not tell them. [2]
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Exercise 2.4 (c)

Naming the application attack from a log

Evidence in the log Attack
SQL control words and symbols in user input SQL injection
A <script>...</script> tag in user input XSS
A request field far larger than expected buffer overflow
A GET request whose path contains ../ sequences directory traversal

2 Practice
2.1 Define accounting and state what its logs can reveal. [2]

2.2 Explain why raw log analysis alone is too slow to be an effective detection method.[2]

2.3 Describe a honeypot and explain why an access to one is almost never a false
positive. [3]

2.4 A team records the hash of a configuration file, then re-hashes it a month later.

(a) State which property of a hash function makes this comparison meaningful. [1]

(b) State what a different output tells them. [1]

(c) State two things the comparison does not tell them. [2]
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Naming the application attack from a log

Evidence in the log Attack
SQL control words and symbols in user input SQL injection
A <script>...</script> tag in user input XSS
A request field far larger than expected buffer overflow
A GET request whose path contains ../ sequences directory traversal

2 Practice
2.1 Define accounting and state what its logs can reveal. [2]

2.2 Explain why raw log analysis alone is too slow to be an effective detection method.[2]

2.3 Describe a honeypot and explain why an access to one is almost never a false
positive. [3]

2.4 A team records the hash of a configuration file, then re-hashes it a month later.

(a) State which property of a hash function makes this comparison meaningful. [1]

(b) State what a different output tells them. [1]

(c) State two things the comparison does not tell them. [2]
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Solutions
Each answer shows the steps, then the result.

2.1

• accounting is the process of recording and monitoring user activities - devices log when
data are accessed and by whom; analysing those logs can reveal unauthorised access
to data

2.2

• the volume of logged activity is far larger than analysts can read, so to operate at an
effective speed log analysis must be augmented with automation - otherwise detection
arrives long after the attack

2.3

• a honeypot is a file that appears to contain valuable data such as credit card details,
PII or passwords, but whose contents are fake; no legitimate user has any reason to
open it, so any access is by definition suspicious and there is essentially no innocent
explanation to rule out

2.4

(a)

• repeatability - the same input always produces the same output for a given hash
function

(b)

• the file has been altered

(c)

• any two of: what changed; who changed it; when it changed; whether the change was
malicious; whether the file was also copied

2.5

• a hash detects alteration only; an adversary who views or copies the file changes
nothing, so the hash still matches and the theft goes undetected - a false negative for
confidentiality

2.6

(a)

• directory traversal

(b)

• XSS
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Exercise 2.5

2.5 Explain the false negative that a hash-based integrity check cannot avoid. [2]

2.6 Name the attack indicated by each log entry.

(a) GET /files/../../../etc/shadow [1]

(b) A comment field containing <script>alert(1)</script> [1]

(c) A username field containing ' OR 1=1 -- [1]

(d) A 12-character field receiving 9000 characters. [1]

2.7 For each organisation, recommend a detective control and justify it against a named
criterion.

(a) A small charity with almost no budget storing donor names and addresses. [2]

(b) A hospital’s patient record system. [2]

2.8 Explain why data classified as healthcare or financial usually receives stronger detec-
tive controls. [2]

3 Exam-style questions
3.1 A honeypot contains [1]

A real credit card data used as bait
B fake data in a file that appears valuable
C an encrypted copy of the production database
D a list of known malware hashes

AP Cybersecurity • 5.6 Detecting Attacks on Data and Applications 4



AP Cybersecurity

Exercise 2.5

2.5 Explain the false negative that a hash-based integrity check cannot avoid. [2]

2.6 Name the attack indicated by each log entry.

(a) GET /files/../../../etc/shadow [1]

(b) A comment field containing <script>alert(1)</script> [1]

(c) A username field containing ' OR 1=1 -- [1]

(d) A 12-character field receiving 9000 characters. [1]

2.7 For each organisation, recommend a detective control and justify it against a named
criterion.

(a) A small charity with almost no budget storing donor names and addresses. [2]

(b) A hospital’s patient record system. [2]

2.8 Explain why data classified as healthcare or financial usually receives stronger detec-
tive controls. [2]

3 Exam-style questions
3.1 A honeypot contains [1]

A real credit card data used as bait
B fake data in a file that appears valuable
C an encrypted copy of the production database
D a list of known malware hashes
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Solutions
Each answer shows the steps, then the result.

2.1

• accounting is the process of recording and monitoring user activities - devices log when
data are accessed and by whom; analysing those logs can reveal unauthorised access
to data

2.2

• the volume of logged activity is far larger than analysts can read, so to operate at an
effective speed log analysis must be augmented with automation - otherwise detection
arrives long after the attack

2.3

• a honeypot is a file that appears to contain valuable data such as credit card details,
PII or passwords, but whose contents are fake; no legitimate user has any reason to
open it, so any access is by definition suspicious and there is essentially no innocent
explanation to rule out

2.4

(a)

• repeatability - the same input always produces the same output for a given hash
function

(b)

• the file has been altered

(c)

• any two of: what changed; who changed it; when it changed; whether the change was
malicious; whether the file was also copied

2.5

• a hash detects alteration only; an adversary who views or copies the file changes
nothing, so the hash still matches and the theft goes undetected - a false negative for
confidentiality

2.6

(a)

• directory traversal

(b)

• XSS
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Exercise 2.6 (a)
2.5 Explain the false negative that a hash-based integrity check cannot avoid. [2]

2.6 Name the attack indicated by each log entry.

(a) GET /files/../../../etc/shadow [1]

(b) A comment field containing <script>alert(1)</script> [1]

(c) A username field containing ' OR 1=1 -- [1]

(d) A 12-character field receiving 9000 characters. [1]

2.7 For each organisation, recommend a detective control and justify it against a named
criterion.

(a) A small charity with almost no budget storing donor names and addresses. [2]

(b) A hospital’s patient record system. [2]

2.8 Explain why data classified as healthcare or financial usually receives stronger detec-
tive controls. [2]

3 Exam-style questions
3.1 A honeypot contains [1]
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Exercise 2.6 (a)
2.5 Explain the false negative that a hash-based integrity check cannot avoid. [2]
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(b) A hospital’s patient record system. [2]

2.8 Explain why data classified as healthcare or financial usually receives stronger detec-
tive controls. [2]

3 Exam-style questions
3.1 A honeypot contains [1]

A real credit card data used as bait
B fake data in a file that appears valuable
C an encrypted copy of the production database
D a list of known malware hashes

AP Cybersecurity • 5.6 Detecting Attacks on Data and Applications 4

Solutions
Each answer shows the steps, then the result.

2.1

• accounting is the process of recording and monitoring user activities - devices log when
data are accessed and by whom; analysing those logs can reveal unauthorised access
to data

2.2

• the volume of logged activity is far larger than analysts can read, so to operate at an
effective speed log analysis must be augmented with automation - otherwise detection
arrives long after the attack

2.3

• a honeypot is a file that appears to contain valuable data such as credit card details,
PII or passwords, but whose contents are fake; no legitimate user has any reason to
open it, so any access is by definition suspicious and there is essentially no innocent
explanation to rule out

2.4

(a)

• repeatability - the same input always produces the same output for a given hash
function

(b)

• the file has been altered

(c)

• any two of: what changed; who changed it; when it changed; whether the change was
malicious; whether the file was also copied

2.5

• a hash detects alteration only; an adversary who views or copies the file changes
nothing, so the hash still matches and the theft goes undetected - a false negative for
confidentiality

2.6

(a)

• directory traversal

(b)

• XSS
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Exercise 2.6 (b)
2.5 Explain the false negative that a hash-based integrity check cannot avoid. [2]

2.6 Name the attack indicated by each log entry.

(a) GET /files/../../../etc/shadow [1]

(b) A comment field containing <script>alert(1)</script> [1]

(c) A username field containing ' OR 1=1 -- [1]

(d) A 12-character field receiving 9000 characters. [1]

2.7 For each organisation, recommend a detective control and justify it against a named
criterion.

(a) A small charity with almost no budget storing donor names and addresses. [2]

(b) A hospital’s patient record system. [2]

2.8 Explain why data classified as healthcare or financial usually receives stronger detec-
tive controls. [2]

3 Exam-style questions
3.1 A honeypot contains [1]

A real credit card data used as bait
B fake data in a file that appears valuable
C an encrypted copy of the production database
D a list of known malware hashes
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Exercise 2.6 (b)
2.5 Explain the false negative that a hash-based integrity check cannot avoid. [2]

2.6 Name the attack indicated by each log entry.

(a) GET /files/../../../etc/shadow [1]

(b) A comment field containing <script>alert(1)</script> [1]

(c) A username field containing ' OR 1=1 -- [1]

(d) A 12-character field receiving 9000 characters. [1]

2.7 For each organisation, recommend a detective control and justify it against a named
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Solutions
Each answer shows the steps, then the result.

2.1

• accounting is the process of recording and monitoring user activities - devices log when
data are accessed and by whom; analysing those logs can reveal unauthorised access
to data

2.2

• the volume of logged activity is far larger than analysts can read, so to operate at an
effective speed log analysis must be augmented with automation - otherwise detection
arrives long after the attack

2.3

• a honeypot is a file that appears to contain valuable data such as credit card details,
PII or passwords, but whose contents are fake; no legitimate user has any reason to
open it, so any access is by definition suspicious and there is essentially no innocent
explanation to rule out

2.4

(a)

• repeatability - the same input always produces the same output for a given hash
function

(b)

• the file has been altered

(c)

• any two of: what changed; who changed it; when it changed; whether the change was
malicious; whether the file was also copied

2.5

• a hash detects alteration only; an adversary who views or copies the file changes
nothing, so the hash still matches and the theft goes undetected - a false negative for
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Exercise 2.6 (c)
2.5 Explain the false negative that a hash-based integrity check cannot avoid. [2]

2.6 Name the attack indicated by each log entry.

(a) GET /files/../../../etc/shadow [1]

(b) A comment field containing <script>alert(1)</script> [1]

(c) A username field containing ' OR 1=1 -- [1]

(d) A 12-character field receiving 9000 characters. [1]

2.7 For each organisation, recommend a detective control and justify it against a named
criterion.

(a) A small charity with almost no budget storing donor names and addresses. [2]

(b) A hospital’s patient record system. [2]

2.8 Explain why data classified as healthcare or financial usually receives stronger detec-
tive controls. [2]

3 Exam-style questions
3.1 A honeypot contains [1]

A real credit card data used as bait
B fake data in a file that appears valuable
C an encrypted copy of the production database
D a list of known malware hashes
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Exercise 2.6 (c)
2.5 Explain the false negative that a hash-based integrity check cannot avoid. [2]

2.6 Name the attack indicated by each log entry.
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2.7 For each organisation, recommend a detective control and justify it against a named
criterion.

(a) A small charity with almost no budget storing donor names and addresses. [2]
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(c)

• SQL injection

(d)

• buffer overflow

2.7

(a)

• a honeypot, or hash checking - justified on cost, since both are inexpensive and the
charity has almost no budget

(b)

• automated real-time log analysis, or DLP tooling - justified on sensitivity/criticality
and classification, since healthcare data is highly sensitive and legally regulated

2.8

• data classified as healthcare or financial is usually governed by law or regulation
requiring stronger protection, and it is more attractive to adversaries, so both the
legal requirement and the higher likelihood of attack justify more expensive controls

3.1 B

• The value is only apparent; the data inside is fake, which is what makes an access
unambiguous

3.2 C

• Repeatability is what lets two hashes taken at different times be compared at all

3.3 C

• A false negative: an attack occurred and the control reported nothing

3.4 B

• Honeypots offer near-instantaneous detection and are inexpensive

3.5

(a)

• a honeypot. The file looks valuable - bank details - but its contents are fabricated,
so nobody has a legitimate reason to open it; the system alerts on any access, and
because there is no innocent explanation the alert is essentially certain to be a genuine
indicator

(b)

• it proves the file has been altered since the previous Friday. It does not prove who
altered it, what was altered, or when during the week it happened; nor does it prove
the change was malicious - a legitimate grade entry produces exactly the same result
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Exercise 2.6 (d)
2.5 Explain the false negative that a hash-based integrity check cannot avoid. [2]

2.6 Name the attack indicated by each log entry.

(a) GET /files/../../../etc/shadow [1]

(b) A comment field containing <script>alert(1)</script> [1]

(c) A username field containing ' OR 1=1 -- [1]

(d) A 12-character field receiving 9000 characters. [1]

2.7 For each organisation, recommend a detective control and justify it against a named
criterion.

(a) A small charity with almost no budget storing donor names and addresses. [2]

(b) A hospital’s patient record system. [2]

2.8 Explain why data classified as healthcare or financial usually receives stronger detec-
tive controls. [2]

3 Exam-style questions
3.1 A honeypot contains [1]

A real credit card data used as bait
B fake data in a file that appears valuable
C an encrypted copy of the production database
D a list of known malware hashes
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Exercise 2.6 (d)
2.5 Explain the false negative that a hash-based integrity check cannot avoid. [2]

2.6 Name the attack indicated by each log entry.
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(c)

• SQL injection

(d)

• buffer overflow

2.7

(a)

• a honeypot, or hash checking - justified on cost, since both are inexpensive and the
charity has almost no budget

(b)

• automated real-time log analysis, or DLP tooling - justified on sensitivity/criticality
and classification, since healthcare data is highly sensitive and legally regulated

2.8

• data classified as healthcare or financial is usually governed by law or regulation
requiring stronger protection, and it is more attractive to adversaries, so both the
legal requirement and the higher likelihood of attack justify more expensive controls

3.1 B

• The value is only apparent; the data inside is fake, which is what makes an access
unambiguous

3.2 C

• Repeatability is what lets two hashes taken at different times be compared at all

3.3 C

• A false negative: an attack occurred and the control reported nothing

3.4 B

• Honeypots offer near-instantaneous detection and are inexpensive

3.5
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so nobody has a legitimate reason to open it; the system alerts on any access, and
because there is no innocent explanation the alert is essentially certain to be a genuine
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• it proves the file has been altered since the previous Friday. It does not prove who
altered it, what was altered, or when during the week it happened; nor does it prove
the change was malicious - a legitimate grade entry produces exactly the same result
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Exercise 2.7 (a)

2.5 Explain the false negative that a hash-based integrity check cannot avoid. [2]

2.6 Name the attack indicated by each log entry.

(a) GET /files/../../../etc/shadow [1]

(b) A comment field containing <script>alert(1)</script> [1]

(c) A username field containing ' OR 1=1 -- [1]

(d) A 12-character field receiving 9000 characters. [1]

2.7 For each organisation, recommend a detective control and justify it against a named
criterion.

(a) A small charity with almost no budget storing donor names and addresses. [2]

(b) A hospital’s patient record system. [2]

2.8 Explain why data classified as healthcare or financial usually receives stronger detec-
tive controls. [2]

3 Exam-style questions
3.1 A honeypot contains [1]

A real credit card data used as bait
B fake data in a file that appears valuable
C an encrypted copy of the production database
D a list of known malware hashes
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Exercise 2.7 (a)

2.5 Explain the false negative that a hash-based integrity check cannot avoid. [2]

2.6 Name the attack indicated by each log entry.

(a) GET /files/../../../etc/shadow [1]

(b) A comment field containing <script>alert(1)</script> [1]

(c) A username field containing ' OR 1=1 -- [1]

(d) A 12-character field receiving 9000 characters. [1]

2.7 For each organisation, recommend a detective control and justify it against a named
criterion.

(a) A small charity with almost no budget storing donor names and addresses. [2]
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(c)

• SQL injection

(d)

• buffer overflow

2.7

(a)

• a honeypot, or hash checking - justified on cost, since both are inexpensive and the
charity has almost no budget

(b)

• automated real-time log analysis, or DLP tooling - justified on sensitivity/criticality
and classification, since healthcare data is highly sensitive and legally regulated

2.8

• data classified as healthcare or financial is usually governed by law or regulation
requiring stronger protection, and it is more attractive to adversaries, so both the
legal requirement and the higher likelihood of attack justify more expensive controls

3.1 B

• The value is only apparent; the data inside is fake, which is what makes an access
unambiguous

3.2 C

• Repeatability is what lets two hashes taken at different times be compared at all

3.3 C

• A false negative: an attack occurred and the control reported nothing

3.4 B

• Honeypots offer near-instantaneous detection and are inexpensive

3.5

(a)

• a honeypot. The file looks valuable - bank details - but its contents are fabricated,
so nobody has a legitimate reason to open it; the system alerts on any access, and
because there is no innocent explanation the alert is essentially certain to be a genuine
indicator

(b)

• it proves the file has been altered since the previous Friday. It does not prove who
altered it, what was altered, or when during the week it happened; nor does it prove
the change was malicious - a legitimate grade entry produces exactly the same result

AP Cybersecurity • 5.6 Detecting Attacks on Data and Applications 8



AP Cybersecurity

Exercise 2.7 (b)

2.5 Explain the false negative that a hash-based integrity check cannot avoid. [2]

2.6 Name the attack indicated by each log entry.

(a) GET /files/../../../etc/shadow [1]

(b) A comment field containing <script>alert(1)</script> [1]

(c) A username field containing ' OR 1=1 -- [1]

(d) A 12-character field receiving 9000 characters. [1]

2.7 For each organisation, recommend a detective control and justify it against a named
criterion.

(a) A small charity with almost no budget storing donor names and addresses. [2]

(b) A hospital’s patient record system. [2]

2.8 Explain why data classified as healthcare or financial usually receives stronger detec-
tive controls. [2]

3 Exam-style questions
3.1 A honeypot contains [1]

A real credit card data used as bait
B fake data in a file that appears valuable
C an encrypted copy of the production database
D a list of known malware hashes
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Exercise 2.7 (b)

2.5 Explain the false negative that a hash-based integrity check cannot avoid. [2]

2.6 Name the attack indicated by each log entry.

(a) GET /files/../../../etc/shadow [1]

(b) A comment field containing <script>alert(1)</script> [1]

(c) A username field containing ' OR 1=1 -- [1]

(d) A 12-character field receiving 9000 characters. [1]

2.7 For each organisation, recommend a detective control and justify it against a named
criterion.

(a) A small charity with almost no budget storing donor names and addresses. [2]

(b) A hospital’s patient record system. [2]

2.8 Explain why data classified as healthcare or financial usually receives stronger detec-
tive controls. [2]

3 Exam-style questions
3.1 A honeypot contains [1]

A real credit card data used as bait
B fake data in a file that appears valuable
C an encrypted copy of the production database
D a list of known malware hashes
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(c)

• SQL injection

(d)

• buffer overflow

2.7

(a)

• a honeypot, or hash checking - justified on cost, since both are inexpensive and the
charity has almost no budget

(b)

• automated real-time log analysis, or DLP tooling - justified on sensitivity/criticality
and classification, since healthcare data is highly sensitive and legally regulated

2.8

• data classified as healthcare or financial is usually governed by law or regulation
requiring stronger protection, and it is more attractive to adversaries, so both the
legal requirement and the higher likelihood of attack justify more expensive controls

3.1 B

• The value is only apparent; the data inside is fake, which is what makes an access
unambiguous

3.2 C

• Repeatability is what lets two hashes taken at different times be compared at all

3.3 C

• A false negative: an attack occurred and the control reported nothing

3.4 B

• Honeypots offer near-instantaneous detection and are inexpensive

3.5

(a)

• a honeypot. The file looks valuable - bank details - but its contents are fabricated,
so nobody has a legitimate reason to open it; the system alerts on any access, and
because there is no innocent explanation the alert is essentially certain to be a genuine
indicator

(b)

• it proves the file has been altered since the previous Friday. It does not prove who
altered it, what was altered, or when during the week it happened; nor does it prove
the change was malicious - a legitimate grade entry produces exactly the same result

AP Cybersecurity • 5.6 Detecting Attacks on Data and Applications 8



AP Cybersecurity

Exercises 2.8·3.1
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Exercises 2.8·3.1
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(c)

• SQL injection

(d)

• buffer overflow

2.7

(a)

• a honeypot, or hash checking - justified on cost, since both are inexpensive and the
charity has almost no budget

(b)

• automated real-time log analysis, or DLP tooling - justified on sensitivity/criticality
and classification, since healthcare data is highly sensitive and legally regulated

2.8

• data classified as healthcare or financial is usually governed by law or regulation
requiring stronger protection, and it is more attractive to adversaries, so both the
legal requirement and the higher likelihood of attack justify more expensive controls

3.1 B

• The value is only apparent; the data inside is fake, which is what makes an access
unambiguous

3.2 C

• Repeatability is what lets two hashes taken at different times be compared at all

3.3 C

• A false negative: an attack occurred and the control reported nothing

3.4 B

• Honeypots offer near-instantaneous detection and are inexpensive

3.5

(a)

• a honeypot. The file looks valuable - bank details - but its contents are fabricated,
so nobody has a legitimate reason to open it; the system alerts on any access, and
because there is no innocent explanation the alert is essentially certain to be a genuine
indicator

(b)

• it proves the file has been altered since the previous Friday. It does not prove who
altered it, what was altered, or when during the week it happened; nor does it prove
the change was malicious - a legitimate grade entry produces exactly the same result
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Exercises 3.2·3.3

3.2 Which property of a hash function makes file integrity checking possible? [1]

A collision resistance
B pre-image resistance
C repeatability
D fixed length

3.3 An adversary copies a sensitive file without modifying it. A hash-based integrity
check will [1]

A detect it, because the file was accessed
B detect it, because the hash changes on read
C fail to detect it, producing a false negative
D fail to detect it, producing a false positive

3.4 Which detection method offers near-instantaneous detection at low cost? [1]

A manual log review
B a honeypot
C a full data loss prevention deployment
D a quarterly vulnerability scan

3.5 A university research office stores three things on one server: a public list of seminar
dates, a set of student grade records classified as educational, and a grant financial ledger.
Detective controls are limited to a monthly manual review of access logs. The office adds
a file named student_bank_details.xlsx containing fabricated entries, and records a
hash of the grade-record file each Friday.

(a) Name the control the fabricated file represents and explain how the office will know
it has been touched. [3]

(b) On one Friday the grade file’s hash differs from the previous week’s. State what this
proves and what it does not prove. [3]

(c) A month later the office learns the grant ledger was copied and sold. Explain why
neither the hash check nor the monthly log review caught this in time. [4]

(d) Recommend a detective control for each of the three data sets, justifying each against
a different criterion. [4]

(e) The office proposes replacing everything with a full DLP deployment. Evaluate this
proposal, referring to cost and to what the existing cheap controls already achieve. [3]
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Exercises 3.2·3.3

3.2 Which property of a hash function makes file integrity checking possible? [1]

A collision resistance
B pre-image resistance
C repeatability
D fixed length

3.3 An adversary copies a sensitive file without modifying it. A hash-based integrity
check will [1]

A detect it, because the file was accessed
B detect it, because the hash changes on read
C fail to detect it, producing a false negative
D fail to detect it, producing a false positive

3.4 Which detection method offers near-instantaneous detection at low cost? [1]

A manual log review
B a honeypot
C a full data loss prevention deployment
D a quarterly vulnerability scan

3.5 A university research office stores three things on one server: a public list of seminar
dates, a set of student grade records classified as educational, and a grant financial ledger.
Detective controls are limited to a monthly manual review of access logs. The office adds
a file named student_bank_details.xlsx containing fabricated entries, and records a
hash of the grade-record file each Friday.

(a) Name the control the fabricated file represents and explain how the office will know
it has been touched. [3]

(b) On one Friday the grade file’s hash differs from the previous week’s. State what this
proves and what it does not prove. [3]

(c) A month later the office learns the grant ledger was copied and sold. Explain why
neither the hash check nor the monthly log review caught this in time. [4]

(d) Recommend a detective control for each of the three data sets, justifying each against
a different criterion. [4]

(e) The office proposes replacing everything with a full DLP deployment. Evaluate this
proposal, referring to cost and to what the existing cheap controls already achieve. [3]

AP Cybersecurity • 5.6 Detecting Attacks on Data and Applications 5

(c)

• SQL injection

(d)

• buffer overflow

2.7

(a)

• a honeypot, or hash checking - justified on cost, since both are inexpensive and the
charity has almost no budget

(b)

• automated real-time log analysis, or DLP tooling - justified on sensitivity/criticality
and classification, since healthcare data is highly sensitive and legally regulated

2.8

• data classified as healthcare or financial is usually governed by law or regulation
requiring stronger protection, and it is more attractive to adversaries, so both the
legal requirement and the higher likelihood of attack justify more expensive controls

3.1 B

• The value is only apparent; the data inside is fake, which is what makes an access
unambiguous

3.2 C

• Repeatability is what lets two hashes taken at different times be compared at all

3.3 C

• A false negative: an attack occurred and the control reported nothing

3.4 B

• Honeypots offer near-instantaneous detection and are inexpensive

3.5

(a)

• a honeypot. The file looks valuable - bank details - but its contents are fabricated,
so nobody has a legitimate reason to open it; the system alerts on any access, and
because there is no innocent explanation the alert is essentially certain to be a genuine
indicator

(b)

• it proves the file has been altered since the previous Friday. It does not prove who
altered it, what was altered, or when during the week it happened; nor does it prove
the change was malicious - a legitimate grade entry produces exactly the same result
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Exercise 3.4

3.2 Which property of a hash function makes file integrity checking possible? [1]

A collision resistance
B pre-image resistance
C repeatability
D fixed length

3.3 An adversary copies a sensitive file without modifying it. A hash-based integrity
check will [1]

A detect it, because the file was accessed
B detect it, because the hash changes on read
C fail to detect it, producing a false negative
D fail to detect it, producing a false positive

3.4 Which detection method offers near-instantaneous detection at low cost? [1]

A manual log review
B a honeypot
C a full data loss prevention deployment
D a quarterly vulnerability scan

3.5 A university research office stores three things on one server: a public list of seminar
dates, a set of student grade records classified as educational, and a grant financial ledger.
Detective controls are limited to a monthly manual review of access logs. The office adds
a file named student_bank_details.xlsx containing fabricated entries, and records a
hash of the grade-record file each Friday.

(a) Name the control the fabricated file represents and explain how the office will know
it has been touched. [3]

(b) On one Friday the grade file’s hash differs from the previous week’s. State what this
proves and what it does not prove. [3]

(c) A month later the office learns the grant ledger was copied and sold. Explain why
neither the hash check nor the monthly log review caught this in time. [4]

(d) Recommend a detective control for each of the three data sets, justifying each against
a different criterion. [4]

(e) The office proposes replacing everything with a full DLP deployment. Evaluate this
proposal, referring to cost and to what the existing cheap controls already achieve. [3]
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Exercise 3.4
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proves and what it does not prove. [3]

(c) A month later the office learns the grant ledger was copied and sold. Explain why
neither the hash check nor the monthly log review caught this in time. [4]

(d) Recommend a detective control for each of the three data sets, justifying each against
a different criterion. [4]

(e) The office proposes replacing everything with a full DLP deployment. Evaluate this
proposal, referring to cost and to what the existing cheap controls already achieve. [3]
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(c)

• SQL injection

(d)

• buffer overflow

2.7

(a)

• a honeypot, or hash checking - justified on cost, since both are inexpensive and the
charity has almost no budget

(b)

• automated real-time log analysis, or DLP tooling - justified on sensitivity/criticality
and classification, since healthcare data is highly sensitive and legally regulated

2.8

• data classified as healthcare or financial is usually governed by law or regulation
requiring stronger protection, and it is more attractive to adversaries, so both the
legal requirement and the higher likelihood of attack justify more expensive controls

3.1 B

• The value is only apparent; the data inside is fake, which is what makes an access
unambiguous

3.2 C

• Repeatability is what lets two hashes taken at different times be compared at all

3.3 C

• A false negative: an attack occurred and the control reported nothing

3.4 B

• Honeypots offer near-instantaneous detection and are inexpensive

3.5

(a)

• a honeypot. The file looks valuable - bank details - but its contents are fabricated,
so nobody has a legitimate reason to open it; the system alerts on any access, and
because there is no innocent explanation the alert is essentially certain to be a genuine
indicator

(b)

• it proves the file has been altered since the previous Friday. It does not prove who
altered it, what was altered, or when during the week it happened; nor does it prove
the change was malicious - a legitimate grade entry produces exactly the same result
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Exercise 3.5 (a)

3.2 Which property of a hash function makes file integrity checking possible? [1]

A collision resistance
B pre-image resistance
C repeatability
D fixed length

3.3 An adversary copies a sensitive file without modifying it. A hash-based integrity
check will [1]

A detect it, because the file was accessed
B detect it, because the hash changes on read
C fail to detect it, producing a false negative
D fail to detect it, producing a false positive

3.4 Which detection method offers near-instantaneous detection at low cost? [1]

A manual log review
B a honeypot
C a full data loss prevention deployment
D a quarterly vulnerability scan

3.5 A university research office stores three things on one server: a public list of seminar
dates, a set of student grade records classified as educational, and a grant financial ledger.
Detective controls are limited to a monthly manual review of access logs. The office adds
a file named student_bank_details.xlsx containing fabricated entries, and records a
hash of the grade-record file each Friday.

(a) Name the control the fabricated file represents and explain how the office will know
it has been touched. [3]

(b) On one Friday the grade file’s hash differs from the previous week’s. State what this
proves and what it does not prove. [3]

(c) A month later the office learns the grant ledger was copied and sold. Explain why
neither the hash check nor the monthly log review caught this in time. [4]

(d) Recommend a detective control for each of the three data sets, justifying each against
a different criterion. [4]

(e) The office proposes replacing everything with a full DLP deployment. Evaluate this
proposal, referring to cost and to what the existing cheap controls already achieve. [3]
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(e) The office proposes replacing everything with a full DLP deployment. Evaluate this
proposal, referring to cost and to what the existing cheap controls already achieve. [3]
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3.2 Which property of a hash function makes file integrity checking possible? [1]

A collision resistance
B pre-image resistance
C repeatability
D fixed length

3.3 An adversary copies a sensitive file without modifying it. A hash-based integrity
check will [1]

A detect it, because the file was accessed
B detect it, because the hash changes on read
C fail to detect it, producing a false negative
D fail to detect it, producing a false positive

3.4 Which detection method offers near-instantaneous detection at low cost? [1]

A manual log review
B a honeypot
C a full data loss prevention deployment
D a quarterly vulnerability scan

3.5 A university research office stores three things on one server: a public list of seminar
dates, a set of student grade records classified as educational, and a grant financial ledger.
Detective controls are limited to a monthly manual review of access logs. The office adds
a file named student_bank_details.xlsx containing fabricated entries, and records a
hash of the grade-record file each Friday.

(a) Name the control the fabricated file represents and explain how the office will know
it has been touched. [3]

(b) On one Friday the grade file’s hash differs from the previous week’s. State what this
proves and what it does not prove. [3]

(c) A month later the office learns the grant ledger was copied and sold. Explain why
neither the hash check nor the monthly log review caught this in time. [4]

(d) Recommend a detective control for each of the three data sets, justifying each against
a different criterion. [4]

(e) The office proposes replacing everything with a full DLP deployment. Evaluate this
proposal, referring to cost and to what the existing cheap controls already achieve. [3]
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(c)

• SQL injection

(d)

• buffer overflow

2.7

(a)

• a honeypot, or hash checking - justified on cost, since both are inexpensive and the
charity has almost no budget

(b)

• automated real-time log analysis, or DLP tooling - justified on sensitivity/criticality
and classification, since healthcare data is highly sensitive and legally regulated

2.8

• data classified as healthcare or financial is usually governed by law or regulation
requiring stronger protection, and it is more attractive to adversaries, so both the
legal requirement and the higher likelihood of attack justify more expensive controls

3.1 B

• The value is only apparent; the data inside is fake, which is what makes an access
unambiguous

3.2 C

• Repeatability is what lets two hashes taken at different times be compared at all

3.3 C

• A false negative: an attack occurred and the control reported nothing

3.4 B

• Honeypots offer near-instantaneous detection and are inexpensive

3.5

(a)

• a honeypot. The file looks valuable - bank details - but its contents are fabricated,
so nobody has a legitimate reason to open it; the system alerts on any access, and
because there is no innocent explanation the alert is essentially certain to be a genuine
indicator

(b)

• it proves the file has been altered since the previous Friday. It does not prove who
altered it, what was altered, or when during the week it happened; nor does it prove
the change was malicious - a legitimate grade entry produces exactly the same result

AP Cybersecurity • 5.6 Detecting Attacks on Data and Applications 8
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Exercise 3.5 (b)

3.2 Which property of a hash function makes file integrity checking possible? [1]

A collision resistance
B pre-image resistance
C repeatability
D fixed length

3.3 An adversary copies a sensitive file without modifying it. A hash-based integrity
check will [1]

A detect it, because the file was accessed
B detect it, because the hash changes on read
C fail to detect it, producing a false negative
D fail to detect it, producing a false positive

3.4 Which detection method offers near-instantaneous detection at low cost? [1]

A manual log review
B a honeypot
C a full data loss prevention deployment
D a quarterly vulnerability scan

3.5 A university research office stores three things on one server: a public list of seminar
dates, a set of student grade records classified as educational, and a grant financial ledger.
Detective controls are limited to a monthly manual review of access logs. The office adds
a file named student_bank_details.xlsx containing fabricated entries, and records a
hash of the grade-record file each Friday.

(a) Name the control the fabricated file represents and explain how the office will know
it has been touched. [3]

(b) On one Friday the grade file’s hash differs from the previous week’s. State what this
proves and what it does not prove. [3]

(c) A month later the office learns the grant ledger was copied and sold. Explain why
neither the hash check nor the monthly log review caught this in time. [4]

(d) Recommend a detective control for each of the three data sets, justifying each against
a different criterion. [4]

(e) The office proposes replacing everything with a full DLP deployment. Evaluate this
proposal, referring to cost and to what the existing cheap controls already achieve. [3]
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3.2 Which property of a hash function makes file integrity checking possible? [1]

A collision resistance
B pre-image resistance
C repeatability
D fixed length

3.3 An adversary copies a sensitive file without modifying it. A hash-based integrity
check will [1]

A detect it, because the file was accessed
B detect it, because the hash changes on read
C fail to detect it, producing a false negative
D fail to detect it, producing a false positive

3.4 Which detection method offers near-instantaneous detection at low cost? [1]

A manual log review
B a honeypot
C a full data loss prevention deployment
D a quarterly vulnerability scan

3.5 A university research office stores three things on one server: a public list of seminar
dates, a set of student grade records classified as educational, and a grant financial ledger.
Detective controls are limited to a monthly manual review of access logs. The office adds
a file named student_bank_details.xlsx containing fabricated entries, and records a
hash of the grade-record file each Friday.

(a) Name the control the fabricated file represents and explain how the office will know
it has been touched. [3]

(b) On one Friday the grade file’s hash differs from the previous week’s. State what this
proves and what it does not prove. [3]

(c) A month later the office learns the grant ledger was copied and sold. Explain why
neither the hash check nor the monthly log review caught this in time. [4]

(d) Recommend a detective control for each of the three data sets, justifying each against
a different criterion. [4]

(e) The office proposes replacing everything with a full DLP deployment. Evaluate this
proposal, referring to cost and to what the existing cheap controls already achieve. [3]
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Exercise 3.5 (b)

3.2 Which property of a hash function makes file integrity checking possible? [1]

A collision resistance
B pre-image resistance
C repeatability
D fixed length

3.3 An adversary copies a sensitive file without modifying it. A hash-based integrity
check will [1]

A detect it, because the file was accessed
B detect it, because the hash changes on read
C fail to detect it, producing a false negative
D fail to detect it, producing a false positive

3.4 Which detection method offers near-instantaneous detection at low cost? [1]

A manual log review
B a honeypot
C a full data loss prevention deployment
D a quarterly vulnerability scan

3.5 A university research office stores three things on one server: a public list of seminar
dates, a set of student grade records classified as educational, and a grant financial ledger.
Detective controls are limited to a monthly manual review of access logs. The office adds
a file named student_bank_details.xlsx containing fabricated entries, and records a
hash of the grade-record file each Friday.

(a) Name the control the fabricated file represents and explain how the office will know
it has been touched. [3]

(b) On one Friday the grade file’s hash differs from the previous week’s. State what this
proves and what it does not prove. [3]

(c) A month later the office learns the grant ledger was copied and sold. Explain why
neither the hash check nor the monthly log review caught this in time. [4]

(d) Recommend a detective control for each of the three data sets, justifying each against
a different criterion. [4]

(e) The office proposes replacing everything with a full DLP deployment. Evaluate this
proposal, referring to cost and to what the existing cheap controls already achieve. [3]
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3.2 Which property of a hash function makes file integrity checking possible? [1]

A collision resistance
B pre-image resistance
C repeatability
D fixed length

3.3 An adversary copies a sensitive file without modifying it. A hash-based integrity
check will [1]

A detect it, because the file was accessed
B detect it, because the hash changes on read
C fail to detect it, producing a false negative
D fail to detect it, producing a false positive

3.4 Which detection method offers near-instantaneous detection at low cost? [1]

A manual log review
B a honeypot
C a full data loss prevention deployment
D a quarterly vulnerability scan

3.5 A university research office stores three things on one server: a public list of seminar
dates, a set of student grade records classified as educational, and a grant financial ledger.
Detective controls are limited to a monthly manual review of access logs. The office adds
a file named student_bank_details.xlsx containing fabricated entries, and records a
hash of the grade-record file each Friday.

(a) Name the control the fabricated file represents and explain how the office will know
it has been touched. [3]

(b) On one Friday the grade file’s hash differs from the previous week’s. State what this
proves and what it does not prove. [3]

(c) A month later the office learns the grant ledger was copied and sold. Explain why
neither the hash check nor the monthly log review caught this in time. [4]

(d) Recommend a detective control for each of the three data sets, justifying each against
a different criterion. [4]

(e) The office proposes replacing everything with a full DLP deployment. Evaluate this
proposal, referring to cost and to what the existing cheap controls already achieve. [3]
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(c)

• SQL injection

(d)

• buffer overflow

2.7

(a)

• a honeypot, or hash checking - justified on cost, since both are inexpensive and the
charity has almost no budget

(b)

• automated real-time log analysis, or DLP tooling - justified on sensitivity/criticality
and classification, since healthcare data is highly sensitive and legally regulated

2.8

• data classified as healthcare or financial is usually governed by law or regulation
requiring stronger protection, and it is more attractive to adversaries, so both the
legal requirement and the higher likelihood of attack justify more expensive controls

3.1 B

• The value is only apparent; the data inside is fake, which is what makes an access
unambiguous

3.2 C

• Repeatability is what lets two hashes taken at different times be compared at all

3.3 C

• A false negative: an attack occurred and the control reported nothing

3.4 B

• Honeypots offer near-instantaneous detection and are inexpensive

3.5

(a)

• a honeypot. The file looks valuable - bank details - but its contents are fabricated,
so nobody has a legitimate reason to open it; the system alerts on any access, and
because there is no innocent explanation the alert is essentially certain to be a genuine
indicator

(b)

• it proves the file has been altered since the previous Friday. It does not prove who
altered it, what was altered, or when during the week it happened; nor does it prove
the change was malicious - a legitimate grade entry produces exactly the same result
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Exercise 3.5 (c)

3.2 Which property of a hash function makes file integrity checking possible? [1]

A collision resistance
B pre-image resistance
C repeatability
D fixed length

3.3 An adversary copies a sensitive file without modifying it. A hash-based integrity
check will [1]

A detect it, because the file was accessed
B detect it, because the hash changes on read
C fail to detect it, producing a false negative
D fail to detect it, producing a false positive

3.4 Which detection method offers near-instantaneous detection at low cost? [1]

A manual log review
B a honeypot
C a full data loss prevention deployment
D a quarterly vulnerability scan

3.5 A university research office stores three things on one server: a public list of seminar
dates, a set of student grade records classified as educational, and a grant financial ledger.
Detective controls are limited to a monthly manual review of access logs. The office adds
a file named student_bank_details.xlsx containing fabricated entries, and records a
hash of the grade-record file each Friday.

(a) Name the control the fabricated file represents and explain how the office will know
it has been touched. [3]

(b) On one Friday the grade file’s hash differs from the previous week’s. State what this
proves and what it does not prove. [3]

(c) A month later the office learns the grant ledger was copied and sold. Explain why
neither the hash check nor the monthly log review caught this in time. [4]

(d) Recommend a detective control for each of the three data sets, justifying each against
a different criterion. [4]

(e) The office proposes replacing everything with a full DLP deployment. Evaluate this
proposal, referring to cost and to what the existing cheap controls already achieve. [3]
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3.2 Which property of a hash function makes file integrity checking possible? [1]

A collision resistance
B pre-image resistance
C repeatability
D fixed length

3.3 An adversary copies a sensitive file without modifying it. A hash-based integrity
check will [1]

A detect it, because the file was accessed
B detect it, because the hash changes on read
C fail to detect it, producing a false negative
D fail to detect it, producing a false positive

3.4 Which detection method offers near-instantaneous detection at low cost? [1]

A manual log review
B a honeypot
C a full data loss prevention deployment
D a quarterly vulnerability scan

3.5 A university research office stores three things on one server: a public list of seminar
dates, a set of student grade records classified as educational, and a grant financial ledger.
Detective controls are limited to a monthly manual review of access logs. The office adds
a file named student_bank_details.xlsx containing fabricated entries, and records a
hash of the grade-record file each Friday.

(a) Name the control the fabricated file represents and explain how the office will know
it has been touched. [3]

(b) On one Friday the grade file’s hash differs from the previous week’s. State what this
proves and what it does not prove. [3]

(c) A month later the office learns the grant ledger was copied and sold. Explain why
neither the hash check nor the monthly log review caught this in time. [4]

(d) Recommend a detective control for each of the three data sets, justifying each against
a different criterion. [4]

(e) The office proposes replacing everything with a full DLP deployment. Evaluate this
proposal, referring to cost and to what the existing cheap controls already achieve. [3]
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Exercise 3.5 (c)

3.2 Which property of a hash function makes file integrity checking possible? [1]

A collision resistance
B pre-image resistance
C repeatability
D fixed length

3.3 An adversary copies a sensitive file without modifying it. A hash-based integrity
check will [1]

A detect it, because the file was accessed
B detect it, because the hash changes on read
C fail to detect it, producing a false negative
D fail to detect it, producing a false positive

3.4 Which detection method offers near-instantaneous detection at low cost? [1]

A manual log review
B a honeypot
C a full data loss prevention deployment
D a quarterly vulnerability scan

3.5 A university research office stores three things on one server: a public list of seminar
dates, a set of student grade records classified as educational, and a grant financial ledger.
Detective controls are limited to a monthly manual review of access logs. The office adds
a file named student_bank_details.xlsx containing fabricated entries, and records a
hash of the grade-record file each Friday.

(a) Name the control the fabricated file represents and explain how the office will know
it has been touched. [3]

(b) On one Friday the grade file’s hash differs from the previous week’s. State what this
proves and what it does not prove. [3]

(c) A month later the office learns the grant ledger was copied and sold. Explain why
neither the hash check nor the monthly log review caught this in time. [4]

(d) Recommend a detective control for each of the three data sets, justifying each against
a different criterion. [4]

(e) The office proposes replacing everything with a full DLP deployment. Evaluate this
proposal, referring to cost and to what the existing cheap controls already achieve. [3]
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3.2 Which property of a hash function makes file integrity checking possible? [1]

A collision resistance
B pre-image resistance
C repeatability
D fixed length

3.3 An adversary copies a sensitive file without modifying it. A hash-based integrity
check will [1]

A detect it, because the file was accessed
B detect it, because the hash changes on read
C fail to detect it, producing a false negative
D fail to detect it, producing a false positive

3.4 Which detection method offers near-instantaneous detection at low cost? [1]

A manual log review
B a honeypot
C a full data loss prevention deployment
D a quarterly vulnerability scan

3.5 A university research office stores three things on one server: a public list of seminar
dates, a set of student grade records classified as educational, and a grant financial ledger.
Detective controls are limited to a monthly manual review of access logs. The office adds
a file named student_bank_details.xlsx containing fabricated entries, and records a
hash of the grade-record file each Friday.

(a) Name the control the fabricated file represents and explain how the office will know
it has been touched. [3]

(b) On one Friday the grade file’s hash differs from the previous week’s. State what this
proves and what it does not prove. [3]

(c) A month later the office learns the grant ledger was copied and sold. Explain why
neither the hash check nor the monthly log review caught this in time. [4]

(d) Recommend a detective control for each of the three data sets, justifying each against
a different criterion. [4]

(e) The office proposes replacing everything with a full DLP deployment. Evaluate this
proposal, referring to cost and to what the existing cheap controls already achieve. [3]
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(c)

• copying a file changes nothing about it, so its hash is unchanged and the integrity
check reports normal - the classic false negative for confidentiality. The ledger was in
any case not among the files being hashed. The access was recorded in the accounting
logs, but the review is only monthly and manual, so detection could not arrive sooner
than a month after the event, by which time the data had already been sold - detection
that late permits no response

(d)

• Any sensible three, each with a distinct criterion: seminar dates - hash checking only,
justified on cost, since the data is public and low value; grade records - automated
log analysis with alerting, justified on classification, since educational data carries a
legal protection requirement; grant ledger - a honeypot alongside real-time automated
log analysis or DLP, justified on sensitivity/criticality, since financial data is both
regulated and the most attractive target here

(e)

• DLP would give alerts as an attack is happening, which is what was missing - a
prompt response can stop an attack rather than record it. But it is expensive, and
cost is a real criterion for a university research office; the honeypot and hash checks
are inexpensive and already provide near-instant detection and integrity verification
respectively. The better proposal is therefore to keep the cheap controls, automate
the log review so it is continuous rather than monthly, and scope DLP to the financial
ledger alone, where the classification justifies the spend
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Exercise 3.5 (d)

3.2 Which property of a hash function makes file integrity checking possible? [1]

A collision resistance
B pre-image resistance
C repeatability
D fixed length

3.3 An adversary copies a sensitive file without modifying it. A hash-based integrity
check will [1]

A detect it, because the file was accessed
B detect it, because the hash changes on read
C fail to detect it, producing a false negative
D fail to detect it, producing a false positive

3.4 Which detection method offers near-instantaneous detection at low cost? [1]

A manual log review
B a honeypot
C a full data loss prevention deployment
D a quarterly vulnerability scan

3.5 A university research office stores three things on one server: a public list of seminar
dates, a set of student grade records classified as educational, and a grant financial ledger.
Detective controls are limited to a monthly manual review of access logs. The office adds
a file named student_bank_details.xlsx containing fabricated entries, and records a
hash of the grade-record file each Friday.

(a) Name the control the fabricated file represents and explain how the office will know
it has been touched. [3]

(b) On one Friday the grade file’s hash differs from the previous week’s. State what this
proves and what it does not prove. [3]

(c) A month later the office learns the grant ledger was copied and sold. Explain why
neither the hash check nor the monthly log review caught this in time. [4]

(d) Recommend a detective control for each of the three data sets, justifying each against
a different criterion. [4]

(e) The office proposes replacing everything with a full DLP deployment. Evaluate this
proposal, referring to cost and to what the existing cheap controls already achieve. [3]
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3.2 Which property of a hash function makes file integrity checking possible? [1]

A collision resistance
B pre-image resistance
C repeatability
D fixed length

3.3 An adversary copies a sensitive file without modifying it. A hash-based integrity
check will [1]

A detect it, because the file was accessed
B detect it, because the hash changes on read
C fail to detect it, producing a false negative
D fail to detect it, producing a false positive

3.4 Which detection method offers near-instantaneous detection at low cost? [1]

A manual log review
B a honeypot
C a full data loss prevention deployment
D a quarterly vulnerability scan

3.5 A university research office stores three things on one server: a public list of seminar
dates, a set of student grade records classified as educational, and a grant financial ledger.
Detective controls are limited to a monthly manual review of access logs. The office adds
a file named student_bank_details.xlsx containing fabricated entries, and records a
hash of the grade-record file each Friday.

(a) Name the control the fabricated file represents and explain how the office will know
it has been touched. [3]

(b) On one Friday the grade file’s hash differs from the previous week’s. State what this
proves and what it does not prove. [3]

(c) A month later the office learns the grant ledger was copied and sold. Explain why
neither the hash check nor the monthly log review caught this in time. [4]

(d) Recommend a detective control for each of the three data sets, justifying each against
a different criterion. [4]

(e) The office proposes replacing everything with a full DLP deployment. Evaluate this
proposal, referring to cost and to what the existing cheap controls already achieve. [3]
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Exercise 3.5 (d)

3.2 Which property of a hash function makes file integrity checking possible? [1]

A collision resistance
B pre-image resistance
C repeatability
D fixed length

3.3 An adversary copies a sensitive file without modifying it. A hash-based integrity
check will [1]

A detect it, because the file was accessed
B detect it, because the hash changes on read
C fail to detect it, producing a false negative
D fail to detect it, producing a false positive

3.4 Which detection method offers near-instantaneous detection at low cost? [1]

A manual log review
B a honeypot
C a full data loss prevention deployment
D a quarterly vulnerability scan

3.5 A university research office stores three things on one server: a public list of seminar
dates, a set of student grade records classified as educational, and a grant financial ledger.
Detective controls are limited to a monthly manual review of access logs. The office adds
a file named student_bank_details.xlsx containing fabricated entries, and records a
hash of the grade-record file each Friday.

(a) Name the control the fabricated file represents and explain how the office will know
it has been touched. [3]

(b) On one Friday the grade file’s hash differs from the previous week’s. State what this
proves and what it does not prove. [3]

(c) A month later the office learns the grant ledger was copied and sold. Explain why
neither the hash check nor the monthly log review caught this in time. [4]

(d) Recommend a detective control for each of the three data sets, justifying each against
a different criterion. [4]

(e) The office proposes replacing everything with a full DLP deployment. Evaluate this
proposal, referring to cost and to what the existing cheap controls already achieve. [3]
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3.2 Which property of a hash function makes file integrity checking possible? [1]

A collision resistance
B pre-image resistance
C repeatability
D fixed length

3.3 An adversary copies a sensitive file without modifying it. A hash-based integrity
check will [1]

A detect it, because the file was accessed
B detect it, because the hash changes on read
C fail to detect it, producing a false negative
D fail to detect it, producing a false positive

3.4 Which detection method offers near-instantaneous detection at low cost? [1]

A manual log review
B a honeypot
C a full data loss prevention deployment
D a quarterly vulnerability scan

3.5 A university research office stores three things on one server: a public list of seminar
dates, a set of student grade records classified as educational, and a grant financial ledger.
Detective controls are limited to a monthly manual review of access logs. The office adds
a file named student_bank_details.xlsx containing fabricated entries, and records a
hash of the grade-record file each Friday.

(a) Name the control the fabricated file represents and explain how the office will know
it has been touched. [3]

(b) On one Friday the grade file’s hash differs from the previous week’s. State what this
proves and what it does not prove. [3]

(c) A month later the office learns the grant ledger was copied and sold. Explain why
neither the hash check nor the monthly log review caught this in time. [4]

(d) Recommend a detective control for each of the three data sets, justifying each against
a different criterion. [4]

(e) The office proposes replacing everything with a full DLP deployment. Evaluate this
proposal, referring to cost and to what the existing cheap controls already achieve. [3]
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(c)

• copying a file changes nothing about it, so its hash is unchanged and the integrity
check reports normal - the classic false negative for confidentiality. The ledger was in
any case not among the files being hashed. The access was recorded in the accounting
logs, but the review is only monthly and manual, so detection could not arrive sooner
than a month after the event, by which time the data had already been sold - detection
that late permits no response

(d)

• Any sensible three, each with a distinct criterion: seminar dates - hash checking only,
justified on cost, since the data is public and low value; grade records - automated
log analysis with alerting, justified on classification, since educational data carries a
legal protection requirement; grant ledger - a honeypot alongside real-time automated
log analysis or DLP, justified on sensitivity/criticality, since financial data is both
regulated and the most attractive target here

(e)

• DLP would give alerts as an attack is happening, which is what was missing - a
prompt response can stop an attack rather than record it. But it is expensive, and
cost is a real criterion for a university research office; the honeypot and hash checks
are inexpensive and already provide near-instant detection and integrity verification
respectively. The better proposal is therefore to keep the cheap controls, automate
the log review so it is continuous rather than monthly, and scope DLP to the financial
ledger alone, where the classification justifies the spend

AP Cybersecurity • 5.6 Detecting Attacks on Data and Applications 9
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Exercise 3.5 (e)

3.2 Which property of a hash function makes file integrity checking possible? [1]

A collision resistance
B pre-image resistance
C repeatability
D fixed length

3.3 An adversary copies a sensitive file without modifying it. A hash-based integrity
check will [1]

A detect it, because the file was accessed
B detect it, because the hash changes on read
C fail to detect it, producing a false negative
D fail to detect it, producing a false positive

3.4 Which detection method offers near-instantaneous detection at low cost? [1]

A manual log review
B a honeypot
C a full data loss prevention deployment
D a quarterly vulnerability scan

3.5 A university research office stores three things on one server: a public list of seminar
dates, a set of student grade records classified as educational, and a grant financial ledger.
Detective controls are limited to a monthly manual review of access logs. The office adds
a file named student_bank_details.xlsx containing fabricated entries, and records a
hash of the grade-record file each Friday.

(a) Name the control the fabricated file represents and explain how the office will know
it has been touched. [3]

(b) On one Friday the grade file’s hash differs from the previous week’s. State what this
proves and what it does not prove. [3]

(c) A month later the office learns the grant ledger was copied and sold. Explain why
neither the hash check nor the monthly log review caught this in time. [4]

(d) Recommend a detective control for each of the three data sets, justifying each against
a different criterion. [4]

(e) The office proposes replacing everything with a full DLP deployment. Evaluate this
proposal, referring to cost and to what the existing cheap controls already achieve. [3]
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3.2 Which property of a hash function makes file integrity checking possible? [1]

A collision resistance
B pre-image resistance
C repeatability
D fixed length

3.3 An adversary copies a sensitive file without modifying it. A hash-based integrity
check will [1]

A detect it, because the file was accessed
B detect it, because the hash changes on read
C fail to detect it, producing a false negative
D fail to detect it, producing a false positive

3.4 Which detection method offers near-instantaneous detection at low cost? [1]

A manual log review
B a honeypot
C a full data loss prevention deployment
D a quarterly vulnerability scan

3.5 A university research office stores three things on one server: a public list of seminar
dates, a set of student grade records classified as educational, and a grant financial ledger.
Detective controls are limited to a monthly manual review of access logs. The office adds
a file named student_bank_details.xlsx containing fabricated entries, and records a
hash of the grade-record file each Friday.

(a) Name the control the fabricated file represents and explain how the office will know
it has been touched. [3]

(b) On one Friday the grade file’s hash differs from the previous week’s. State what this
proves and what it does not prove. [3]

(c) A month later the office learns the grant ledger was copied and sold. Explain why
neither the hash check nor the monthly log review caught this in time. [4]

(d) Recommend a detective control for each of the three data sets, justifying each against
a different criterion. [4]

(e) The office proposes replacing everything with a full DLP deployment. Evaluate this
proposal, referring to cost and to what the existing cheap controls already achieve. [3]

AP Cybersecurity • 5.6 Detecting Attacks on Data and Applications 5



AP Cybersecurity

Exercise 3.5 (e)

3.2 Which property of a hash function makes file integrity checking possible? [1]

A collision resistance
B pre-image resistance
C repeatability
D fixed length

3.3 An adversary copies a sensitive file without modifying it. A hash-based integrity
check will [1]

A detect it, because the file was accessed
B detect it, because the hash changes on read
C fail to detect it, producing a false negative
D fail to detect it, producing a false positive

3.4 Which detection method offers near-instantaneous detection at low cost? [1]

A manual log review
B a honeypot
C a full data loss prevention deployment
D a quarterly vulnerability scan

3.5 A university research office stores three things on one server: a public list of seminar
dates, a set of student grade records classified as educational, and a grant financial ledger.
Detective controls are limited to a monthly manual review of access logs. The office adds
a file named student_bank_details.xlsx containing fabricated entries, and records a
hash of the grade-record file each Friday.

(a) Name the control the fabricated file represents and explain how the office will know
it has been touched. [3]

(b) On one Friday the grade file’s hash differs from the previous week’s. State what this
proves and what it does not prove. [3]

(c) A month later the office learns the grant ledger was copied and sold. Explain why
neither the hash check nor the monthly log review caught this in time. [4]

(d) Recommend a detective control for each of the three data sets, justifying each against
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(c)

• copying a file changes nothing about it, so its hash is unchanged and the integrity
check reports normal - the classic false negative for confidentiality. The ledger was in
any case not among the files being hashed. The access was recorded in the accounting
logs, but the review is only monthly and manual, so detection could not arrive sooner
than a month after the event, by which time the data had already been sold - detection
that late permits no response

(d)

• Any sensible three, each with a distinct criterion: seminar dates - hash checking only,
justified on cost, since the data is public and low value; grade records - automated
log analysis with alerting, justified on classification, since educational data carries a
legal protection requirement; grant ledger - a honeypot alongside real-time automated
log analysis or DLP, justified on sensitivity/criticality, since financial data is both
regulated and the most attractive target here

(e)

• DLP would give alerts as an attack is happening, which is what was missing - a
prompt response can stop an attack rather than record it. But it is expensive, and
cost is a real criterion for a university research office; the honeypot and hash checks
are inexpensive and already provide near-instant detection and integrity verification
respectively. The better proposal is therefore to keep the cheap controls, automate
the log review so it is continuous rather than monthly, and scope DLP to the financial
ledger alone, where the classification justifies the spend
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