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Securing Applications and Data
Access control

Data states, and the laws that follow them

At rest
– stored on a drive

In transit –
moving between devices

In use
– being processed

Enigma machine



The three regulated data types, and their laws

PII
personally identifiable information – name, address, SSN, biometrics, date of
birth. Governed by the Privacy Act and state breach laws

PHI
protected health information – health, treatment and healthcare-payment
records. Governed by HIPAA (1996)

PCI
payment card information – card number, expiry, CVV, cardholder name. Gov-
erned by PCI-DSS, an industry standard rather than a law

the obligation an organisation that collects regulated data must label it and hold policies keep-
ing its storage, transmission and handling compliant

The higher the sensitivity, the stricter the handling. Compliance is not the same as
security – a compliant system can still be insecure, and vice versa.



Securing Applications and Data
Access control

The regulated data types, and how they leak

PII Personally identifiable information (PII): anything that identifies a
person – name with address, national id, biometrics.

PHI Protected health information (PHI): medical records and payment
for care, protected in the US by HIPAA.

PCI Payment card information (PCI): card numbers and security codes,
governed by the PCI DSS standard rather than by law.

DLP Data loss prevention (DLP) inspects data leaving the organisation
and blocks what matches those patterns.

Classify the data first. Which rules apply, and which controls are required, both follow from
the classification.



Securing Applications and Data
Access control

Four access-control models – know the decider

RBAC
– your role decides

RuBAC
– a condition decides

DAC –
the file’s owner decides

MAC –
a central admin decides

The Bell-LaPadula model summarises MAC as “write up, read down”.



Securing Applications and Data
Access control

The four access-control models

Discretionary (DAC) Discretionary (DAC): the owner of a resource decides who may
use it – flexible, and only as careful as the owner is.

Mandatory (MAC) Mandatory (MAC): the system enforces labels (Secret, Top Se-
cret) and no user can override them. Military-grade, and rigid.

Role-based (RBAC) Role-based (RBAC): permissions attach to a role, and people
are put into roles. The model most organisations actually run.

Rule-based (RuBAC) Rule-based (RuBAC): conditions decide – time of day, source
address, device posture.

All four implement the principle of least privilege: each account gets exactly the access its
job needs, and no more.



AP Cybersecurity

Exercise 2.1 (a)

already have that clearance; writing up is safe because it cannot leak a secret down-
wards.

Example. A “Secret” analyst may read a “Confidential” file (reading down) and may
write into a “Top Secret” report (writing up), but may not read the “Top Secret” file,
and may not paste its contents into a “Confidential” one.

Linux permissions - both methods
Order never changes: read (4), write (2), execute (1), for owner, group, others.

ls -l prints ten characters: a file-type character then three sets of three.

-rwxr-x---
^^^ owner: read+write+execute = 7

^^^ group: read+execute = 5
^^^ others: none = 0 -> chmod 750

A + at the end of the string means extra permissions are set beyond these three sets.

Numeric method - chmod ### filename, one digit per entity: chmod 640 report.
txt.

Symbolic method - chmod entity +/- permission filename, where u = user
owner, g = group, o = others, a = all: chmod g+w report.txt adds write for the
group without touching anything else.

Choose symbolic when you want to change one thing, numeric when you want to
set the whole state.

2 Practice
2.1 Name the state of the data in each case, and give one control that protects it.

(a) A patient database on an office server’s hard disk overnight. [2]

(b) A card number travelling from a shop terminal to the bank. [2]

(c) A spreadsheet open on an accountant’s screen. [2]
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AP Cybersecurity

Exercise 2.1 (a)

already have that clearance; writing up is safe because it cannot leak a secret down-
wards.

Example. A “Secret” analyst may read a “Confidential” file (reading down) and may
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Solutions
Each answer shows the steps, then the result.

2.1

(a)

• at rest; physical protection of the drive, or encryption so a stolen disk is unreadable

(b)

• in transit; protect the link, or encrypt so an intercepted packet is unreadable

(c)

• in use; access control limiting who may view or edit

2.2

• the data must be unencrypted to be processed, so encryption cannot protect it at
that moment and the only defence left is access control over who or what may use it

2.3

(a)

• so that the storage, transmission and handling rules the law requires can be applied
to exactly those data

(b)

• any two of: how the data must be stored; how they may be transmitted; who may
handle them; retention or disposal rules; breach reporting

2.4

• cryptography policy - any two of: approved algorithms for each use; minimum or
maximum key lengths; key-generation requirements; key-storage requirements. Web
application security policy - any two of: when an application is subject to assessment;
how the assessment is carried out (tools or framework); timelines for remediating
vulnerabilities by risk level

2.5

(a)

• RuBAC / rule-based

(b)

• RBAC / role-based

(c)

• DAC / discretionary

AP Cybersecurity • 5.2 Protecting Applications and Data: Managerial Controls and Access Controls 8
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Exercise 2.1 (b)

already have that clearance; writing up is safe because it cannot leak a secret down-
wards.

Example. A “Secret” analyst may read a “Confidential” file (reading down) and may
write into a “Top Secret” report (writing up), but may not read the “Top Secret” file,
and may not paste its contents into a “Confidential” one.

Linux permissions - both methods
Order never changes: read (4), write (2), execute (1), for owner, group, others.

ls -l prints ten characters: a file-type character then three sets of three.

-rwxr-x---
^^^ owner: read+write+execute = 7

^^^ group: read+execute = 5
^^^ others: none = 0 -> chmod 750

A + at the end of the string means extra permissions are set beyond these three sets.

Numeric method - chmod ### filename, one digit per entity: chmod 640 report.
txt.

Symbolic method - chmod entity +/- permission filename, where u = user
owner, g = group, o = others, a = all: chmod g+w report.txt adds write for the
group without touching anything else.

Choose symbolic when you want to change one thing, numeric when you want to
set the whole state.

2 Practice
2.1 Name the state of the data in each case, and give one control that protects it.

(a) A patient database on an office server’s hard disk overnight. [2]

(b) A card number travelling from a shop terminal to the bank. [2]

(c) A spreadsheet open on an accountant’s screen. [2]
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AP Cybersecurity

Exercise 2.1 (b)

already have that clearance; writing up is safe because it cannot leak a secret down-
wards.

Example. A “Secret” analyst may read a “Confidential” file (reading down) and may
write into a “Top Secret” report (writing up), but may not read the “Top Secret” file,
and may not paste its contents into a “Confidential” one.

Linux permissions - both methods
Order never changes: read (4), write (2), execute (1), for owner, group, others.

ls -l prints ten characters: a file-type character then three sets of three.
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Solutions
Each answer shows the steps, then the result.

2.1

(a)

• at rest; physical protection of the drive, or encryption so a stolen disk is unreadable

(b)

• in transit; protect the link, or encrypt so an intercepted packet is unreadable

(c)

• in use; access control limiting who may view or edit

2.2

• the data must be unencrypted to be processed, so encryption cannot protect it at
that moment and the only defence left is access control over who or what may use it

2.3

(a)

• so that the storage, transmission and handling rules the law requires can be applied
to exactly those data

(b)

• any two of: how the data must be stored; how they may be transmitted; who may
handle them; retention or disposal rules; breach reporting

2.4

• cryptography policy - any two of: approved algorithms for each use; minimum or
maximum key lengths; key-generation requirements; key-storage requirements. Web
application security policy - any two of: when an application is subject to assessment;
how the assessment is carried out (tools or framework); timelines for remediating
vulnerabilities by risk level

2.5

(a)

• RuBAC / rule-based

(b)

• RBAC / role-based

(c)

• DAC / discretionary

AP Cybersecurity • 5.2 Protecting Applications and Data: Managerial Controls and Access Controls 8



AP Cybersecurity

Exercise 2.1 (c)

already have that clearance; writing up is safe because it cannot leak a secret down-
wards.

Example. A “Secret” analyst may read a “Confidential” file (reading down) and may
write into a “Top Secret” report (writing up), but may not read the “Top Secret” file,
and may not paste its contents into a “Confidential” one.

Linux permissions - both methods
Order never changes: read (4), write (2), execute (1), for owner, group, others.

ls -l prints ten characters: a file-type character then three sets of three.

-rwxr-x---
^^^ owner: read+write+execute = 7

^^^ group: read+execute = 5
^^^ others: none = 0 -> chmod 750

A + at the end of the string means extra permissions are set beyond these three sets.

Numeric method - chmod ### filename, one digit per entity: chmod 640 report.
txt.

Symbolic method - chmod entity +/- permission filename, where u = user
owner, g = group, o = others, a = all: chmod g+w report.txt adds write for the
group without touching anything else.

Choose symbolic when you want to change one thing, numeric when you want to
set the whole state.

2 Practice
2.1 Name the state of the data in each case, and give one control that protects it.

(a) A patient database on an office server’s hard disk overnight. [2]

(b) A card number travelling from a shop terminal to the bank. [2]

(c) A spreadsheet open on an accountant’s screen. [2]
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Exercise 2.1 (c)

already have that clearance; writing up is safe because it cannot leak a secret down-
wards.
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Solutions
Each answer shows the steps, then the result.

2.1

(a)

• at rest; physical protection of the drive, or encryption so a stolen disk is unreadable

(b)

• in transit; protect the link, or encrypt so an intercepted packet is unreadable

(c)

• in use; access control limiting who may view or edit

2.2

• the data must be unencrypted to be processed, so encryption cannot protect it at
that moment and the only defence left is access control over who or what may use it

2.3

(a)

• so that the storage, transmission and handling rules the law requires can be applied
to exactly those data

(b)

• any two of: how the data must be stored; how they may be transmitted; who may
handle them; retention or disposal rules; breach reporting

2.4

• cryptography policy - any two of: approved algorithms for each use; minimum or
maximum key lengths; key-generation requirements; key-storage requirements. Web
application security policy - any two of: when an application is subject to assessment;
how the assessment is carried out (tools or framework); timelines for remediating
vulnerabilities by risk level

2.5

(a)

• RuBAC / rule-based

(b)

• RBAC / role-based

(c)

• DAC / discretionary

AP Cybersecurity • 5.2 Protecting Applications and Data: Managerial Controls and Access Controls 8
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Exercise 2.2

2.2 Explain why data in use is the hardest state to protect. [2]

2.3 A hospital collects regulated patient data.

(a) State why the hospital labels these data. [1]

(b) State two things the law may require the policy to specify. [2]

2.4 State two items a cryptography policy would contain, and two a web application
security policy would contain. [4]

2.5 Name the access-control model in each case.

(a) “Access allowed only during business hours.” [1]

(b) “Every user with the role ‘nurse’ can open patient charts.” [1]

(c) “The document’s owner chooses who else may edit it.” [1]

(d) “A user cleared to Confidential cannot open a file marked Secret.” [1]

AP Cybersecurity • 5.2 Protecting Applications and Data: Managerial Controls and Access Controls 4
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Solutions
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2.4

• cryptography policy - any two of: approved algorithms for each use; minimum or
maximum key lengths; key-generation requirements; key-storage requirements. Web
application security policy - any two of: when an application is subject to assessment;
how the assessment is carried out (tools or framework); timelines for remediating
vulnerabilities by risk level

2.5

(a)

• RuBAC / rule-based

(b)

• RBAC / role-based

(c)

• DAC / discretionary

AP Cybersecurity • 5.2 Protecting Applications and Data: Managerial Controls and Access Controls 8



AP Cybersecurity

Exercise 2.3 (a)2.2 Explain why data in use is the hardest state to protect. [2]

2.3 A hospital collects regulated patient data.

(a) State why the hospital labels these data. [1]

(b) State two things the law may require the policy to specify. [2]

2.4 State two items a cryptography policy would contain, and two a web application
security policy would contain. [4]

2.5 Name the access-control model in each case.

(a) “Access allowed only during business hours.” [1]

(b) “Every user with the role ‘nurse’ can open patient charts.” [1]

(c) “The document’s owner chooses who else may edit it.” [1]

(d) “A user cleared to Confidential cannot open a file marked Secret.” [1]
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Exercise 2.3 (a)2.2 Explain why data in use is the hardest state to protect. [2]
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security policy would contain. [4]

2.5 Name the access-control model in each case.

(a) “Access allowed only during business hours.” [1]

(b) “Every user with the role ‘nurse’ can open patient charts.” [1]

(c) “The document’s owner chooses who else may edit it.” [1]

(d) “A user cleared to Confidential cannot open a file marked Secret.” [1]
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2.2 Explain why data in use is the hardest state to protect. [2]

2.3 A hospital collects regulated patient data.

(a) State why the hospital labels these data. [1]

(b) State two things the law may require the policy to specify. [2]

2.4 State two items a cryptography policy would contain, and two a web application
security policy would contain. [4]

2.5 Name the access-control model in each case.

(a) “Access allowed only during business hours.” [1]

(b) “Every user with the role ‘nurse’ can open patient charts.” [1]

(c) “The document’s owner chooses who else may edit it.” [1]

(d) “A user cleared to Confidential cannot open a file marked Secret.” [1]
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Solutions
Each answer shows the steps, then the result.

2.1

(a)

• at rest; physical protection of the drive, or encryption so a stolen disk is unreadable

(b)

• in transit; protect the link, or encrypt so an intercepted packet is unreadable

(c)

• in use; access control limiting who may view or edit

2.2

• the data must be unencrypted to be processed, so encryption cannot protect it at
that moment and the only defence left is access control over who or what may use it

2.3

(a)

• so that the storage, transmission and handling rules the law requires can be applied
to exactly those data

(b)

• any two of: how the data must be stored; how they may be transmitted; who may
handle them; retention or disposal rules; breach reporting

2.4

• cryptography policy - any two of: approved algorithms for each use; minimum or
maximum key lengths; key-generation requirements; key-storage requirements. Web
application security policy - any two of: when an application is subject to assessment;
how the assessment is carried out (tools or framework); timelines for remediating
vulnerabilities by risk level

2.5

(a)

• RuBAC / rule-based

(b)

• RBAC / role-based

(c)

• DAC / discretionary
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AP Cybersecurity

Exercise 2.3 (b)2.2 Explain why data in use is the hardest state to protect. [2]

2.3 A hospital collects regulated patient data.

(a) State why the hospital labels these data. [1]

(b) State two things the law may require the policy to specify. [2]

2.4 State two items a cryptography policy would contain, and two a web application
security policy would contain. [4]

2.5 Name the access-control model in each case.

(a) “Access allowed only during business hours.” [1]

(b) “Every user with the role ‘nurse’ can open patient charts.” [1]

(c) “The document’s owner chooses who else may edit it.” [1]

(d) “A user cleared to Confidential cannot open a file marked Secret.” [1]
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2.2 Explain why data in use is the hardest state to protect. [2]

2.3 A hospital collects regulated patient data.

(a) State why the hospital labels these data. [1]

(b) State two things the law may require the policy to specify. [2]

2.4 State two items a cryptography policy would contain, and two a web application
security policy would contain. [4]

2.5 Name the access-control model in each case.

(a) “Access allowed only during business hours.” [1]

(b) “Every user with the role ‘nurse’ can open patient charts.” [1]

(c) “The document’s owner chooses who else may edit it.” [1]

(d) “A user cleared to Confidential cannot open a file marked Secret.” [1]
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AP Cybersecurity

Exercise 2.3 (b)2.2 Explain why data in use is the hardest state to protect. [2]

2.3 A hospital collects regulated patient data.

(a) State why the hospital labels these data. [1]

(b) State two things the law may require the policy to specify. [2]

2.4 State two items a cryptography policy would contain, and two a web application
security policy would contain. [4]

2.5 Name the access-control model in each case.

(a) “Access allowed only during business hours.” [1]

(b) “Every user with the role ‘nurse’ can open patient charts.” [1]

(c) “The document’s owner chooses who else may edit it.” [1]

(d) “A user cleared to Confidential cannot open a file marked Secret.” [1]
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2.2 Explain why data in use is the hardest state to protect. [2]

2.3 A hospital collects regulated patient data.

(a) State why the hospital labels these data. [1]

(b) State two things the law may require the policy to specify. [2]

2.4 State two items a cryptography policy would contain, and two a web application
security policy would contain. [4]

2.5 Name the access-control model in each case.

(a) “Access allowed only during business hours.” [1]

(b) “Every user with the role ‘nurse’ can open patient charts.” [1]

(c) “The document’s owner chooses who else may edit it.” [1]

(d) “A user cleared to Confidential cannot open a file marked Secret.” [1]
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Solutions
Each answer shows the steps, then the result.

2.1

(a)

• at rest; physical protection of the drive, or encryption so a stolen disk is unreadable

(b)

• in transit; protect the link, or encrypt so an intercepted packet is unreadable

(c)

• in use; access control limiting who may view or edit

2.2

• the data must be unencrypted to be processed, so encryption cannot protect it at
that moment and the only defence left is access control over who or what may use it

2.3

(a)

• so that the storage, transmission and handling rules the law requires can be applied
to exactly those data

(b)

• any two of: how the data must be stored; how they may be transmitted; who may
handle them; retention or disposal rules; breach reporting

2.4

• cryptography policy - any two of: approved algorithms for each use; minimum or
maximum key lengths; key-generation requirements; key-storage requirements. Web
application security policy - any two of: when an application is subject to assessment;
how the assessment is carried out (tools or framework); timelines for remediating
vulnerabilities by risk level

2.5

(a)

• RuBAC / rule-based

(b)

• RBAC / role-based

(c)

• DAC / discretionary

AP Cybersecurity • 5.2 Protecting Applications and Data: Managerial Controls and Access Controls 8



AP Cybersecurity

Exercise 2.4

2.2 Explain why data in use is the hardest state to protect. [2]

2.3 A hospital collects regulated patient data.

(a) State why the hospital labels these data. [1]

(b) State two things the law may require the policy to specify. [2]

2.4 State two items a cryptography policy would contain, and two a web application
security policy would contain. [4]

2.5 Name the access-control model in each case.

(a) “Access allowed only during business hours.” [1]

(b) “Every user with the role ‘nurse’ can open patient charts.” [1]

(c) “The document’s owner chooses who else may edit it.” [1]

(d) “A user cleared to Confidential cannot open a file marked Secret.” [1]
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AP Cybersecurity

Exercise 2.4

2.2 Explain why data in use is the hardest state to protect. [2]

2.3 A hospital collects regulated patient data.

(a) State why the hospital labels these data. [1]

(b) State two things the law may require the policy to specify. [2]

2.4 State two items a cryptography policy would contain, and two a web application
security policy would contain. [4]

2.5 Name the access-control model in each case.

(a) “Access allowed only during business hours.” [1]

(b) “Every user with the role ‘nurse’ can open patient charts.” [1]

(c) “The document’s owner chooses who else may edit it.” [1]

(d) “A user cleared to Confidential cannot open a file marked Secret.” [1]
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Solutions
Each answer shows the steps, then the result.

2.1

(a)

• at rest; physical protection of the drive, or encryption so a stolen disk is unreadable

(b)

• in transit; protect the link, or encrypt so an intercepted packet is unreadable

(c)

• in use; access control limiting who may view or edit

2.2

• the data must be unencrypted to be processed, so encryption cannot protect it at
that moment and the only defence left is access control over who or what may use it

2.3

(a)

• so that the storage, transmission and handling rules the law requires can be applied
to exactly those data

(b)

• any two of: how the data must be stored; how they may be transmitted; who may
handle them; retention or disposal rules; breach reporting

2.4

• cryptography policy - any two of: approved algorithms for each use; minimum or
maximum key lengths; key-generation requirements; key-storage requirements. Web
application security policy - any two of: when an application is subject to assessment;
how the assessment is carried out (tools or framework); timelines for remediating
vulnerabilities by risk level

2.5

(a)

• RuBAC / rule-based

(b)

• RBAC / role-based

(c)

• DAC / discretionary
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AP Cybersecurity

Exercise 2.5 (a)

2.2 Explain why data in use is the hardest state to protect. [2]

2.3 A hospital collects regulated patient data.

(a) State why the hospital labels these data. [1]

(b) State two things the law may require the policy to specify. [2]

2.4 State two items a cryptography policy would contain, and two a web application
security policy would contain. [4]

2.5 Name the access-control model in each case.

(a) “Access allowed only during business hours.” [1]

(b) “Every user with the role ‘nurse’ can open patient charts.” [1]

(c) “The document’s owner chooses who else may edit it.” [1]

(d) “A user cleared to Confidential cannot open a file marked Secret.” [1]
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2.2 Explain why data in use is the hardest state to protect. [2]

2.3 A hospital collects regulated patient data.

(a) State why the hospital labels these data. [1]

(b) State two things the law may require the policy to specify. [2]

2.4 State two items a cryptography policy would contain, and two a web application
security policy would contain. [4]

2.5 Name the access-control model in each case.

(a) “Access allowed only during business hours.” [1]

(b) “Every user with the role ‘nurse’ can open patient charts.” [1]

(c) “The document’s owner chooses who else may edit it.” [1]

(d) “A user cleared to Confidential cannot open a file marked Secret.” [1]
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AP Cybersecurity

Exercise 2.5 (a)

2.2 Explain why data in use is the hardest state to protect. [2]

2.3 A hospital collects regulated patient data.

(a) State why the hospital labels these data. [1]

(b) State two things the law may require the policy to specify. [2]

2.4 State two items a cryptography policy would contain, and two a web application
security policy would contain. [4]

2.5 Name the access-control model in each case.

(a) “Access allowed only during business hours.” [1]

(b) “Every user with the role ‘nurse’ can open patient charts.” [1]

(c) “The document’s owner chooses who else may edit it.” [1]

(d) “A user cleared to Confidential cannot open a file marked Secret.” [1]
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2.2 Explain why data in use is the hardest state to protect. [2]

2.3 A hospital collects regulated patient data.

(a) State why the hospital labels these data. [1]

(b) State two things the law may require the policy to specify. [2]

2.4 State two items a cryptography policy would contain, and two a web application
security policy would contain. [4]

2.5 Name the access-control model in each case.

(a) “Access allowed only during business hours.” [1]

(b) “Every user with the role ‘nurse’ can open patient charts.” [1]

(c) “The document’s owner chooses who else may edit it.” [1]

(d) “A user cleared to Confidential cannot open a file marked Secret.” [1]
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Solutions
Each answer shows the steps, then the result.

2.1

(a)

• at rest; physical protection of the drive, or encryption so a stolen disk is unreadable

(b)

• in transit; protect the link, or encrypt so an intercepted packet is unreadable

(c)

• in use; access control limiting who may view or edit

2.2

• the data must be unencrypted to be processed, so encryption cannot protect it at
that moment and the only defence left is access control over who or what may use it

2.3

(a)

• so that the storage, transmission and handling rules the law requires can be applied
to exactly those data

(b)

• any two of: how the data must be stored; how they may be transmitted; who may
handle them; retention or disposal rules; breach reporting

2.4

• cryptography policy - any two of: approved algorithms for each use; minimum or
maximum key lengths; key-generation requirements; key-storage requirements. Web
application security policy - any two of: when an application is subject to assessment;
how the assessment is carried out (tools or framework); timelines for remediating
vulnerabilities by risk level

2.5

(a)

• RuBAC / rule-based

(b)

• RBAC / role-based

(c)

• DAC / discretionary
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AP Cybersecurity

Exercise 2.5 (b)

2.2 Explain why data in use is the hardest state to protect. [2]

2.3 A hospital collects regulated patient data.

(a) State why the hospital labels these data. [1]

(b) State two things the law may require the policy to specify. [2]

2.4 State two items a cryptography policy would contain, and two a web application
security policy would contain. [4]

2.5 Name the access-control model in each case.

(a) “Access allowed only during business hours.” [1]

(b) “Every user with the role ‘nurse’ can open patient charts.” [1]

(c) “The document’s owner chooses who else may edit it.” [1]

(d) “A user cleared to Confidential cannot open a file marked Secret.” [1]
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2.2 Explain why data in use is the hardest state to protect. [2]

2.3 A hospital collects regulated patient data.

(a) State why the hospital labels these data. [1]

(b) State two things the law may require the policy to specify. [2]

2.4 State two items a cryptography policy would contain, and two a web application
security policy would contain. [4]

2.5 Name the access-control model in each case.

(a) “Access allowed only during business hours.” [1]

(b) “Every user with the role ‘nurse’ can open patient charts.” [1]

(c) “The document’s owner chooses who else may edit it.” [1]

(d) “A user cleared to Confidential cannot open a file marked Secret.” [1]

AP Cybersecurity • 5.2 Protecting Applications and Data: Managerial Controls and Access Controls 4



AP Cybersecurity

Exercise 2.5 (b)

2.2 Explain why data in use is the hardest state to protect. [2]

2.3 A hospital collects regulated patient data.

(a) State why the hospital labels these data. [1]

(b) State two things the law may require the policy to specify. [2]

2.4 State two items a cryptography policy would contain, and two a web application
security policy would contain. [4]

2.5 Name the access-control model in each case.

(a) “Access allowed only during business hours.” [1]

(b) “Every user with the role ‘nurse’ can open patient charts.” [1]

(c) “The document’s owner chooses who else may edit it.” [1]

(d) “A user cleared to Confidential cannot open a file marked Secret.” [1]
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2.2 Explain why data in use is the hardest state to protect. [2]

2.3 A hospital collects regulated patient data.

(a) State why the hospital labels these data. [1]

(b) State two things the law may require the policy to specify. [2]

2.4 State two items a cryptography policy would contain, and two a web application
security policy would contain. [4]

2.5 Name the access-control model in each case.

(a) “Access allowed only during business hours.” [1]

(b) “Every user with the role ‘nurse’ can open patient charts.” [1]

(c) “The document’s owner chooses who else may edit it.” [1]

(d) “A user cleared to Confidential cannot open a file marked Secret.” [1]
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Solutions
Each answer shows the steps, then the result.

2.1

(a)

• at rest; physical protection of the drive, or encryption so a stolen disk is unreadable

(b)

• in transit; protect the link, or encrypt so an intercepted packet is unreadable

(c)

• in use; access control limiting who may view or edit

2.2

• the data must be unencrypted to be processed, so encryption cannot protect it at
that moment and the only defence left is access control over who or what may use it

2.3

(a)

• so that the storage, transmission and handling rules the law requires can be applied
to exactly those data

(b)

• any two of: how the data must be stored; how they may be transmitted; who may
handle them; retention or disposal rules; breach reporting

2.4

• cryptography policy - any two of: approved algorithms for each use; minimum or
maximum key lengths; key-generation requirements; key-storage requirements. Web
application security policy - any two of: when an application is subject to assessment;
how the assessment is carried out (tools or framework); timelines for remediating
vulnerabilities by risk level

2.5

(a)

• RuBAC / rule-based

(b)

• RBAC / role-based

(c)

• DAC / discretionary
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AP Cybersecurity

Exercise 2.5 (c)

2.2 Explain why data in use is the hardest state to protect. [2]

2.3 A hospital collects regulated patient data.

(a) State why the hospital labels these data. [1]

(b) State two things the law may require the policy to specify. [2]

2.4 State two items a cryptography policy would contain, and two a web application
security policy would contain. [4]

2.5 Name the access-control model in each case.

(a) “Access allowed only during business hours.” [1]

(b) “Every user with the role ‘nurse’ can open patient charts.” [1]

(c) “The document’s owner chooses who else may edit it.” [1]

(d) “A user cleared to Confidential cannot open a file marked Secret.” [1]
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2.2 Explain why data in use is the hardest state to protect. [2]

2.3 A hospital collects regulated patient data.

(a) State why the hospital labels these data. [1]

(b) State two things the law may require the policy to specify. [2]

2.4 State two items a cryptography policy would contain, and two a web application
security policy would contain. [4]

2.5 Name the access-control model in each case.

(a) “Access allowed only during business hours.” [1]

(b) “Every user with the role ‘nurse’ can open patient charts.” [1]

(c) “The document’s owner chooses who else may edit it.” [1]

(d) “A user cleared to Confidential cannot open a file marked Secret.” [1]
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AP Cybersecurity

Exercise 2.5 (c)

2.2 Explain why data in use is the hardest state to protect. [2]

2.3 A hospital collects regulated patient data.

(a) State why the hospital labels these data. [1]

(b) State two things the law may require the policy to specify. [2]

2.4 State two items a cryptography policy would contain, and two a web application
security policy would contain. [4]

2.5 Name the access-control model in each case.

(a) “Access allowed only during business hours.” [1]

(b) “Every user with the role ‘nurse’ can open patient charts.” [1]

(c) “The document’s owner chooses who else may edit it.” [1]

(d) “A user cleared to Confidential cannot open a file marked Secret.” [1]
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2.2 Explain why data in use is the hardest state to protect. [2]

2.3 A hospital collects regulated patient data.

(a) State why the hospital labels these data. [1]

(b) State two things the law may require the policy to specify. [2]

2.4 State two items a cryptography policy would contain, and two a web application
security policy would contain. [4]

2.5 Name the access-control model in each case.

(a) “Access allowed only during business hours.” [1]

(b) “Every user with the role ‘nurse’ can open patient charts.” [1]

(c) “The document’s owner chooses who else may edit it.” [1]

(d) “A user cleared to Confidential cannot open a file marked Secret.” [1]
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Solutions
Each answer shows the steps, then the result.

2.1

(a)

• at rest; physical protection of the drive, or encryption so a stolen disk is unreadable

(b)

• in transit; protect the link, or encrypt so an intercepted packet is unreadable

(c)

• in use; access control limiting who may view or edit

2.2

• the data must be unencrypted to be processed, so encryption cannot protect it at
that moment and the only defence left is access control over who or what may use it

2.3

(a)

• so that the storage, transmission and handling rules the law requires can be applied
to exactly those data

(b)

• any two of: how the data must be stored; how they may be transmitted; who may
handle them; retention or disposal rules; breach reporting

2.4

• cryptography policy - any two of: approved algorithms for each use; minimum or
maximum key lengths; key-generation requirements; key-storage requirements. Web
application security policy - any two of: when an application is subject to assessment;
how the assessment is carried out (tools or framework); timelines for remediating
vulnerabilities by risk level

2.5

(a)

• RuBAC / rule-based

(b)

• RBAC / role-based

(c)

• DAC / discretionary
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AP Cybersecurity

Exercise 2.5 (d)

2.2 Explain why data in use is the hardest state to protect. [2]

2.3 A hospital collects regulated patient data.

(a) State why the hospital labels these data. [1]

(b) State two things the law may require the policy to specify. [2]

2.4 State two items a cryptography policy would contain, and two a web application
security policy would contain. [4]

2.5 Name the access-control model in each case.

(a) “Access allowed only during business hours.” [1]

(b) “Every user with the role ‘nurse’ can open patient charts.” [1]

(c) “The document’s owner chooses who else may edit it.” [1]

(d) “A user cleared to Confidential cannot open a file marked Secret.” [1]
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2.2 Explain why data in use is the hardest state to protect. [2]

2.3 A hospital collects regulated patient data.

(a) State why the hospital labels these data. [1]

(b) State two things the law may require the policy to specify. [2]

2.4 State two items a cryptography policy would contain, and two a web application
security policy would contain. [4]

2.5 Name the access-control model in each case.

(a) “Access allowed only during business hours.” [1]

(b) “Every user with the role ‘nurse’ can open patient charts.” [1]

(c) “The document’s owner chooses who else may edit it.” [1]

(d) “A user cleared to Confidential cannot open a file marked Secret.” [1]
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AP Cybersecurity

Exercise 2.5 (d)

2.2 Explain why data in use is the hardest state to protect. [2]

2.3 A hospital collects regulated patient data.

(a) State why the hospital labels these data. [1]

(b) State two things the law may require the policy to specify. [2]

2.4 State two items a cryptography policy would contain, and two a web application
security policy would contain. [4]

2.5 Name the access-control model in each case.

(a) “Access allowed only during business hours.” [1]

(b) “Every user with the role ‘nurse’ can open patient charts.” [1]

(c) “The document’s owner chooses who else may edit it.” [1]

(d) “A user cleared to Confidential cannot open a file marked Secret.” [1]
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2.2 Explain why data in use is the hardest state to protect. [2]

2.3 A hospital collects regulated patient data.

(a) State why the hospital labels these data. [1]

(b) State two things the law may require the policy to specify. [2]

2.4 State two items a cryptography policy would contain, and two a web application
security policy would contain. [4]

2.5 Name the access-control model in each case.

(a) “Access allowed only during business hours.” [1]

(b) “Every user with the role ‘nurse’ can open patient charts.” [1]

(c) “The document’s owner chooses who else may edit it.” [1]

(d) “A user cleared to Confidential cannot open a file marked Secret.” [1]
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(d)

• MAC / mandatory

2.6

(a)

• allowed - reading down, permitted by the Simple Security Property, which only forbids
reading above your level

(b)

• not allowed - the Simple Security Property forbids reading above your level

(c)

• allowed - writing up, permitted; the Star Security Property only forbids writing below
your level

2.7

(a)

• 640

(b)

• 755

(c)

• 600

2.8

(a)

• 764

(b)

• chmod g-w followed by the filename

(c)

• it changes only the one permission asked for, so an owner or others setting cannot be
altered by mistake while re-typing three digits

3.1 B

• Access follows the role, so RBAC

3.2 B

• Owner rw = 6, group r = 4, others none = 0
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AP Cybersecurity

Exercise 2.6 (a)

2.6 A subject is cleared to Secret under Bell-LaPadula. State whether each action is
allowed, and name the property that decides it.

(a) Reading a Confidential file. [2]

(b) Reading a Top Secret file. [2]

(c) Writing into a Top Secret report. [2]

2.7 Write the chmod number for each requirement.

(a) Owner read+write, group read, others nothing. [1]

(b) Owner read+write+execute, group read+execute, others read+execute. [1]

(c) Owner read+write, nobody else anything. [1]

2.8 A file listing shows -rwxrw-r--.

(a) Write the equivalent chmod number. [1]

(b) Write the symbolic command that removes write access from the group, changing
nothing else. [1]

(c) Explain why the symbolic method is safer than re-typing a numeric value here. [1]
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2.6 A subject is cleared to Secret under Bell-LaPadula. State whether each action is
allowed, and name the property that decides it.

(a) Reading a Confidential file. [2]

(b) Reading a Top Secret file. [2]

(c) Writing into a Top Secret report. [2]

2.7 Write the chmod number for each requirement.

(a) Owner read+write, group read, others nothing. [1]

(b) Owner read+write+execute, group read+execute, others read+execute. [1]

(c) Owner read+write, nobody else anything. [1]

2.8 A file listing shows -rwxrw-r--.

(a) Write the equivalent chmod number. [1]

(b) Write the symbolic command that removes write access from the group, changing
nothing else. [1]

(c) Explain why the symbolic method is safer than re-typing a numeric value here. [1]
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Exercise 2.6 (a)

2.6 A subject is cleared to Secret under Bell-LaPadula. State whether each action is
allowed, and name the property that decides it.

(a) Reading a Confidential file. [2]

(b) Reading a Top Secret file. [2]

(c) Writing into a Top Secret report. [2]

2.7 Write the chmod number for each requirement.

(a) Owner read+write, group read, others nothing. [1]

(b) Owner read+write+execute, group read+execute, others read+execute. [1]

(c) Owner read+write, nobody else anything. [1]

2.8 A file listing shows -rwxrw-r--.

(a) Write the equivalent chmod number. [1]

(b) Write the symbolic command that removes write access from the group, changing
nothing else. [1]

(c) Explain why the symbolic method is safer than re-typing a numeric value here. [1]
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2.6 A subject is cleared to Secret under Bell-LaPadula. State whether each action is
allowed, and name the property that decides it.

(a) Reading a Confidential file. [2]

(b) Reading a Top Secret file. [2]

(c) Writing into a Top Secret report. [2]

2.7 Write the chmod number for each requirement.

(a) Owner read+write, group read, others nothing. [1]

(b) Owner read+write+execute, group read+execute, others read+execute. [1]

(c) Owner read+write, nobody else anything. [1]

2.8 A file listing shows -rwxrw-r--.

(a) Write the equivalent chmod number. [1]

(b) Write the symbolic command that removes write access from the group, changing
nothing else. [1]

(c) Explain why the symbolic method is safer than re-typing a numeric value here. [1]
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(d)

• MAC / mandatory

2.6

(a)

• allowed - reading down, permitted by the Simple Security Property, which only forbids
reading above your level

(b)

• not allowed - the Simple Security Property forbids reading above your level

(c)

• allowed - writing up, permitted; the Star Security Property only forbids writing below
your level

2.7

(a)

• 640

(b)

• 755

(c)

• 600

2.8

(a)

• 764

(b)

• chmod g-w followed by the filename

(c)

• it changes only the one permission asked for, so an owner or others setting cannot be
altered by mistake while re-typing three digits

3.1 B

• Access follows the role, so RBAC

3.2 B

• Owner rw = 6, group r = 4, others none = 0
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Exercise 2.6 (b)

2.6 A subject is cleared to Secret under Bell-LaPadula. State whether each action is
allowed, and name the property that decides it.

(a) Reading a Confidential file. [2]

(b) Reading a Top Secret file. [2]

(c) Writing into a Top Secret report. [2]

2.7 Write the chmod number for each requirement.

(a) Owner read+write, group read, others nothing. [1]

(b) Owner read+write+execute, group read+execute, others read+execute. [1]

(c) Owner read+write, nobody else anything. [1]

2.8 A file listing shows -rwxrw-r--.

(a) Write the equivalent chmod number. [1]

(b) Write the symbolic command that removes write access from the group, changing
nothing else. [1]

(c) Explain why the symbolic method is safer than re-typing a numeric value here. [1]
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2.6 A subject is cleared to Secret under Bell-LaPadula. State whether each action is
allowed, and name the property that decides it.

(a) Reading a Confidential file. [2]

(b) Reading a Top Secret file. [2]

(c) Writing into a Top Secret report. [2]

2.7 Write the chmod number for each requirement.

(a) Owner read+write, group read, others nothing. [1]

(b) Owner read+write+execute, group read+execute, others read+execute. [1]

(c) Owner read+write, nobody else anything. [1]

2.8 A file listing shows -rwxrw-r--.

(a) Write the equivalent chmod number. [1]

(b) Write the symbolic command that removes write access from the group, changing
nothing else. [1]

(c) Explain why the symbolic method is safer than re-typing a numeric value here. [1]
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Exercise 2.6 (b)

2.6 A subject is cleared to Secret under Bell-LaPadula. State whether each action is
allowed, and name the property that decides it.

(a) Reading a Confidential file. [2]

(b) Reading a Top Secret file. [2]

(c) Writing into a Top Secret report. [2]

2.7 Write the chmod number for each requirement.

(a) Owner read+write, group read, others nothing. [1]

(b) Owner read+write+execute, group read+execute, others read+execute. [1]

(c) Owner read+write, nobody else anything. [1]

2.8 A file listing shows -rwxrw-r--.

(a) Write the equivalent chmod number. [1]

(b) Write the symbolic command that removes write access from the group, changing
nothing else. [1]

(c) Explain why the symbolic method is safer than re-typing a numeric value here. [1]
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2.6 A subject is cleared to Secret under Bell-LaPadula. State whether each action is
allowed, and name the property that decides it.

(a) Reading a Confidential file. [2]

(b) Reading a Top Secret file. [2]

(c) Writing into a Top Secret report. [2]

2.7 Write the chmod number for each requirement.

(a) Owner read+write, group read, others nothing. [1]

(b) Owner read+write+execute, group read+execute, others read+execute. [1]

(c) Owner read+write, nobody else anything. [1]

2.8 A file listing shows -rwxrw-r--.

(a) Write the equivalent chmod number. [1]

(b) Write the symbolic command that removes write access from the group, changing
nothing else. [1]

(c) Explain why the symbolic method is safer than re-typing a numeric value here. [1]
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(d)

• MAC / mandatory

2.6

(a)

• allowed - reading down, permitted by the Simple Security Property, which only forbids
reading above your level

(b)

• not allowed - the Simple Security Property forbids reading above your level

(c)

• allowed - writing up, permitted; the Star Security Property only forbids writing below
your level

2.7

(a)

• 640

(b)

• 755

(c)

• 600

2.8

(a)

• 764

(b)

• chmod g-w followed by the filename

(c)

• it changes only the one permission asked for, so an owner or others setting cannot be
altered by mistake while re-typing three digits

3.1 B

• Access follows the role, so RBAC

3.2 B

• Owner rw = 6, group r = 4, others none = 0
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Exercise 2.6 (c)

2.6 A subject is cleared to Secret under Bell-LaPadula. State whether each action is
allowed, and name the property that decides it.

(a) Reading a Confidential file. [2]

(b) Reading a Top Secret file. [2]

(c) Writing into a Top Secret report. [2]

2.7 Write the chmod number for each requirement.

(a) Owner read+write, group read, others nothing. [1]

(b) Owner read+write+execute, group read+execute, others read+execute. [1]

(c) Owner read+write, nobody else anything. [1]

2.8 A file listing shows -rwxrw-r--.

(a) Write the equivalent chmod number. [1]

(b) Write the symbolic command that removes write access from the group, changing
nothing else. [1]

(c) Explain why the symbolic method is safer than re-typing a numeric value here. [1]
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2.6 A subject is cleared to Secret under Bell-LaPadula. State whether each action is
allowed, and name the property that decides it.

(a) Reading a Confidential file. [2]

(b) Reading a Top Secret file. [2]

(c) Writing into a Top Secret report. [2]

2.7 Write the chmod number for each requirement.

(a) Owner read+write, group read, others nothing. [1]

(b) Owner read+write+execute, group read+execute, others read+execute. [1]

(c) Owner read+write, nobody else anything. [1]

2.8 A file listing shows -rwxrw-r--.

(a) Write the equivalent chmod number. [1]

(b) Write the symbolic command that removes write access from the group, changing
nothing else. [1]

(c) Explain why the symbolic method is safer than re-typing a numeric value here. [1]
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Exercise 2.6 (c)

2.6 A subject is cleared to Secret under Bell-LaPadula. State whether each action is
allowed, and name the property that decides it.

(a) Reading a Confidential file. [2]

(b) Reading a Top Secret file. [2]

(c) Writing into a Top Secret report. [2]

2.7 Write the chmod number for each requirement.

(a) Owner read+write, group read, others nothing. [1]

(b) Owner read+write+execute, group read+execute, others read+execute. [1]

(c) Owner read+write, nobody else anything. [1]

2.8 A file listing shows -rwxrw-r--.

(a) Write the equivalent chmod number. [1]

(b) Write the symbolic command that removes write access from the group, changing
nothing else. [1]

(c) Explain why the symbolic method is safer than re-typing a numeric value here. [1]
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2.6 A subject is cleared to Secret under Bell-LaPadula. State whether each action is
allowed, and name the property that decides it.

(a) Reading a Confidential file. [2]

(b) Reading a Top Secret file. [2]

(c) Writing into a Top Secret report. [2]

2.7 Write the chmod number for each requirement.

(a) Owner read+write, group read, others nothing. [1]

(b) Owner read+write+execute, group read+execute, others read+execute. [1]

(c) Owner read+write, nobody else anything. [1]

2.8 A file listing shows -rwxrw-r--.

(a) Write the equivalent chmod number. [1]

(b) Write the symbolic command that removes write access from the group, changing
nothing else. [1]

(c) Explain why the symbolic method is safer than re-typing a numeric value here. [1]
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(d)

• MAC / mandatory

2.6

(a)

• allowed - reading down, permitted by the Simple Security Property, which only forbids
reading above your level

(b)

• not allowed - the Simple Security Property forbids reading above your level

(c)

• allowed - writing up, permitted; the Star Security Property only forbids writing below
your level

2.7

(a)

• 640

(b)

• 755

(c)

• 600

2.8

(a)

• 764

(b)

• chmod g-w followed by the filename

(c)

• it changes only the one permission asked for, so an owner or others setting cannot be
altered by mistake while re-typing three digits

3.1 B

• Access follows the role, so RBAC

3.2 B

• Owner rw = 6, group r = 4, others none = 0
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Exercise 2.7 (a)

2.6 A subject is cleared to Secret under Bell-LaPadula. State whether each action is
allowed, and name the property that decides it.

(a) Reading a Confidential file. [2]

(b) Reading a Top Secret file. [2]

(c) Writing into a Top Secret report. [2]

2.7 Write the chmod number for each requirement.

(a) Owner read+write, group read, others nothing. [1]

(b) Owner read+write+execute, group read+execute, others read+execute. [1]

(c) Owner read+write, nobody else anything. [1]

2.8 A file listing shows -rwxrw-r--.

(a) Write the equivalent chmod number. [1]

(b) Write the symbolic command that removes write access from the group, changing
nothing else. [1]

(c) Explain why the symbolic method is safer than re-typing a numeric value here. [1]
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2.6 A subject is cleared to Secret under Bell-LaPadula. State whether each action is
allowed, and name the property that decides it.

(a) Reading a Confidential file. [2]

(b) Reading a Top Secret file. [2]

(c) Writing into a Top Secret report. [2]

2.7 Write the chmod number for each requirement.

(a) Owner read+write, group read, others nothing. [1]

(b) Owner read+write+execute, group read+execute, others read+execute. [1]

(c) Owner read+write, nobody else anything. [1]

2.8 A file listing shows -rwxrw-r--.

(a) Write the equivalent chmod number. [1]

(b) Write the symbolic command that removes write access from the group, changing
nothing else. [1]

(c) Explain why the symbolic method is safer than re-typing a numeric value here. [1]
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Exercise 2.7 (a)

2.6 A subject is cleared to Secret under Bell-LaPadula. State whether each action is
allowed, and name the property that decides it.

(a) Reading a Confidential file. [2]

(b) Reading a Top Secret file. [2]

(c) Writing into a Top Secret report. [2]

2.7 Write the chmod number for each requirement.

(a) Owner read+write, group read, others nothing. [1]

(b) Owner read+write+execute, group read+execute, others read+execute. [1]

(c) Owner read+write, nobody else anything. [1]

2.8 A file listing shows -rwxrw-r--.

(a) Write the equivalent chmod number. [1]

(b) Write the symbolic command that removes write access from the group, changing
nothing else. [1]

(c) Explain why the symbolic method is safer than re-typing a numeric value here. [1]
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2.6 A subject is cleared to Secret under Bell-LaPadula. State whether each action is
allowed, and name the property that decides it.

(a) Reading a Confidential file. [2]

(b) Reading a Top Secret file. [2]

(c) Writing into a Top Secret report. [2]

2.7 Write the chmod number for each requirement.

(a) Owner read+write, group read, others nothing. [1]

(b) Owner read+write+execute, group read+execute, others read+execute. [1]

(c) Owner read+write, nobody else anything. [1]

2.8 A file listing shows -rwxrw-r--.

(a) Write the equivalent chmod number. [1]

(b) Write the symbolic command that removes write access from the group, changing
nothing else. [1]

(c) Explain why the symbolic method is safer than re-typing a numeric value here. [1]
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(d)

• MAC / mandatory

2.6

(a)

• allowed - reading down, permitted by the Simple Security Property, which only forbids
reading above your level

(b)

• not allowed - the Simple Security Property forbids reading above your level

(c)

• allowed - writing up, permitted; the Star Security Property only forbids writing below
your level

2.7

(a)

• 640

(b)

• 755

(c)

• 600

2.8

(a)

• 764

(b)

• chmod g-w followed by the filename

(c)

• it changes only the one permission asked for, so an owner or others setting cannot be
altered by mistake while re-typing three digits

3.1 B

• Access follows the role, so RBAC

3.2 B

• Owner rw = 6, group r = 4, others none = 0
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Exercise 2.7 (b)

2.6 A subject is cleared to Secret under Bell-LaPadula. State whether each action is
allowed, and name the property that decides it.

(a) Reading a Confidential file. [2]

(b) Reading a Top Secret file. [2]

(c) Writing into a Top Secret report. [2]

2.7 Write the chmod number for each requirement.

(a) Owner read+write, group read, others nothing. [1]

(b) Owner read+write+execute, group read+execute, others read+execute. [1]

(c) Owner read+write, nobody else anything. [1]

2.8 A file listing shows -rwxrw-r--.

(a) Write the equivalent chmod number. [1]

(b) Write the symbolic command that removes write access from the group, changing
nothing else. [1]

(c) Explain why the symbolic method is safer than re-typing a numeric value here. [1]
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2.6 A subject is cleared to Secret under Bell-LaPadula. State whether each action is
allowed, and name the property that decides it.

(a) Reading a Confidential file. [2]

(b) Reading a Top Secret file. [2]

(c) Writing into a Top Secret report. [2]

2.7 Write the chmod number for each requirement.

(a) Owner read+write, group read, others nothing. [1]

(b) Owner read+write+execute, group read+execute, others read+execute. [1]

(c) Owner read+write, nobody else anything. [1]

2.8 A file listing shows -rwxrw-r--.

(a) Write the equivalent chmod number. [1]

(b) Write the symbolic command that removes write access from the group, changing
nothing else. [1]

(c) Explain why the symbolic method is safer than re-typing a numeric value here. [1]
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Exercise 2.7 (b)

2.6 A subject is cleared to Secret under Bell-LaPadula. State whether each action is
allowed, and name the property that decides it.

(a) Reading a Confidential file. [2]

(b) Reading a Top Secret file. [2]

(c) Writing into a Top Secret report. [2]

2.7 Write the chmod number for each requirement.

(a) Owner read+write, group read, others nothing. [1]

(b) Owner read+write+execute, group read+execute, others read+execute. [1]

(c) Owner read+write, nobody else anything. [1]

2.8 A file listing shows -rwxrw-r--.

(a) Write the equivalent chmod number. [1]

(b) Write the symbolic command that removes write access from the group, changing
nothing else. [1]

(c) Explain why the symbolic method is safer than re-typing a numeric value here. [1]
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2.6 A subject is cleared to Secret under Bell-LaPadula. State whether each action is
allowed, and name the property that decides it.

(a) Reading a Confidential file. [2]

(b) Reading a Top Secret file. [2]

(c) Writing into a Top Secret report. [2]

2.7 Write the chmod number for each requirement.

(a) Owner read+write, group read, others nothing. [1]

(b) Owner read+write+execute, group read+execute, others read+execute. [1]

(c) Owner read+write, nobody else anything. [1]

2.8 A file listing shows -rwxrw-r--.

(a) Write the equivalent chmod number. [1]

(b) Write the symbolic command that removes write access from the group, changing
nothing else. [1]

(c) Explain why the symbolic method is safer than re-typing a numeric value here. [1]
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(d)

• MAC / mandatory

2.6

(a)

• allowed - reading down, permitted by the Simple Security Property, which only forbids
reading above your level

(b)

• not allowed - the Simple Security Property forbids reading above your level

(c)

• allowed - writing up, permitted; the Star Security Property only forbids writing below
your level

2.7

(a)

• 640

(b)

• 755

(c)

• 600

2.8

(a)

• 764

(b)

• chmod g-w followed by the filename

(c)

• it changes only the one permission asked for, so an owner or others setting cannot be
altered by mistake while re-typing three digits

3.1 B

• Access follows the role, so RBAC

3.2 B

• Owner rw = 6, group r = 4, others none = 0
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Exercise 2.7 (c)

2.6 A subject is cleared to Secret under Bell-LaPadula. State whether each action is
allowed, and name the property that decides it.

(a) Reading a Confidential file. [2]

(b) Reading a Top Secret file. [2]

(c) Writing into a Top Secret report. [2]

2.7 Write the chmod number for each requirement.

(a) Owner read+write, group read, others nothing. [1]

(b) Owner read+write+execute, group read+execute, others read+execute. [1]

(c) Owner read+write, nobody else anything. [1]

2.8 A file listing shows -rwxrw-r--.

(a) Write the equivalent chmod number. [1]

(b) Write the symbolic command that removes write access from the group, changing
nothing else. [1]

(c) Explain why the symbolic method is safer than re-typing a numeric value here. [1]
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2.6 A subject is cleared to Secret under Bell-LaPadula. State whether each action is
allowed, and name the property that decides it.

(a) Reading a Confidential file. [2]

(b) Reading a Top Secret file. [2]

(c) Writing into a Top Secret report. [2]

2.7 Write the chmod number for each requirement.

(a) Owner read+write, group read, others nothing. [1]

(b) Owner read+write+execute, group read+execute, others read+execute. [1]

(c) Owner read+write, nobody else anything. [1]

2.8 A file listing shows -rwxrw-r--.

(a) Write the equivalent chmod number. [1]

(b) Write the symbolic command that removes write access from the group, changing
nothing else. [1]

(c) Explain why the symbolic method is safer than re-typing a numeric value here. [1]
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Exercise 2.7 (c)

2.6 A subject is cleared to Secret under Bell-LaPadula. State whether each action is
allowed, and name the property that decides it.

(a) Reading a Confidential file. [2]

(b) Reading a Top Secret file. [2]

(c) Writing into a Top Secret report. [2]

2.7 Write the chmod number for each requirement.

(a) Owner read+write, group read, others nothing. [1]

(b) Owner read+write+execute, group read+execute, others read+execute. [1]

(c) Owner read+write, nobody else anything. [1]

2.8 A file listing shows -rwxrw-r--.

(a) Write the equivalent chmod number. [1]

(b) Write the symbolic command that removes write access from the group, changing
nothing else. [1]

(c) Explain why the symbolic method is safer than re-typing a numeric value here. [1]
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2.6 A subject is cleared to Secret under Bell-LaPadula. State whether each action is
allowed, and name the property that decides it.

(a) Reading a Confidential file. [2]

(b) Reading a Top Secret file. [2]

(c) Writing into a Top Secret report. [2]

2.7 Write the chmod number for each requirement.

(a) Owner read+write, group read, others nothing. [1]

(b) Owner read+write+execute, group read+execute, others read+execute. [1]

(c) Owner read+write, nobody else anything. [1]

2.8 A file listing shows -rwxrw-r--.

(a) Write the equivalent chmod number. [1]

(b) Write the symbolic command that removes write access from the group, changing
nothing else. [1]

(c) Explain why the symbolic method is safer than re-typing a numeric value here. [1]
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(d)

• MAC / mandatory

2.6

(a)

• allowed - reading down, permitted by the Simple Security Property, which only forbids
reading above your level

(b)

• not allowed - the Simple Security Property forbids reading above your level

(c)

• allowed - writing up, permitted; the Star Security Property only forbids writing below
your level

2.7

(a)

• 640

(b)

• 755

(c)

• 600

2.8

(a)

• 764

(b)

• chmod g-w followed by the filename

(c)

• it changes only the one permission asked for, so an owner or others setting cannot be
altered by mistake while re-typing three digits

3.1 B

• Access follows the role, so RBAC

3.2 B

• Owner rw = 6, group r = 4, others none = 0
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Exercise 2.8 (a)

2.6 A subject is cleared to Secret under Bell-LaPadula. State whether each action is
allowed, and name the property that decides it.

(a) Reading a Confidential file. [2]

(b) Reading a Top Secret file. [2]

(c) Writing into a Top Secret report. [2]

2.7 Write the chmod number for each requirement.

(a) Owner read+write, group read, others nothing. [1]

(b) Owner read+write+execute, group read+execute, others read+execute. [1]

(c) Owner read+write, nobody else anything. [1]

2.8 A file listing shows -rwxrw-r--.

(a) Write the equivalent chmod number. [1]

(b) Write the symbolic command that removes write access from the group, changing
nothing else. [1]

(c) Explain why the symbolic method is safer than re-typing a numeric value here. [1]
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2.6 A subject is cleared to Secret under Bell-LaPadula. State whether each action is
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Exercise 2.8 (a)
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(d)

• MAC / mandatory

2.6

(a)

• allowed - reading down, permitted by the Simple Security Property, which only forbids
reading above your level

(b)

• not allowed - the Simple Security Property forbids reading above your level

(c)

• allowed - writing up, permitted; the Star Security Property only forbids writing below
your level

2.7

(a)

• 640

(b)

• 755

(c)

• 600

2.8

(a)

• 764

(b)

• chmod g-w followed by the filename

(c)

• it changes only the one permission asked for, so an owner or others setting cannot be
altered by mistake while re-typing three digits

3.1 B

• Access follows the role, so RBAC

3.2 B

• Owner rw = 6, group r = 4, others none = 0
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Exercise 2.8 (b)

2.6 A subject is cleared to Secret under Bell-LaPadula. State whether each action is
allowed, and name the property that decides it.

(a) Reading a Confidential file. [2]

(b) Reading a Top Secret file. [2]

(c) Writing into a Top Secret report. [2]

2.7 Write the chmod number for each requirement.

(a) Owner read+write, group read, others nothing. [1]

(b) Owner read+write+execute, group read+execute, others read+execute. [1]

(c) Owner read+write, nobody else anything. [1]

2.8 A file listing shows -rwxrw-r--.

(a) Write the equivalent chmod number. [1]

(b) Write the symbolic command that removes write access from the group, changing
nothing else. [1]

(c) Explain why the symbolic method is safer than re-typing a numeric value here. [1]
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Exercise 2.8 (b)

2.6 A subject is cleared to Secret under Bell-LaPadula. State whether each action is
allowed, and name the property that decides it.

(a) Reading a Confidential file. [2]

(b) Reading a Top Secret file. [2]

(c) Writing into a Top Secret report. [2]

2.7 Write the chmod number for each requirement.

(a) Owner read+write, group read, others nothing. [1]

(b) Owner read+write+execute, group read+execute, others read+execute. [1]

(c) Owner read+write, nobody else anything. [1]

2.8 A file listing shows -rwxrw-r--.

(a) Write the equivalent chmod number. [1]

(b) Write the symbolic command that removes write access from the group, changing
nothing else. [1]

(c) Explain why the symbolic method is safer than re-typing a numeric value here. [1]
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(d)

• MAC / mandatory

2.6

(a)

• allowed - reading down, permitted by the Simple Security Property, which only forbids
reading above your level

(b)

• not allowed - the Simple Security Property forbids reading above your level

(c)

• allowed - writing up, permitted; the Star Security Property only forbids writing below
your level

2.7

(a)

• 640

(b)

• 755

(c)

• 600

2.8

(a)

• 764

(b)

• chmod g-w followed by the filename

(c)

• it changes only the one permission asked for, so an owner or others setting cannot be
altered by mistake while re-typing three digits

3.1 B

• Access follows the role, so RBAC

3.2 B

• Owner rw = 6, group r = 4, others none = 0
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Exercise 2.8 (c)

2.6 A subject is cleared to Secret under Bell-LaPadula. State whether each action is
allowed, and name the property that decides it.

(a) Reading a Confidential file. [2]

(b) Reading a Top Secret file. [2]

(c) Writing into a Top Secret report. [2]

2.7 Write the chmod number for each requirement.

(a) Owner read+write, group read, others nothing. [1]

(b) Owner read+write+execute, group read+execute, others read+execute. [1]

(c) Owner read+write, nobody else anything. [1]

2.8 A file listing shows -rwxrw-r--.

(a) Write the equivalent chmod number. [1]

(b) Write the symbolic command that removes write access from the group, changing
nothing else. [1]

(c) Explain why the symbolic method is safer than re-typing a numeric value here. [1]
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Exercise 2.8 (c)

2.6 A subject is cleared to Secret under Bell-LaPadula. State whether each action is
allowed, and name the property that decides it.

(a) Reading a Confidential file. [2]
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(c) Writing into a Top Secret report. [2]
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(d)

• MAC / mandatory

2.6

(a)

• allowed - reading down, permitted by the Simple Security Property, which only forbids
reading above your level

(b)

• not allowed - the Simple Security Property forbids reading above your level

(c)

• allowed - writing up, permitted; the Star Security Property only forbids writing below
your level

2.7

(a)

• 640

(b)

• 755

(c)

• 600

2.8

(a)

• 764

(b)

• chmod g-w followed by the filename

(c)

• it changes only the one permission asked for, so an owner or others setting cannot be
altered by mistake while re-typing three digits

3.1 B

• Access follows the role, so RBAC

3.2 B

• Owner rw = 6, group r = 4, others none = 0
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Exercises 3.1·3.2
3 Exam-style questions
3.1 “Every user with the role ‘nurse’ can open patient charts” describes [1]

A RuBAC
B RBAC
C DAC
D MAC

3.2 The permission string -rw-r—– corresponds to which chmod number? [1]

A chmod 444
B chmod 640
C chmod 740
D chmod 777

3.3 Under Bell-LaPadula, a subject at Confidential attempts to write into a Secret file.
This is [1]

A denied by the Simple Security Property
B denied by the Star Security Property
C allowed, because writing up is permitted
D allowed, because reading down is permitted

3.4 Which is a managerial control rather than a technical one? [1]

A a firewall rule blocking port 23
B a document stating the minimum key length for stored data
C full-disk encryption on every laptop
D an intrusion detection system

3.5 A university research group stores anonymised medical data used by three kinds of
user: research staff, an external statistician on a six-month contract, and undergraduates
who may read but never change the data. The data are copied nightly to a backup server
across the campus network. A file currently shows -rwxrwxrwx.

(a) Name the state of the data during the nightly copy, and state the control that protects
it. [2]

(b) Choose an access-control model for the three kinds of user and justify the choice,
naming the subjects, objects and operations involved. [4]

(c) The statistician’s contract restricts access to weekdays. Name the model that adds
this and explain how it works alongside your answer to (b). [2]

(d) The current permissions break the principle of least privilege. State what least
privilege means, explain the specific danger of -rwxrwxrwx here, and give the chmod
number you would set instead, justifying each digit. [5]
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Exercises 3.1·3.2
3 Exam-style questions
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(d)

• MAC / mandatory

2.6

(a)

• allowed - reading down, permitted by the Simple Security Property, which only forbids
reading above your level

(b)

• not allowed - the Simple Security Property forbids reading above your level

(c)

• allowed - writing up, permitted; the Star Security Property only forbids writing below
your level

2.7

(a)

• 640

(b)

• 755

(c)

• 600

2.8

(a)

• 764

(b)

• chmod g-w followed by the filename

(c)

• it changes only the one permission asked for, so an owner or others setting cannot be
altered by mistake while re-typing three digits

3.1 B

• Access follows the role, so RBAC

3.2 B

• Owner rw = 6, group r = 4, others none = 0

AP Cybersecurity • 5.2 Protecting Applications and Data: Managerial Controls and Access Controls 9

3 Exam-style questions
3.1 “Every user with the role ‘nurse’ can open patient charts” describes [1]

A RuBAC
B RBAC
C DAC
D MAC

3.2 The permission string -rw-r—– corresponds to which chmod number? [1]

A chmod 444
B chmod 640
C chmod 740
D chmod 777

3.3 Under Bell-LaPadula, a subject at Confidential attempts to write into a Secret file.
This is [1]

A denied by the Simple Security Property
B denied by the Star Security Property
C allowed, because writing up is permitted
D allowed, because reading down is permitted

3.4 Which is a managerial control rather than a technical one? [1]

A a firewall rule blocking port 23
B a document stating the minimum key length for stored data
C full-disk encryption on every laptop
D an intrusion detection system

3.5 A university research group stores anonymised medical data used by three kinds of
user: research staff, an external statistician on a six-month contract, and undergraduates
who may read but never change the data. The data are copied nightly to a backup server
across the campus network. A file currently shows -rwxrwxrwx.

(a) Name the state of the data during the nightly copy, and state the control that protects
it. [2]

(b) Choose an access-control model for the three kinds of user and justify the choice,
naming the subjects, objects and operations involved. [4]

(c) The statistician’s contract restricts access to weekdays. Name the model that adds
this and explain how it works alongside your answer to (b). [2]

(d) The current permissions break the principle of least privilege. State what least
privilege means, explain the specific danger of -rwxrwxrwx here, and give the chmod
number you would set instead, justifying each digit. [5]

AP Cybersecurity • 5.2 Protecting Applications and Data: Managerial Controls and Access Controls 6

(d)

• MAC / mandatory

2.6

(a)

• allowed - reading down, permitted by the Simple Security Property, which only forbids
reading above your level

(b)

• not allowed - the Simple Security Property forbids reading above your level

(c)

• allowed - writing up, permitted; the Star Security Property only forbids writing below
your level

2.7

(a)

• 640

(b)

• 755

(c)

• 600

2.8

(a)

• 764

(b)

• chmod g-w followed by the filename

(c)

• it changes only the one permission asked for, so an owner or others setting cannot be
altered by mistake while re-typing three digits

3.1 B

• Access follows the role, so RBAC

3.2 B

• Owner rw = 6, group r = 4, others none = 0

AP Cybersecurity • 5.2 Protecting Applications and Data: Managerial Controls and Access Controls 9



AP Cybersecurity

Exercise 3.3

3 Exam-style questions
3.1 “Every user with the role ‘nurse’ can open patient charts” describes [1]

A RuBAC
B RBAC
C DAC
D MAC

3.2 The permission string -rw-r—– corresponds to which chmod number? [1]

A chmod 444
B chmod 640
C chmod 740
D chmod 777

3.3 Under Bell-LaPadula, a subject at Confidential attempts to write into a Secret file.
This is [1]

A denied by the Simple Security Property
B denied by the Star Security Property
C allowed, because writing up is permitted
D allowed, because reading down is permitted

3.4 Which is a managerial control rather than a technical one? [1]

A a firewall rule blocking port 23
B a document stating the minimum key length for stored data
C full-disk encryption on every laptop
D an intrusion detection system

3.5 A university research group stores anonymised medical data used by three kinds of
user: research staff, an external statistician on a six-month contract, and undergraduates
who may read but never change the data. The data are copied nightly to a backup server
across the campus network. A file currently shows -rwxrwxrwx.

(a) Name the state of the data during the nightly copy, and state the control that protects
it. [2]

(b) Choose an access-control model for the three kinds of user and justify the choice,
naming the subjects, objects and operations involved. [4]

(c) The statistician’s contract restricts access to weekdays. Name the model that adds
this and explain how it works alongside your answer to (b). [2]

(d) The current permissions break the principle of least privilege. State what least
privilege means, explain the specific danger of -rwxrwxrwx here, and give the chmod
number you would set instead, justifying each digit. [5]
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Exercise 3.3

3 Exam-style questions
3.1 “Every user with the role ‘nurse’ can open patient charts” describes [1]

A RuBAC
B RBAC
C DAC
D MAC

3.2 The permission string -rw-r—– corresponds to which chmod number? [1]

A chmod 444
B chmod 640
C chmod 740
D chmod 777
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(a) Name the state of the data during the nightly copy, and state the control that protects
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(b) Choose an access-control model for the three kinds of user and justify the choice,
naming the subjects, objects and operations involved. [4]

(c) The statistician’s contract restricts access to weekdays. Name the model that adds
this and explain how it works alongside your answer to (b). [2]

(d) The current permissions break the principle of least privilege. State what least
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3.3 C

• Writing up is allowed; the Star Property forbids writing below your level, and the
Simple Property governs reading, not writing

3.4 B

• A statement of a required parameter is a rule about what must be in place - managerial.
The other three act on traffic or data directly

3.5

(a)

• data in transit; encrypt the transfer, and protect the physical campus link

(b)

• RBAC. Subjects are the three groups of users, objects are the data files, operations
are read and modify. Each of the three kinds of user maps cleanly onto a role, so access
is granted once per role rather than per person, and a new undergraduate inherits the
correct access on the day they are added, with nothing to revoke individually when
the statistician’s contract ends. Accept DAC only if the answer argues the owner
should decide and notes the loss of central consistency

(c)

• RuBAC. A rule-based layer evaluates the condition - weekday - and allows or denies
on top of the role the subject already holds, so the two work together rather than
replacing each other

(d)

• least privilege = each entity is given exactly the access it needs to do its job and
no more. -rwxrwxrwx grants everyone write and execute, so an undergraduate who
should only read can alter or delete the research data, and any compromised account
on the system can too. Set 640: owner 6 = read+write for the researcher who
maintains the file; group 4 = read only, which is all the undergraduates need; others
0, because nobody outside the project should reach it at all. Accept 750/740 with
justification tied to whether the file must be executed

(e)

• any two parameters: approved algorithm, minimum key length, key-generation re-
quirements, key-storage requirements. A policy is still needed because installed soft-
ware can be configured weakly - a short key, a deprecated algorithm, or a key left
beside the backup it protects - and the policy is what makes the required setting check-
able and auditable. Encryption is a technical control; the policy is the managerial
control that says what “encrypted” must mean here
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Exercise 3.4

3 Exam-style questions
3.1 “Every user with the role ‘nurse’ can open patient charts” describes [1]

A RuBAC
B RBAC
C DAC
D MAC

3.2 The permission string -rw-r—– corresponds to which chmod number? [1]

A chmod 444
B chmod 640
C chmod 740
D chmod 777

3.3 Under Bell-LaPadula, a subject at Confidential attempts to write into a Secret file.
This is [1]

A denied by the Simple Security Property
B denied by the Star Security Property
C allowed, because writing up is permitted
D allowed, because reading down is permitted

3.4 Which is a managerial control rather than a technical one? [1]

A a firewall rule blocking port 23
B a document stating the minimum key length for stored data
C full-disk encryption on every laptop
D an intrusion detection system

3.5 A university research group stores anonymised medical data used by three kinds of
user: research staff, an external statistician on a six-month contract, and undergraduates
who may read but never change the data. The data are copied nightly to a backup server
across the campus network. A file currently shows -rwxrwxrwx.

(a) Name the state of the data during the nightly copy, and state the control that protects
it. [2]

(b) Choose an access-control model for the three kinds of user and justify the choice,
naming the subjects, objects and operations involved. [4]

(c) The statistician’s contract restricts access to weekdays. Name the model that adds
this and explain how it works alongside your answer to (b). [2]

(d) The current permissions break the principle of least privilege. State what least
privilege means, explain the specific danger of -rwxrwxrwx here, and give the chmod
number you would set instead, justifying each digit. [5]

AP Cybersecurity • 5.2 Protecting Applications and Data: Managerial Controls and Access Controls 6



AP Cybersecurity

Exercise 3.4

3 Exam-style questions
3.1 “Every user with the role ‘nurse’ can open patient charts” describes [1]

A RuBAC
B RBAC
C DAC
D MAC

3.2 The permission string -rw-r—– corresponds to which chmod number? [1]

A chmod 444
B chmod 640
C chmod 740
D chmod 777

3.3 Under Bell-LaPadula, a subject at Confidential attempts to write into a Secret file.
This is [1]

A denied by the Simple Security Property
B denied by the Star Security Property
C allowed, because writing up is permitted
D allowed, because reading down is permitted

3.4 Which is a managerial control rather than a technical one? [1]

A a firewall rule blocking port 23
B a document stating the minimum key length for stored data
C full-disk encryption on every laptop
D an intrusion detection system

3.5 A university research group stores anonymised medical data used by three kinds of
user: research staff, an external statistician on a six-month contract, and undergraduates
who may read but never change the data. The data are copied nightly to a backup server
across the campus network. A file currently shows -rwxrwxrwx.

(a) Name the state of the data during the nightly copy, and state the control that protects
it. [2]

(b) Choose an access-control model for the three kinds of user and justify the choice,
naming the subjects, objects and operations involved. [4]

(c) The statistician’s contract restricts access to weekdays. Name the model that adds
this and explain how it works alongside your answer to (b). [2]

(d) The current permissions break the principle of least privilege. State what least
privilege means, explain the specific danger of -rwxrwxrwx here, and give the chmod
number you would set instead, justifying each digit. [5]
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3.3 C

• Writing up is allowed; the Star Property forbids writing below your level, and the
Simple Property governs reading, not writing

3.4 B

• A statement of a required parameter is a rule about what must be in place - managerial.
The other three act on traffic or data directly

3.5

(a)

• data in transit; encrypt the transfer, and protect the physical campus link

(b)

• RBAC. Subjects are the three groups of users, objects are the data files, operations
are read and modify. Each of the three kinds of user maps cleanly onto a role, so access
is granted once per role rather than per person, and a new undergraduate inherits the
correct access on the day they are added, with nothing to revoke individually when
the statistician’s contract ends. Accept DAC only if the answer argues the owner
should decide and notes the loss of central consistency

(c)

• RuBAC. A rule-based layer evaluates the condition - weekday - and allows or denies
on top of the role the subject already holds, so the two work together rather than
replacing each other

(d)

• least privilege = each entity is given exactly the access it needs to do its job and
no more. -rwxrwxrwx grants everyone write and execute, so an undergraduate who
should only read can alter or delete the research data, and any compromised account
on the system can too. Set 640: owner 6 = read+write for the researcher who
maintains the file; group 4 = read only, which is all the undergraduates need; others
0, because nobody outside the project should reach it at all. Accept 750/740 with
justification tied to whether the file must be executed

(e)

• any two parameters: approved algorithm, minimum key length, key-generation re-
quirements, key-storage requirements. A policy is still needed because installed soft-
ware can be configured weakly - a short key, a deprecated algorithm, or a key left
beside the backup it protects - and the policy is what makes the required setting check-
able and auditable. Encryption is a technical control; the policy is the managerial
control that says what “encrypted” must mean here
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Exercise 3.5 (a)

3 Exam-style questions
3.1 “Every user with the role ‘nurse’ can open patient charts” describes [1]

A RuBAC
B RBAC
C DAC
D MAC

3.2 The permission string -rw-r—– corresponds to which chmod number? [1]

A chmod 444
B chmod 640
C chmod 740
D chmod 777

3.3 Under Bell-LaPadula, a subject at Confidential attempts to write into a Secret file.
This is [1]

A denied by the Simple Security Property
B denied by the Star Security Property
C allowed, because writing up is permitted
D allowed, because reading down is permitted

3.4 Which is a managerial control rather than a technical one? [1]

A a firewall rule blocking port 23
B a document stating the minimum key length for stored data
C full-disk encryption on every laptop
D an intrusion detection system

3.5 A university research group stores anonymised medical data used by three kinds of
user: research staff, an external statistician on a six-month contract, and undergraduates
who may read but never change the data. The data are copied nightly to a backup server
across the campus network. A file currently shows -rwxrwxrwx.

(a) Name the state of the data during the nightly copy, and state the control that protects
it. [2]

(b) Choose an access-control model for the three kinds of user and justify the choice,
naming the subjects, objects and operations involved. [4]

(c) The statistician’s contract restricts access to weekdays. Name the model that adds
this and explain how it works alongside your answer to (b). [2]

(d) The current permissions break the principle of least privilege. State what least
privilege means, explain the specific danger of -rwxrwxrwx here, and give the chmod
number you would set instead, justifying each digit. [5]
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A a firewall rule blocking port 23
B a document stating the minimum key length for stored data
C full-disk encryption on every laptop
D an intrusion detection system

3.5 A university research group stores anonymised medical data used by three kinds of
user: research staff, an external statistician on a six-month contract, and undergraduates
who may read but never change the data. The data are copied nightly to a backup server
across the campus network. A file currently shows -rwxrwxrwx.

(a) Name the state of the data during the nightly copy, and state the control that protects
it. [2]

(b) Choose an access-control model for the three kinds of user and justify the choice,
naming the subjects, objects and operations involved. [4]

(c) The statistician’s contract restricts access to weekdays. Name the model that adds
this and explain how it works alongside your answer to (b). [2]

(d) The current permissions break the principle of least privilege. State what least
privilege means, explain the specific danger of -rwxrwxrwx here, and give the chmod
number you would set instead, justifying each digit. [5]
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AP Cybersecurity

Exercise 3.5 (a)

3 Exam-style questions
3.1 “Every user with the role ‘nurse’ can open patient charts” describes [1]

A RuBAC
B RBAC
C DAC
D MAC

3.2 The permission string -rw-r—– corresponds to which chmod number? [1]

A chmod 444
B chmod 640
C chmod 740
D chmod 777

3.3 Under Bell-LaPadula, a subject at Confidential attempts to write into a Secret file.
This is [1]

A denied by the Simple Security Property
B denied by the Star Security Property
C allowed, because writing up is permitted
D allowed, because reading down is permitted

3.4 Which is a managerial control rather than a technical one? [1]

A a firewall rule blocking port 23
B a document stating the minimum key length for stored data
C full-disk encryption on every laptop
D an intrusion detection system

3.5 A university research group stores anonymised medical data used by three kinds of
user: research staff, an external statistician on a six-month contract, and undergraduates
who may read but never change the data. The data are copied nightly to a backup server
across the campus network. A file currently shows -rwxrwxrwx.

(a) Name the state of the data during the nightly copy, and state the control that protects
it. [2]

(b) Choose an access-control model for the three kinds of user and justify the choice,
naming the subjects, objects and operations involved. [4]

(c) The statistician’s contract restricts access to weekdays. Name the model that adds
this and explain how it works alongside your answer to (b). [2]

(d) The current permissions break the principle of least privilege. State what least
privilege means, explain the specific danger of -rwxrwxrwx here, and give the chmod
number you would set instead, justifying each digit. [5]
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3 Exam-style questions
3.1 “Every user with the role ‘nurse’ can open patient charts” describes [1]

A RuBAC
B RBAC
C DAC
D MAC

3.2 The permission string -rw-r—– corresponds to which chmod number? [1]

A chmod 444
B chmod 640
C chmod 740
D chmod 777

3.3 Under Bell-LaPadula, a subject at Confidential attempts to write into a Secret file.
This is [1]

A denied by the Simple Security Property
B denied by the Star Security Property
C allowed, because writing up is permitted
D allowed, because reading down is permitted

3.4 Which is a managerial control rather than a technical one? [1]

A a firewall rule blocking port 23
B a document stating the minimum key length for stored data
C full-disk encryption on every laptop
D an intrusion detection system

3.5 A university research group stores anonymised medical data used by three kinds of
user: research staff, an external statistician on a six-month contract, and undergraduates
who may read but never change the data. The data are copied nightly to a backup server
across the campus network. A file currently shows -rwxrwxrwx.

(a) Name the state of the data during the nightly copy, and state the control that protects
it. [2]

(b) Choose an access-control model for the three kinds of user and justify the choice,
naming the subjects, objects and operations involved. [4]

(c) The statistician’s contract restricts access to weekdays. Name the model that adds
this and explain how it works alongside your answer to (b). [2]

(d) The current permissions break the principle of least privilege. State what least
privilege means, explain the specific danger of -rwxrwxrwx here, and give the chmod
number you would set instead, justifying each digit. [5]
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3.3 C

• Writing up is allowed; the Star Property forbids writing below your level, and the
Simple Property governs reading, not writing

3.4 B

• A statement of a required parameter is a rule about what must be in place - managerial.
The other three act on traffic or data directly

3.5

(a)

• data in transit; encrypt the transfer, and protect the physical campus link

(b)

• RBAC. Subjects are the three groups of users, objects are the data files, operations
are read and modify. Each of the three kinds of user maps cleanly onto a role, so access
is granted once per role rather than per person, and a new undergraduate inherits the
correct access on the day they are added, with nothing to revoke individually when
the statistician’s contract ends. Accept DAC only if the answer argues the owner
should decide and notes the loss of central consistency

(c)

• RuBAC. A rule-based layer evaluates the condition - weekday - and allows or denies
on top of the role the subject already holds, so the two work together rather than
replacing each other

(d)

• least privilege = each entity is given exactly the access it needs to do its job and
no more. -rwxrwxrwx grants everyone write and execute, so an undergraduate who
should only read can alter or delete the research data, and any compromised account
on the system can too. Set 640: owner 6 = read+write for the researcher who
maintains the file; group 4 = read only, which is all the undergraduates need; others
0, because nobody outside the project should reach it at all. Accept 750/740 with
justification tied to whether the file must be executed

(e)

• any two parameters: approved algorithm, minimum key length, key-generation re-
quirements, key-storage requirements. A policy is still needed because installed soft-
ware can be configured weakly - a short key, a deprecated algorithm, or a key left
beside the backup it protects - and the policy is what makes the required setting check-
able and auditable. Encryption is a technical control; the policy is the managerial
control that says what “encrypted” must mean here
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Exercise 3.5 (b)

3 Exam-style questions
3.1 “Every user with the role ‘nurse’ can open patient charts” describes [1]

A RuBAC
B RBAC
C DAC
D MAC

3.2 The permission string -rw-r—– corresponds to which chmod number? [1]

A chmod 444
B chmod 640
C chmod 740
D chmod 777

3.3 Under Bell-LaPadula, a subject at Confidential attempts to write into a Secret file.
This is [1]

A denied by the Simple Security Property
B denied by the Star Security Property
C allowed, because writing up is permitted
D allowed, because reading down is permitted

3.4 Which is a managerial control rather than a technical one? [1]

A a firewall rule blocking port 23
B a document stating the minimum key length for stored data
C full-disk encryption on every laptop
D an intrusion detection system

3.5 A university research group stores anonymised medical data used by three kinds of
user: research staff, an external statistician on a six-month contract, and undergraduates
who may read but never change the data. The data are copied nightly to a backup server
across the campus network. A file currently shows -rwxrwxrwx.

(a) Name the state of the data during the nightly copy, and state the control that protects
it. [2]

(b) Choose an access-control model for the three kinds of user and justify the choice,
naming the subjects, objects and operations involved. [4]

(c) The statistician’s contract restricts access to weekdays. Name the model that adds
this and explain how it works alongside your answer to (b). [2]

(d) The current permissions break the principle of least privilege. State what least
privilege means, explain the specific danger of -rwxrwxrwx here, and give the chmod
number you would set instead, justifying each digit. [5]

AP Cybersecurity • 5.2 Protecting Applications and Data: Managerial Controls and Access Controls 6

3 Exam-style questions
3.1 “Every user with the role ‘nurse’ can open patient charts” describes [1]

A RuBAC
B RBAC
C DAC
D MAC

3.2 The permission string -rw-r—– corresponds to which chmod number? [1]

A chmod 444
B chmod 640
C chmod 740
D chmod 777

3.3 Under Bell-LaPadula, a subject at Confidential attempts to write into a Secret file.
This is [1]

A denied by the Simple Security Property
B denied by the Star Security Property
C allowed, because writing up is permitted
D allowed, because reading down is permitted

3.4 Which is a managerial control rather than a technical one? [1]

A a firewall rule blocking port 23
B a document stating the minimum key length for stored data
C full-disk encryption on every laptop
D an intrusion detection system

3.5 A university research group stores anonymised medical data used by three kinds of
user: research staff, an external statistician on a six-month contract, and undergraduates
who may read but never change the data. The data are copied nightly to a backup server
across the campus network. A file currently shows -rwxrwxrwx.

(a) Name the state of the data during the nightly copy, and state the control that protects
it. [2]

(b) Choose an access-control model for the three kinds of user and justify the choice,
naming the subjects, objects and operations involved. [4]

(c) The statistician’s contract restricts access to weekdays. Name the model that adds
this and explain how it works alongside your answer to (b). [2]

(d) The current permissions break the principle of least privilege. State what least
privilege means, explain the specific danger of -rwxrwxrwx here, and give the chmod
number you would set instead, justifying each digit. [5]
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AP Cybersecurity

Exercise 3.5 (b)

3 Exam-style questions
3.1 “Every user with the role ‘nurse’ can open patient charts” describes [1]

A RuBAC
B RBAC
C DAC
D MAC

3.2 The permission string -rw-r—– corresponds to which chmod number? [1]

A chmod 444
B chmod 640
C chmod 740
D chmod 777

3.3 Under Bell-LaPadula, a subject at Confidential attempts to write into a Secret file.
This is [1]

A denied by the Simple Security Property
B denied by the Star Security Property
C allowed, because writing up is permitted
D allowed, because reading down is permitted

3.4 Which is a managerial control rather than a technical one? [1]

A a firewall rule blocking port 23
B a document stating the minimum key length for stored data
C full-disk encryption on every laptop
D an intrusion detection system

3.5 A university research group stores anonymised medical data used by three kinds of
user: research staff, an external statistician on a six-month contract, and undergraduates
who may read but never change the data. The data are copied nightly to a backup server
across the campus network. A file currently shows -rwxrwxrwx.

(a) Name the state of the data during the nightly copy, and state the control that protects
it. [2]

(b) Choose an access-control model for the three kinds of user and justify the choice,
naming the subjects, objects and operations involved. [4]

(c) The statistician’s contract restricts access to weekdays. Name the model that adds
this and explain how it works alongside your answer to (b). [2]

(d) The current permissions break the principle of least privilege. State what least
privilege means, explain the specific danger of -rwxrwxrwx here, and give the chmod
number you would set instead, justifying each digit. [5]
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3 Exam-style questions
3.1 “Every user with the role ‘nurse’ can open patient charts” describes [1]

A RuBAC
B RBAC
C DAC
D MAC

3.2 The permission string -rw-r—– corresponds to which chmod number? [1]

A chmod 444
B chmod 640
C chmod 740
D chmod 777

3.3 Under Bell-LaPadula, a subject at Confidential attempts to write into a Secret file.
This is [1]

A denied by the Simple Security Property
B denied by the Star Security Property
C allowed, because writing up is permitted
D allowed, because reading down is permitted

3.4 Which is a managerial control rather than a technical one? [1]

A a firewall rule blocking port 23
B a document stating the minimum key length for stored data
C full-disk encryption on every laptop
D an intrusion detection system

3.5 A university research group stores anonymised medical data used by three kinds of
user: research staff, an external statistician on a six-month contract, and undergraduates
who may read but never change the data. The data are copied nightly to a backup server
across the campus network. A file currently shows -rwxrwxrwx.

(a) Name the state of the data during the nightly copy, and state the control that protects
it. [2]

(b) Choose an access-control model for the three kinds of user and justify the choice,
naming the subjects, objects and operations involved. [4]

(c) The statistician’s contract restricts access to weekdays. Name the model that adds
this and explain how it works alongside your answer to (b). [2]

(d) The current permissions break the principle of least privilege. State what least
privilege means, explain the specific danger of -rwxrwxrwx here, and give the chmod
number you would set instead, justifying each digit. [5]
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3.3 C

• Writing up is allowed; the Star Property forbids writing below your level, and the
Simple Property governs reading, not writing

3.4 B

• A statement of a required parameter is a rule about what must be in place - managerial.
The other three act on traffic or data directly

3.5

(a)

• data in transit; encrypt the transfer, and protect the physical campus link

(b)

• RBAC. Subjects are the three groups of users, objects are the data files, operations
are read and modify. Each of the three kinds of user maps cleanly onto a role, so access
is granted once per role rather than per person, and a new undergraduate inherits the
correct access on the day they are added, with nothing to revoke individually when
the statistician’s contract ends. Accept DAC only if the answer argues the owner
should decide and notes the loss of central consistency

(c)

• RuBAC. A rule-based layer evaluates the condition - weekday - and allows or denies
on top of the role the subject already holds, so the two work together rather than
replacing each other

(d)

• least privilege = each entity is given exactly the access it needs to do its job and
no more. -rwxrwxrwx grants everyone write and execute, so an undergraduate who
should only read can alter or delete the research data, and any compromised account
on the system can too. Set 640: owner 6 = read+write for the researcher who
maintains the file; group 4 = read only, which is all the undergraduates need; others
0, because nobody outside the project should reach it at all. Accept 750/740 with
justification tied to whether the file must be executed

(e)

• any two parameters: approved algorithm, minimum key length, key-generation re-
quirements, key-storage requirements. A policy is still needed because installed soft-
ware can be configured weakly - a short key, a deprecated algorithm, or a key left
beside the backup it protects - and the policy is what makes the required setting check-
able and auditable. Encryption is a technical control; the policy is the managerial
control that says what “encrypted” must mean here
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AP Cybersecurity

Exercise 3.5 (c)

3 Exam-style questions
3.1 “Every user with the role ‘nurse’ can open patient charts” describes [1]

A RuBAC
B RBAC
C DAC
D MAC

3.2 The permission string -rw-r—– corresponds to which chmod number? [1]

A chmod 444
B chmod 640
C chmod 740
D chmod 777

3.3 Under Bell-LaPadula, a subject at Confidential attempts to write into a Secret file.
This is [1]

A denied by the Simple Security Property
B denied by the Star Security Property
C allowed, because writing up is permitted
D allowed, because reading down is permitted

3.4 Which is a managerial control rather than a technical one? [1]

A a firewall rule blocking port 23
B a document stating the minimum key length for stored data
C full-disk encryption on every laptop
D an intrusion detection system

3.5 A university research group stores anonymised medical data used by three kinds of
user: research staff, an external statistician on a six-month contract, and undergraduates
who may read but never change the data. The data are copied nightly to a backup server
across the campus network. A file currently shows -rwxrwxrwx.

(a) Name the state of the data during the nightly copy, and state the control that protects
it. [2]

(b) Choose an access-control model for the three kinds of user and justify the choice,
naming the subjects, objects and operations involved. [4]

(c) The statistician’s contract restricts access to weekdays. Name the model that adds
this and explain how it works alongside your answer to (b). [2]

(d) The current permissions break the principle of least privilege. State what least
privilege means, explain the specific danger of -rwxrwxrwx here, and give the chmod
number you would set instead, justifying each digit. [5]
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Exercise 3.5 (c)

3 Exam-style questions
3.1 “Every user with the role ‘nurse’ can open patient charts” describes [1]

A RuBAC
B RBAC
C DAC
D MAC

3.2 The permission string -rw-r—– corresponds to which chmod number? [1]
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naming the subjects, objects and operations involved. [4]

(c) The statistician’s contract restricts access to weekdays. Name the model that adds
this and explain how it works alongside your answer to (b). [2]

(d) The current permissions break the principle of least privilege. State what least
privilege means, explain the specific danger of -rwxrwxrwx here, and give the chmod
number you would set instead, justifying each digit. [5]
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naming the subjects, objects and operations involved. [4]

(c) The statistician’s contract restricts access to weekdays. Name the model that adds
this and explain how it works alongside your answer to (b). [2]

(d) The current permissions break the principle of least privilege. State what least
privilege means, explain the specific danger of -rwxrwxrwx here, and give the chmod
number you would set instead, justifying each digit. [5]
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3.3 C

• Writing up is allowed; the Star Property forbids writing below your level, and the
Simple Property governs reading, not writing

3.4 B

• A statement of a required parameter is a rule about what must be in place - managerial.
The other three act on traffic or data directly

3.5

(a)

• data in transit; encrypt the transfer, and protect the physical campus link

(b)

• RBAC. Subjects are the three groups of users, objects are the data files, operations
are read and modify. Each of the three kinds of user maps cleanly onto a role, so access
is granted once per role rather than per person, and a new undergraduate inherits the
correct access on the day they are added, with nothing to revoke individually when
the statistician’s contract ends. Accept DAC only if the answer argues the owner
should decide and notes the loss of central consistency

(c)

• RuBAC. A rule-based layer evaluates the condition - weekday - and allows or denies
on top of the role the subject already holds, so the two work together rather than
replacing each other

(d)

• least privilege = each entity is given exactly the access it needs to do its job and
no more. -rwxrwxrwx grants everyone write and execute, so an undergraduate who
should only read can alter or delete the research data, and any compromised account
on the system can too. Set 640: owner 6 = read+write for the researcher who
maintains the file; group 4 = read only, which is all the undergraduates need; others
0, because nobody outside the project should reach it at all. Accept 750/740 with
justification tied to whether the file must be executed

(e)

• any two parameters: approved algorithm, minimum key length, key-generation re-
quirements, key-storage requirements. A policy is still needed because installed soft-
ware can be configured weakly - a short key, a deprecated algorithm, or a key left
beside the backup it protects - and the policy is what makes the required setting check-
able and auditable. Encryption is a technical control; the policy is the managerial
control that says what “encrypted” must mean here
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Exercise 3.5 (d)

3 Exam-style questions
3.1 “Every user with the role ‘nurse’ can open patient charts” describes [1]

A RuBAC
B RBAC
C DAC
D MAC

3.2 The permission string -rw-r—– corresponds to which chmod number? [1]

A chmod 444
B chmod 640
C chmod 740
D chmod 777

3.3 Under Bell-LaPadula, a subject at Confidential attempts to write into a Secret file.
This is [1]

A denied by the Simple Security Property
B denied by the Star Security Property
C allowed, because writing up is permitted
D allowed, because reading down is permitted

3.4 Which is a managerial control rather than a technical one? [1]

A a firewall rule blocking port 23
B a document stating the minimum key length for stored data
C full-disk encryption on every laptop
D an intrusion detection system

3.5 A university research group stores anonymised medical data used by three kinds of
user: research staff, an external statistician on a six-month contract, and undergraduates
who may read but never change the data. The data are copied nightly to a backup server
across the campus network. A file currently shows -rwxrwxrwx.

(a) Name the state of the data during the nightly copy, and state the control that protects
it. [2]

(b) Choose an access-control model for the three kinds of user and justify the choice,
naming the subjects, objects and operations involved. [4]

(c) The statistician’s contract restricts access to weekdays. Name the model that adds
this and explain how it works alongside your answer to (b). [2]

(d) The current permissions break the principle of least privilege. State what least
privilege means, explain the specific danger of -rwxrwxrwx here, and give the chmod
number you would set instead, justifying each digit. [5]
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3.3 C

• Writing up is allowed; the Star Property forbids writing below your level, and the
Simple Property governs reading, not writing

3.4 B

• A statement of a required parameter is a rule about what must be in place - managerial.
The other three act on traffic or data directly

3.5

(a)

• data in transit; encrypt the transfer, and protect the physical campus link

(b)

• RBAC. Subjects are the three groups of users, objects are the data files, operations
are read and modify. Each of the three kinds of user maps cleanly onto a role, so access
is granted once per role rather than per person, and a new undergraduate inherits the
correct access on the day they are added, with nothing to revoke individually when
the statistician’s contract ends. Accept DAC only if the answer argues the owner
should decide and notes the loss of central consistency

(c)

• RuBAC. A rule-based layer evaluates the condition - weekday - and allows or denies
on top of the role the subject already holds, so the two work together rather than
replacing each other

(d)

• least privilege = each entity is given exactly the access it needs to do its job and
no more. -rwxrwxrwx grants everyone write and execute, so an undergraduate who
should only read can alter or delete the research data, and any compromised account
on the system can too. Set 640: owner 6 = read+write for the researcher who
maintains the file; group 4 = read only, which is all the undergraduates need; others
0, because nobody outside the project should reach it at all. Accept 750/740 with
justification tied to whether the file must be executed

(e)

• any two parameters: approved algorithm, minimum key length, key-generation re-
quirements, key-storage requirements. A policy is still needed because installed soft-
ware can be configured weakly - a short key, a deprecated algorithm, or a key left
beside the backup it protects - and the policy is what makes the required setting check-
able and auditable. Encryption is a technical control; the policy is the managerial
control that says what “encrypted” must mean here
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Exercise 3.5 (e)

3 Exam-style questions
3.1 “Every user with the role ‘nurse’ can open patient charts” describes [1]

A RuBAC
B RBAC
C DAC
D MAC

3.2 The permission string -rw-r—– corresponds to which chmod number? [1]

A chmod 444
B chmod 640
C chmod 740
D chmod 777

3.3 Under Bell-LaPadula, a subject at Confidential attempts to write into a Secret file.
This is [1]

A denied by the Simple Security Property
B denied by the Star Security Property
C allowed, because writing up is permitted
D allowed, because reading down is permitted

3.4 Which is a managerial control rather than a technical one? [1]

A a firewall rule blocking port 23
B a document stating the minimum key length for stored data
C full-disk encryption on every laptop
D an intrusion detection system

3.5 A university research group stores anonymised medical data used by three kinds of
user: research staff, an external statistician on a six-month contract, and undergraduates
who may read but never change the data. The data are copied nightly to a backup server
across the campus network. A file currently shows -rwxrwxrwx.

(a) Name the state of the data during the nightly copy, and state the control that protects
it. [2]

(b) Choose an access-control model for the three kinds of user and justify the choice,
naming the subjects, objects and operations involved. [4]

(c) The statistician’s contract restricts access to weekdays. Name the model that adds
this and explain how it works alongside your answer to (b). [2]

(d) The current permissions break the principle of least privilege. State what least
privilege means, explain the specific danger of -rwxrwxrwx here, and give the chmod
number you would set instead, justifying each digit. [5]
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(e) The group writes a cryptography policy for the backup. State two parameters it
must specify and explain why a policy is needed when encryption software is already
installed. [3]
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must specify and explain why a policy is needed when encryption software is already
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3.4 B

• A statement of a required parameter is a rule about what must be in place - managerial.
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3.5
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should only read can alter or delete the research data, and any compromised account
on the system can too. Set 640: owner 6 = read+write for the researcher who
maintains the file; group 4 = read only, which is all the undergraduates need; others
0, because nobody outside the project should reach it at all. Accept 750/740 with
justification tied to whether the file must be executed

(e)

• any two parameters: approved algorithm, minimum key length, key-generation re-
quirements, key-storage requirements. A policy is still needed because installed soft-
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able and auditable. Encryption is a technical control; the policy is the managerial
control that says what “encrypted” must mean here

AP Cybersecurity • 5.2 Protecting Applications and Data: Managerial Controls and Access Controls 10


