Exercise walk-through

Detecting Attacks on Devices

AP Cybersecurity



Securing Devices

What we will cover

1  Devices & malware types
2  Hashing & salt
3 | Password attacks

4 | Authentication factors

5 | Protecting devices

6 = Detecting attacks



The malware types, by how each behaves

[ virus

attaches to a host file or program and runs when that host executes

worm spreads by itself, with no human action — which is why it spreads so fast
spyware secretly tracks what you do
logic bomb lies dormant and triggers only when a condition is met — a date, a version, a
ogic bom name removed from payroll
. buries itself in the operating system and can make itself invisible to the tools
rootkit . .
looking for it
ransomware encrypts the victim’s data and demands payment for the key
Adversaries get in through unpatched software , weak passwords, un-
protected BIOS/UEFI settings and open ports — and loT devices, which are rarely

patched at all.



Securing Devices

I—Hashing

Authentication, and the devices to defend

Multifactor authenti-
cation

Password manager

Endpoint detection

Internet of things

Multifactor authentication (MFA) combines factors: something
you know, have, and are. A stolen password alone is then not
enough.

A password manager makes long unique passwords practical
— which removes reuse, the single biggest cause of account
takeover.

Endpoint detection and response (EDR) watches behaviour on
the device itself and can isolate it from the network.

Internet of things (loT) devices ship with default credentials,
rarely update, and sit inside the network — the weakest link in
most homes.

Defence in depth: assume each control fails, and ask what the next one catches.



AP Cybersecurity

Exercise 2.1

2.1 Define an indicator of compromise.



AP Cybersecurity

Exercise 2.1

2.1 Define an indicator of compromise. 2]

2.1

o evidence that an adversary has compromised a device or network; found by analysing
logs, configuration settings or files, and used to reconstruct what happened



AP Cybersecurity

Exercise 2.2 (a)

2.2 Classify each IoC as host-based, file-based or behaviour-based.

(a) A file whose hash matches known malware.
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Exercise 2.2 (a)

2.2 Classify each IoC as host-based, file-based or behaviour-based.

(a) A file whose hash matches known malware.

(a)
e file-based



AP Cybersecurity

Exercise 2.2 (b)

2.2 Classify each IoC as host-based, file-based or behaviour-based.

(b) An attempt to elevate a standard user to administrator.
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Exercise 2.2 (b)

2.2 Classify each IoC as host-based, file-based or behaviour-based.

(b) An attempt to elevate a standard user to administrator.

(b)

e behaviour-based



AP Cybersecurity

Exercise 2.2 (c)

2.2 Classify each IoC as host-based, file-based or behaviour-based.

(¢) An unexpected service running at startup.
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Exercise 2.2 (c)

2.2 Classify each IoC as host-based, file-based or behaviour-based.

(¢) An unexpected service running at startup.

()

e host-based



AP Cybersecurity

Exercise 2.2 (d)

2.2 Classify each IoC as host-based, file-based or behaviour-based.

(d) A login from an unusual country at 03:00.
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Exercise 2.2 (d)

2.2 Classify each IoC as host-based, file-based or behaviour-based.

(d) A login from an unusual country at 03:00.

(d)

e behaviour-based



AP Cybersecurity

Exercise 2.2 (e)

2.2 Classify each IoC as host-based, file-based or behaviour-based.

(e) An unauthorised change to a system configuration setting.
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Exercise 2.2 (e)

2.2 Classify each IoC as host-based, file-based or behaviour-based.

(e) An unauthorised change to a system configuration setting.

(e)

e host-based



AP Cybersecurity

Exercise 2.3

2.3 State two things a computing system logs that help reconstruct an attack.



AP Cybersecurity

Exercise 2.3

2.3 State two things a computing system logs that help reconstruct an attack. 2]

2.3

o any two of: system processes and settings, login attempts, file download attempts,
user actions



AP Cybersecurity

Exercise 2.4 (a)

2.4 Name the password attack from each log pattern.

(a) One username, sixty wrong passwords in two minutes.



AP Cybersecurity

Exercise 2.4 (a)

2.4 Name the password attack from each log pattern.

(a) One username, sixty wrong passwords in two minutes.

(a)

e online password guessing



AP Cybersecurity

Exercise 2.4 (b)

2.4 Name the password attack from each log pattern.

(b) Ninety usernames, one attempt each, all from one IP within seconds.
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Exercise 2.4 (b)

2.4 Name the password attack from each log pattern.

(b) Ninety usernames, one attempt each, all from one IP within seconds.

(b)

e password spraying



AP Cybersecurity

Exercise 2.4 (c)

2.4 Name the password attack from each log pattern.

(¢) admin:admin, root:root, user:password tried in quick succession.
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Exercise 2.4 (c)

2.4 Name the password attack from each log pattern.

(¢) admin:admin, root:root, user:password tried in quick succession.

()

e credential stuffing



AP Cybersecurity

Exercise 2.5

2.5 Explain why an offline password attack cannot be detected.
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Exercise 2.5

2.5 Explain why an offline password attack cannot be detected. 2]

2.5

o the attack takes place on the adversary’s own computer, using a copy of the
password data they already hold; nothing is attempted against your system, so no
authentication log entry is generated and there is nothing to detect



AP Cybersecurity

Exercise 2.6 (a)

2.6 An authorised user’s account logs in successfully from a country they have never
visited.

(a) State what this indicates. 1]
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Exercise 2.6 (a)

2.6 An authorised user’s account logs in successfully from a country they have never
visited.

(a) State what this indicates. 1]

(a)

o the user’s credentials have probably been compromised



AP Cybersecurity

Exercise 2.6 (b)

2.6 An authorised user’s account logs in successfully from a country they have never
visited.

(b) Explain why it is a behaviour-based rather than a host-based IoC. 2]



AP Cybersecurity

Exercise 2.6 (b)

2.6 An authorised user’s account logs in successfully from a country they have never
visited.

(b) Explain why it is a behaviour-based rather than a host-based IoC. 2]

(b)

o the evidence is about the behaviour of an account - where and when it logged in -
found in the authentication log, rather than about the state of the host, such as a new
file, process or configuration change



AP Cybersecurity

Exercise 2.7 (a)

2.7 A school must choose a detection method for a fleet of 300 ageing student laptops.

(a) State two criteria that should drive the decision here. 2]
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Exercise 2.7 (a)

2.7 A school must choose a detection method for a fleet of 300 ageing student laptops.

(a) State two criteria that should drive the decision here. 2]

(a)

o any two of: performance - detection tools consume memory and processing power,
and these laptops are ageing; cost - 300 licences is a large recurring expense; criti-
cality - student laptops hold little sensitive data and provide no critical service



AP Cybersecurity

Exercise 2.7 (b)

2.7 A school must choose a detection method for a fleet of 300 ageing student laptops.

(b) Recommend a method and justify it. 2]
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Exercise 2.7 (b)

2.7 A school must choose a detection method for a fleet of 300 ageing student laptops.

(b) Recommend a method and justify it. 2]

(b)

o signature-based - it is faster and uses fewer resources, so it will not slow ageing
machines, and it costs less across 300 devices; the low criticality means the higher
false-negative rate is an acceptable trade



AP Cybersecurity

Exercises 2.8-3.1

2.8 Explain the trade-off between false positives and ease of bypass for signature-based
device detection. 2]

3.1 An IoC is best defined as 1]

D A a prediction that a device will be attacked
B evidence that an adversary has compromised a device or network
C a vulnerability found during a scan
D a rule that blocks malicious traffic
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Exercises 2.8-3.1

2.8 Explain the trade-off between false positives and ease of bypass for signature-based
device detection. [2]

2.8

o signature-based detection matches known patterns, so it produces almost no false
positives and analysts trust its alerts; but an adversary only needs something the
signature set has not seen to pass straight through, so it is easier to bypass than
anomaly-based detection

3.1 An IoC is best defined as 1]

D A a prediction that a device will be attacked
B evidence that an adversary has compromised a device or network

C a vulnerability found during a scan
D a rule that blocks malicious traflic

3.1B

e An IoC is evidence of a compromise that has already happened



AP Cybersecurity

Exercises 3.2:3.3

3.2 Many users each attempting one login within seconds from a single IP address indi-
cates [1]

A credential stuffing
B password spraying
C an offline attack

D online guessing of one account

3.3 Which is a file-based IoC? 1]

A multiple failed login attempts
B an unauthorised software installation

C a file path known to be associated with malicious activity
D a login at an unusual time
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Exercises 3.2:3.3

3.2 Many users each attempting one login within seconds from a single IP address indi-

cates

L

3.2B

1]
A credential stuffing
B password spraying
C an offline attack

D online guessing of one account

e One attempt per account rules out guessing; non-default passwords rule out stuffing

3.3 Which is a file-based IoC? 1]

L

3.3C

A multiple failed login attempts

B an unauthorised software installation

C a file path known to be associated with malicious activity
D a login at an unusual time

e A is behaviour-based, B and D are host-based and behaviour-based respectively



AP Cybersecurity

Exercise 3.4

3.4 A device holding highly sensitive data is given anomaly-based detection despite the
performance cost. This decision is justified mainly by [1]

D A cost

B speed of detection
C criticality of the device
D the false positive rate
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Exercise 3.4

3.4 A device holding highly sensitive data is given anomaly-based detection despite the
performance cost. This decision is justified mainly by [1]

D A cost

B speed of detection
C criticality of the device
D the false positive rate

3.4 C

o Criticality is the criterion that justifies accepting cost and performance impact



AP Cybersecurity

Exercise 3.5 (a)

3.5 An analyst reviews one week of logs from a company file server. The authentication
log shows, on Monday, 74 different usernames each tried once from 198.51.100.22 within
eleven seconds; nothing succeeds. On Wednesday, one account belonging to a member of
the finance team logs in successfully at 02:40 from an IP address in another country, and
shortly afterwards the log records an attempt to elevate that account’s privileges. On
Thursday the server has a new scheduled task that no administrator created, and a file
in a temporary directory whose hash matches a known remote access trojan.

(a) Name the attack on Monday and state the indicator that identifies it. 2]



AP Cybersecurity

Exercise 3.5 (a)

3.5 An analyst reviews one week of logs from a company file server. The authentication
log shows, on Monday, 74 different usernames each tried once from 198.51.100.22 within
eleven seconds; nothing succeeds. On Wednesday, one account belonging to a member of
the finance team logs in successfully at 02:40 from an IP address in another country, and
shortly afterwards the log records an attempt to elevate that account’s privileges. On
Thursday the server has a new scheduled task that no administrator created, and a file
in a temporary directory whose hash matches a known remote access trojan.

(a) Name the attack on Monday and state the indicator that identifies it. 2]

(a)

o password spraying - many different users each attempted once, within seconds, from
a single IP address



AP Cybersecurity

Exercise 3.5 (b)

3.5 An analyst reviews one week of logs from a company file server. The authentication
log shows, on Monday, 74 different usernames each tried once from 198.51.100.22 within
eleven seconds; nothing succeeds. On Wednesday, one account belonging to a member of
the finance team logs in successfully at 02:40 from an IP address in another country, and
shortly afterwards the log records an attempt to elevate that account’s privileges. On
Thursday the server has a new scheduled task that no administrator created, and a file
in a temporary directory whose hash matches a known remote access trojan.

(b) Classify each of the Wednesday and Thursday findings as host-, file- or behaviour-
based, giving a reason for one of them. (4]



AP Cybersecurity

Exercise 3.5 (b)

3.5 An analyst reviews one week of logs from a company file server. The authentication
log shows, on Monday, 74 different usernames each tried once from 198.51.100.22 within
eleven seconds; nothing succeeds. On Wednesday, one account belonging to a member of
the finance team logs in successfully at 02:40 from an IP address in another country, and
shortly afterwards the log records an attempt to elevate that account’s privileges. On
Thursday the server has a new scheduled task that no administrator created, and a file
in a temporary directory whose hash matches a known remote access trojan.

(b) Classify each of the Wednesday and Thursday findings as host-, file- or behaviour-
based, giving a reason for one of them. (4]

(b)

e Wednesday’s out-of-hours foreign login: behaviour-based. The privilege-elevation
attempt: behaviour-based. Thursday’s uncreated scheduled task: host-based.
The trojan file matched by hash: file-based. Reason, for any one: e.g. the scheduled
task is host-based because the evidence is an unauthorised change to the device’s own
configuration, not an account’s behaviour



AP Cybersecurity

Exercise 3.5 (c)

3.5 An analyst reviews one week of logs from a company file server. The authentication
log shows, on Monday, 74 different usernames each tried once from 198.51.100.22 within
eleven seconds; nothing succeeds. On Wednesday, one account belonging to a member of
the finance team logs in successfully at 02:40 from an IP address in another country, and
shortly afterwards the log records an attempt to elevate that account’s privileges. On
Thursday the server has a new scheduled task that no administrator created, and a file
in a temporary directory whose hash matches a known remote access trojan.

(¢) Reconstruct the likely sequence of the attack across the week, naming the phase each
stage belongs to. (4]
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Exercise 3.5 (c)

3.5 An analyst reviews one week of logs from a company file server. The authentication
log shows, on Monday, 74 different usernames each tried once from 198.51.100.22 within
eleven seconds; nothing succeeds. On Wednesday, one account belonging to a member of
the finance team logs in successfully at 02:40 from an IP address in another country, and
shortly afterwards the log records an attempt to elevate that account’s privileges. On
Thursday the server has a new scheduled task that no administrator created, and a file
in a temporary directory whose hash matches a known remote access trojan.

(¢) Reconstruct the likely sequence of the attack across the week, naming the phase each
stage belongs to. (4]

()

« Monday’s spraying is reconnaissance/initial access attempted and failed; Wednes-
day’s successful foreign login is initial access achieved with valid credentials; the
privilege-elevation attempt is lateral movement; Thursday’s scheduled task and
RAT file are persistence, keeping access without needing to log in again



AP Cybersecurity

Exercise 3.5 (d)

3.5 An analyst reviews one week of logs from a company file server. The authentication
log shows, on Monday, 74 different usernames each tried once from 198.51.100.22 within
eleven seconds; nothing succeeds. On Wednesday, one account belonging to a member of
the finance team logs in successfully at 02:40 from an IP address in another country, and
shortly afterwards the log records an attempt to elevate that account’s privileges. On
Thursday the server has a new scheduled task that no administrator created, and a file
in a temporary directory whose hash matches a known remote access trojan.

(d) Monday’s attempt failed but Wednesday’s succeeded. Explain what this suggests
about how the finance account’s password was obtained, and why that route left nothing
in the logs. [3]
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Exercise 3.5 (d)

3.5 An analyst reviews one week of logs from a company file server. The authentication
log shows, on Monday, 74 different usernames each tried once from 198.51.100.22 within
eleven seconds; nothing succeeds. On Wednesday, one account belonging to a member of
the finance team logs in successfully at 02:40 from an IP address in another country, and
shortly afterwards the log records an attempt to elevate that account’s privileges. On
Thursday the server has a new scheduled task that no administrator created, and a file
in a temporary directory whose hash matches a known remote access trojan.

(d) Monday’s attempt failed but Wednesday’s succeeded. Explain what this suggests
about how the finance account’s password was obtained, and why that route left nothing
in the logs. [3]

(d)

o the spraying failed, so the password was not guessed on this system; it was most
likely obtained elsewhere - phished from the user, captured by a keylogger, or cracked
offline from a stolen password file, or reused from another site’s breach. None of
those touch this server’s authentication process, so no failed-attempt entries appear
and the first sign here is a successful login



AP Cybersecurity

Exercise 3.5 (e)

3.5 An analyst reviews one week of logs from a company file server. The authentication
log shows, on Monday, 74 different usernames each tried once from 198.51.100.22 within
eleven seconds; nothing succeeds. On Wednesday, one account belonging to a member of
the finance team logs in successfully at 02:40 from an IP address in another country, and
shortly afterwards the log records an attempt to elevate that account’s privileges. On
Thursday the server has a new scheduled task that no administrator created, and a file
in a temporary directory whose hash matches a known remote access trojan.

(e) The company runs signature-based detection on all servers. Explain one reason this
was adequate on Thursday and one reason it was not adequate earlier in the week. [3]
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Exercise 3.5 (e)

3.5 An analyst reviews one week of logs from a company file server. The authentication
log shows, on Monday, 74 different usernames each tried once from 198.51.100.22 within
eleven seconds; nothing succeeds. On Wednesday, one account belonging to a member of
the finance team logs in successfully at 02:40 from an IP address in another country, and
shortly afterwards the log records an attempt to elevate that account’s privileges. On
Thursday the server has a new scheduled task that no administrator created, and a file
in a temporary directory whose hash matches a known remote access trojan.

(e) The company runs signature-based detection on all servers. Explain one reason this
was adequate on Thursday and one reason it was not adequate earlier in the week. [3]

(e)

o Adequate on Thursday: the trojan was a known one, so its file hash matched a
signature and signature-based detection catches it quickly and with almost no false
positives. Not adequate earlier: a successful login with a valid password is not a
signature of anything - it is only abnormal relative to the user’s normal location
and hours, which needs anomaly- or behaviour-based analysis; and detecting only
at Thursday’s persistence phase means the adversary already had two days inside,
whereas detection at Wednesday’s access phase would have limited the damage



