Exercise walk-through

Device Vulnerabilities and
Attacks

AP Cybersecurity



The malware types, by how each behaves

[ virus

attaches to a host file or program and runs when that host executes

worm spreads by itself, with no human action — which is why it spreads so fast
spyware secretly tracks what you do
logic bomb lies dormant and triggers only when a condition is met — a date, a version, a
ogic bom name removed from payroll
. buries itself in the operating system and can make itself invisible to the tools
rootkit . .
looking for it
ransomware encrypts the victim’s data and demands payment for the key
Adversaries get in through unpatched software , weak passwords, un-
protected BIOS/UEFI settings and open ports — and loT devices, which are rarely

patched at all.



Securing Devices

I—Hashing

Password attacks — and their log signatures

Password spraying Credential stuffing

one common password stolen or default creden-
against many accounts tials (AP CED usage)

indicator: many users fail- CED indicator: a burst
ing in quick succession of default-login attempts
Rainbow table Guessing
a precomputed table of log: one user + many
passwords and hashes wrong passwords

Online attacks submit credentials to a live login. Offline attacks steal the hash database
and crack it on the adversary’'s own machine — those guesses generate no live login
events. Theft or later account use may still leave evidence.



Securing Devices

I—Hashing

Authentication, and the devices to defend

Multifactor authenti-
cation

Password manager

Endpoint detection

Internet of things

Multifactor authentication (MFA) combines factors: something
you know, have, and are. A stolen password alone is then not
enough.

A password manager makes long unique passwords practical
— which removes reuse, the single biggest cause of account
takeover.

Endpoint detection and response (EDR) watches behaviour on
the device itself and can isolate it from the network.

Internet of things (loT) devices ship with default credentials,
rarely update, and sit inside the network — the weakest link in
most homes.

Defence in depth: assume each control fails, and ask what the next one catches.



AP Cybersecurity

Exercise 2.1 (a)

2.1 Name the type of computing device in each case.

(a) A machine running DHCP for the office network.



AP Cybersecurity

Exercise 2.1 (a)

2.1 Name the type of computing device in each case.

(a) A machine running DHCP for the office network.

(a)

e Server



AP Cybersecurity

Exercise 2.1 (b)

2.1 Name the type of computing device in each case.

(b) The control unit inside a washing machine.



AP Cybersecurity

Exercise 2.1 (b)

2.1 Name the type of computing device in each case.

(b) The control unit inside a washing machine.

(b)

o embedded computer; accept IoT only if the machine is described as networked



AP Cybersecurity

Exercise 2.1 (c)

2.1 Name the type of computing device in each case.

(c) A tablet used on a train.



AP Cybersecurity

Exercise 2.1 (c)

2.1 Name the type of computing device in each case.

(c) A tablet used on a train.

(c)

« handheld / mobile computer



AP Cybersecurity

Exercise 2.1 (d)

2.1 Name the type of computing device in each case.

(d) A networked security camera in a home.



AP Cybersecurity

Exercise 2.1 (d)

2.1 Name the type of computing device in each case.

(d) A networked security camera in a home.

(d)

e [0T device



AP Cybersecurity

Exercise 2.2 (a)

2.2 Name the malware from its behaviour.

(a) It encrypts every document and displays a payment demand.



AP Cybersecurity

Exercise 2.2 (a)

2.2 Name the malware from its behaviour.

(a) It encrypts every document and displays a payment demand.

(a)

e Transomware



AP Cybersecurity

Exercise 2.2 (b)

2.2 Name the malware from its behaviour.

(b) It copies itself across the network with no user action.



AP Cybersecurity

Exercise 2.2 (b)

2.2 Name the malware from its behaviour.

(b) It copies itself across the network with no user action.

(b)

e WOrm



AP Cybersecurity

Exercise 2.2 (c)

2.2 Name the malware from its behaviour.

(¢) Tt records everything typed and sends it to an outside server.



AP Cybersecurity

Exercise 2.2 (c)

2.2 Name the malware from its behaviour.

(¢) Tt records everything typed and sends it to an outside server.

()

» keylogger; accept spyware with justification



AP Cybersecurity

Exercise 2.2 (d)

2.2 Name the malware from its behaviour.

(d) It activates only on the first day of the next financial year.



AP Cybersecurity

Exercise 2.2 (d)

2.2 Name the malware from its behaviour.

(d) It activates only on the first day of the next financial year.

(d)

e logic bomb



AP Cybersecurity

Exercise 2.2 (e)

2.2 Name the malware from its behaviour.

(e) It hides itself inside the operating system and controls the whole machine.



AP Cybersecurity

Exercise 2.2 (e)

2.2 Name the malware from its behaviour.

(e) It hides itself inside the operating system and controls the whole machine.

(e)

e rootkit



AP Cybersecurity

Exercises 2.3-:2.4

2.3 Explain what makes fileless malware difficult to detect.

2.4 State the difference between a virus and a worm.



AP Cybersecurity

Exercises 2.3-:2.4

2.3 Explain what makes fileless malware difficult to detect. 2]

2.3

o it is not a file - it lives in RAM, and it works through legitimate programs already
installed on the device, so scanning the disk finds no malicious file and the activity
looks like normal software running

2.4 State the difference between a virus and a worm. 2]

24

« a virus must be activated by the user opening or executing a file; a worm spreads from
computer to computer with no human interaction



AP Cybersecurity

Exercise 2.5 (a)

2.5 For each vulnerability, describe how an adversary exploits it.

(a) Autorun is enabled.



AP Cybersecurity

Exercise 2.5 (a)

2.5 For each vulnerability, describe how an adversary exploits it.

(a) Autorun is enabled.

(a)

o malware placed on an external drive runs automatically when the drive is inserted



AP Cybersecurity

Exercise 2.5 (b)

2.5 For each vulnerability, describe how an adversary exploits it.

(b) There is no BIOS/UEFI password.



AP Cybersecurity

Exercise 2.5 (b)

2.5 For each vulnerability, describe how an adversary exploits it.

(b) There is no BIOS/UEFT password. [1]

(b)

e the machine can be booted into a special mode, bypassing the operating system and
its access controls



AP Cybersecurity

Exercise 2.5 (c)

2.5 For each vulnerability, describe how an adversary exploits it.

(c) Software has not been patched.



AP Cybersecurity

Exercise 2.5 (c)

2.5 For each vulnerability, describe how an adversary exploits it.

(c) Software has not been patched. [1]

()

o an exploit already exists for the known flaw, so the adversary needs no new work and

little skill



AP Cybersecurity

Exercise 2.5 (d)

2.5 For each vulnerability, describe how an adversary exploits it.

(d) A port is left open.



AP Cybersecurity

Exercise 2.5 (d)

2.5 For each vulnerability, describe how an adversary exploits it.

(d) A port is left open.

(d)

o the adversary connects to the device directly through that port



AP Cybersecurity

Exercise 2.6

2.6 Explain why a missing or misconfigured firewall is a device vulnerability.



AP Cybersecurity

Exercise 2.6

2.6 Explain why a missing or misconfigured firewall is a device vulnerability:. 2]

2.6

o a firewall filters the data arriving at the device; without one, or with it misconfigured,
malicious data reaches the device and can disrupt it or be used to take control



AP Cybersecurity

Exercise 2.7 (a)

2.7 Rate each risk high, moderate or low, and justify.

(a) A hospital server holding patient records runs an operating system with a publicly
documented unpatched flaw. 2]



AP Cybersecurity

Exercise 2.7 (a)

2.7 Rate each risk high, moderate or low, and justify.

(a) A hospital server holding patient records runs an operating system with a publicly
documented unpatched flaw. 2]

(a)

e high - patient records are sensitive data governed by law, and a publicly documented
unpatched flaw makes exploitation highly likely



AP Cybersecurity

Exercise 2.7 (b)

2.7 Rate each risk high, moderate or low, and justify.

(b) A staff-room printer accepts a four-character password.



AP Cybersecurity

Exercise 2.7 (b)

2.7 Rate each risk high, moderate or low, and justify.

(b) A staff-room printer accepts a four-character password. 2]

(b)

« moderate - it is weak authentication, but a printer holds little sensitive data, so
the impact of compromise is limited. Accept low with a justification that impact is
minimal



AP Cybersecurity

Exercise 2.7 (c)

2.7 Rate each risk high, moderate or low, and justify.

(¢) A disconnected demonstration laptop holding only sample data has autorun enabled.|2]



AP Cybersecurity

Exercise 2.7 (c)

2.7 Rate each risk high, moderate or low, and justify.

(¢) A disconnected demonstration laptop holding only sample data has autorun enabled.|2]

()

e low - the vulnerability is real, but the device is disconnected and holds only sample
data, so exploiting it would have little impact



AP Cybersecurity

Exercise 3.1

3.1 Which malware spreads without any user action?

D A virus

B worm
C trojan
D logic bomb



AP Cybersecurity

Exercise 3.1

3.1 Which malware spreads without any user action? 1]
D A virus

B worm

C trojan

D logic bomb

3.1B

o A virus needs the user to open or execute a file; a trojan needs the user to install it;
a logic bomb waits for a condition



AP Cybersecurity

Exercise 3.2

3.2 An IoT device is best described as

D A any device connected to a company network
B an everyday device containing an embedded computer
C a handheld battery-powered computer
D a server providing a service to other computers



AP Cybersecurity

Exercise 3.2

3.2 An IoT device is best described as 1]

D A any device connected to a company network
B an everyday device containing an embedded computer
C a handheld battery-powered computer
D a server providing a service to other computers

3.2B

e IoT is the everyday-device case of an embedded computer, not a general term for
anything networked



AP Cybersecurity

Exercise 3.3

3.3 Malicious code runs entirely in RAM using PowerShell, already installed on the
machine. This is [1]

D A a rootkit

B fileless malware
C a logic bomb
D spyware



AP Cybersecurity

Exercise 3.3

3.3 Malicious code runs entirely in RAM using PowerShell, already installed on the
machine. This is [1]

D A a rootkit

B fileless malware
C a logic bomb
D spyware

3.3 B

o Living in RAM and abusing an already-installed legitimate program is exactly fileless
malware. A rootkit is still a file and sits in the OS



AP Cybersecurity

Exercise 3.4

3.4 A device vulnerability is rated moderate rather than high when

D A exploiting it would have almost no impact
B it involves weak authentication, or is less likely to be exploited
C the device is not connected to the internet
D sensitive data or critical operations could be compromised



AP Cybersecurity

Exercise 3.4

3.4 A device vulnerability is rated moderate rather than high when

D A exploiting it would have almost no impact
B it involves weak authentication, or is less likely to be exploited
C the device is not connected to the internet
D sensitive data or critical operations could be compromised

3.4 B

o A islow, D is high, and C is not one of the criteria



AP Cybersecurity

Exercise 3.5 (a)

3.5 A regional logistics firm runs: a file server holding customer addresses and pay-
ment records; twenty warehouse handheld scanners that have never been updated since
purchase; and forty IoT temperature sensors in refrigerated trailers, all still using the
manufacturer’s default password. The file server has no anti-malware software. One
morning, staff find every file on the file server encrypted and a payment demand on
screen. The scanners are unaffected.

(a) Name the malware and state the evidence that identifies it. 2]



AP Cybersecurity

Exercise 3.5 (a)

3.5 A regional logistics firm runs: a file server holding customer addresses and pay-
ment records; twenty warehouse handheld scanners that have never been updated since
purchase; and forty IoT temperature sensors in refrigerated trailers, all still using the
manufacturer’s default password. The file server has no anti-malware software. One
morning, staff find every file on the file server encrypted and a payment demand on
screen. The scanners are unaffected.

(a) Name the malware and state the evidence that identifies it. 2]

(a)

o ransomware - the files are encrypted and a payment demand is displayed, which is
its defining behaviour



AP Cybersecurity

Exercise 3.5 (b)

3.5 A regional logistics firm runs: a file server holding customer addresses and pay-
ment records; twenty warehouse handheld scanners that have never been updated since
purchase; and forty IoT temperature sensors in refrigerated trailers, all still using the
manufacturer’s default password. The file server has no anti-malware software. One
morning, staff find every file on the file server encrypted and a payment demand on
screen. The scanners are unaffected.

(b) Identify two device vulnerabilities in the scenario and explain how each could have
contributed to the attack. [4]



AP Cybersecurity

Exercise 3.5 (b)

3.5 A regional logistics firm runs: a file server holding customer addresses and pay-
ment records; twenty warehouse handheld scanners that have never been updated since
purchase; and forty IoT temperature sensors in refrigerated trailers, all still using the
manufacturer’s default password. The file server has no anti-malware software. One
morning, staff find every file on the file server encrypted and a payment demand on
screen. The scanners are unaffected.

(b) Identify two device vulnerabilities in the scenario and explain how each could have
contributed to the attack. [4]

(b)

o any two, each named and explained: no anti-malware software on the file server,
so nothing stopped the malware installing; default passwords on the IoT sensors,
which is weak authentication and gives an adversary an entry point onto the network;
unpatched scanners, since software never updated since purchase carries known
flaws with existing exploits



AP Cybersecurity

Exercise 3.5 (c)

3.5 A regional logistics firm runs: a file server holding customer addresses and pay-
ment records; twenty warehouse handheld scanners that have never been updated since
purchase; and forty IoT temperature sensors in refrigerated trailers, all still using the
manufacturer’s default password. The file server has no anti-malware software. One
morning, staff find every file on the file server encrypted and a payment demand on
screen. The scanners are unaffected.

(c) Rate the risk from the IoT sensors and justify your rating against the criteria. 3]



AP Cybersecurity

Exercise 3.5 (c)

3.5 A regional logistics firm runs: a file server holding customer addresses and pay-
ment records; twenty warehouse handheld scanners that have never been updated since
purchase; and forty IoT temperature sensors in refrigerated trailers, all still using the
manufacturer’s default password. The file server has no anti-malware software. One
morning, staff find every file on the file server encrypted and a payment demand on
screen. The scanners are unaffected.

(c) Rate the risk from the IoT sensors and justify your rating against the criteria. 3]

(c)

o« High. The sensors are numerous and all share a known default password, so the
likelihood of compromise is very high and needs no skill; and although a temperature
sensor holds no sensitive data itself, it sits on the same network as the payment
records, and compromising refrigeration is a critical operation for a firm carrying
chilled freight



AP Cybersecurity

Exercise 3.5 (d)

3.5 A regional logistics firm runs: a file server holding customer addresses and pay-
ment records; twenty warehouse handheld scanners that have never been updated since
purchase; and forty IoT temperature sensors in refrigerated trailers, all still using the
manufacturer’s default password. The file server has no anti-malware software. One
morning, staff find every file on the file server encrypted and a payment demand on
screen. The scanners are unaffected.

(d) The IT manager argues the scanners are low risk because “they only scan barcodes”.
Evaluate this argument. [3]



AP Cybersecurity

Exercise 3.5 (d)

3.5 A regional logistics firm runs: a file server holding customer addresses and pay-
ment records; twenty warehouse handheld scanners that have never been updated since
purchase; and forty IoT temperature sensors in refrigerated trailers, all still using the
manufacturer’s default password. The file server has no anti-malware software. One
morning, staff find every file on the file server encrypted and a payment demand on
screen. The scanners are unaffected.

(d) The IT manager argues the scanners are low risk because “they only scan barcodes”.
Evaluate this argument. [3]

(d)

e The argument is wrong. Risk is not only about the data the device holds - an
unpatched device on the network is a route to the devices that do hold sensitive data,
which is exactly the lateral-movement path an adversary needs. Twenty devices never
updated since purchase carry every flaw published since then, so likelihood is high
even if the direct impact is low; and losing scanning would halt warehouse operations,
so the impact is not negligible either



AP Cybersecurity

Exercise 3.5 (e)

3.5 A regional logistics firm runs: a file server holding customer addresses and pay-
ment records; twenty warehouse handheld scanners that have never been updated since
purchase; and forty IoT temperature sensors in refrigerated trailers, all still using the
manufacturer’s default password. The file server has no anti-malware software. One
morning, staff find every file on the file server encrypted and a payment demand on
screen. The scanners are unaffected.

(e) Recommend three controls, each addressing a different vulnerability you named, and
state which one you would implement first and why. 4]



AP Cybersecurity

Exercise 3.5 (e)

3.5 A regional logistics firm runs: a file server holding customer addresses and pay-
ment records; twenty warehouse handheld scanners that have never been updated since
purchase; and forty IoT temperature sensors in refrigerated trailers, all still using the
manufacturer’s default password. The file server has no anti-malware software. One
morning, staff find every file on the file server encrypted and a payment demand on
screen. The scanners are unaffected.

(e) Recommend three controls, each addressing a different vulnerability you named, and
state which one you would implement first and why:. [4]

(e)

o Three controls each matched to a different vulnerability - install and maintain anti-
malware on the file server; change every default password and enforce a password pol-
icy on the sensors; establish a patching schedule for the scanners. First: change the
default passwords, because it costs almost nothing, removes the highest-likelihood
route in, and closes forty devices at once. Accept “restore from backup and patch the
server first” if justified by the live incident



