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Securing Networks
Network attacks

The classic network attacks

ARP poison-
ing

fake ARP messages di-
vert traffic – an on-path

attack

MAC flooding
floods a switch
into broadcast mode –
eavesdropping

DNS poisoning
a fake record redirects
users – credential har-

vesting

Smurf attack
ICMP to the broadcast ad-
dress – a DoS ;

many at once =
DDoS

Pair each attack with its tell-tale sign: ARP poisoning = one IP with two MACs; MAC
flooding = a surge of new MACs; DNS poisoning = an unexplained drop in web traffic.



Securing Networks
Network attacks

Apply a threshold to six events

An illustrative detector reports a percentage score: higher means more suspicious.
Alert when score ≥ threshold. Investigation has established the outcomes:

Event Score Investigated outcome
A 90% attack
B 70% normal
C 60% attack
D 40% normal
E 30% attack
F 10% normal

For thresholds of 70% and 30%, list the alerted events. Count normal events alerted
and attacks missed. Include scores equal to the threshold.



Securing Networks
Network attacks

Work through the alerted and missed events

Threshold Alerted Normal alerted Attacks missed
70% A, B B: 1 C, E: 2
30% A, B, C, D, E B, D: 2 none: 0

At 70%, B still produces a false alert even though the threshold is high. At 30%, the
team must review five alerts instead of two.
Lowering the threshold catches C and E in this dataset, but also alerts on normal D. It
does not guarantee that every attack in future data will be found.
These are invented teaching scores and investigated outcomes, not measured accuracy
or a claim that a detector’s percentage is a calibrated probability.



Securing Networks
Network attacks

Choose with costs and capacity in mind

Suppose the team can review only two alerts in this period.
The 70% setting fits that capacity, but misses two known attacks. The 30% setting
creates five alerts and catches all three attacks in this sample, but exceeds the team’s
review capacity.
Neither setting is automatically “best”. Weigh the harm of missed attacks, the cost of
false alerts and the team’s ability to investigate them.
Too many false alerts can cause alert fatigue : responders may dismiss a real
warning. Review priorities and other controls also matter; a threshold alone is not a
complete defence.



Finding weaknesses, and reading the traffic

an automated vulnerability
scanner run to find weaknesses before an adversary does

what it checks open ports, unpatched software, default credentials, weak configura-
tion

the limit it finds known weaknesses only, and it generates work rather than
fixing anything

packet capture analysts examine captured traffic hunting for network-based indica-
tors of compromise

what those look like traffic to a known bad address, unusual volumes, protocols on the
wrong port, beaconing at a regular interval

an ACL an access control list on a router or firewall, stating which traffic is
permitted

A scan tells you what could be exploited; packet capture tells you what is being exploited.
Both are needed, and they answer different questions.



AP Cybersecurity

Exercises 2.1·2.3

Naming the attack from the log

Attack The indicator
Evil twin an SSID suspiciously similar to a legitimate local one; signal

triangulation locates it
Jamming no wireless device in one physical space can connect;

electromagnetic interference on scanning
ARP poisoning unusual ARP messages, particularly duplicate MAC

address ARP packets
MAC flooding a sudden surge of Ethernet frames with many different

MAC addresses
DNS poisoning hard to detect - an abrupt, otherwise inexplicable drop in

traffic to the site
Smurf a sudden increase in ICMP requests to the network’s

broadcast address

Network-based IoCs come from analysing traffic, often packet captures: unex-
pected source and destination IP addresses, ports and protocols.

2 Practice
2.1 State the difference between a NIDS and a NIPS. [2]

2.2 Explain what a SIEM adds that a single NIDS cannot provide. [2]

2.3 Explain why AI is used to analyse network detection data. [2]
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Exercises 2.1·2.3
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Solutions
Each answer shows the steps, then the result.

2.1

• both analyse network data to determine whether malicious activity is taking place; a
NIDS alerts and the traffic still passes, while a NIPS also blocks it

2.2

• a SIEM collects and analyses data from multiple sources - firewalls, NIDS/NIPS,
device logs, application logs; so it can correlate events that look harmless in one log
but form an attack when seen together, which a single sensor cannot do

2.3

• computers log every user action and every sensor logs all traffic, so a medium-sized
network produces far more data than analysts can read; AI algorithms classify these
data patterns as malicious or normal at that scale

2.4

(a)

• false positives fall

(b)

• real attacks may go undetected, because anything the model scores below 95% raises
no alert

2.5

(a)

• signature-based - it is more efficient at high traffic volume, and the patterns here are
not consistent enough for an anomaly baseline

(b)

• anomaly-based - signature-based cannot detect a new attack, and novel techniques
are expected

(c)

• anomaly-based - consistent traffic patterns give a reliable baseline, so genuine deviation
stands out

2.6

• detection works by matching traffic to a stored signature of a known attack; a novel
attack has no signature yet, so there is nothing to match and it passes unremarked
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Exercise 2.4 (a)

2.4 An organisation raises its AI alert threshold from 60% to 95%.

(a) State the effect on false positives. [1]

(b) State the risk this creates. [1]

2.5 Choose signature-based or anomaly-based detection for each network, and justify.

(a) A very high-volume public web front end. [2]

(b) A defence contractor’s design network, where new attack techniques are expected. [2]

(c) A factory control network whose traffic is identical every day. [2]

2.6 Explain why signature-based detection cannot detect a novel attack. [2]

2.7 State whether each is a false positive or a false negative, and which method it is
characteristic of.

(a) An adversary’s new technique passes the system unremarked. [2]

(b) A backup job at 3 a.m. triggers an alert every night. [2]
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Exercise 2.4 (a)

2.4 An organisation raises its AI alert threshold from 60% to 95%.

(a) State the effect on false positives. [1]

(b) State the risk this creates. [1]

2.5 Choose signature-based or anomaly-based detection for each network, and justify.

(a) A very high-volume public web front end. [2]

(b) A defence contractor’s design network, where new attack techniques are expected. [2]

(c) A factory control network whose traffic is identical every day. [2]

2.6 Explain why signature-based detection cannot detect a novel attack. [2]

2.7 State whether each is a false positive or a false negative, and which method it is
characteristic of.

(a) An adversary’s new technique passes the system unremarked. [2]

(b) A backup job at 3 a.m. triggers an alert every night. [2]
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(b)

• real attacks may go undetected, because anything the model scores below 95% raises
no alert

2.5

(a)

• signature-based - it is more efficient at high traffic volume, and the patterns here are
not consistent enough for an anomaly baseline

(b)

• anomaly-based - signature-based cannot detect a new attack, and novel techniques
are expected

(c)

• anomaly-based - consistent traffic patterns give a reliable baseline, so genuine deviation
stands out

2.6

• detection works by matching traffic to a stored signature of a known attack; a novel
attack has no signature yet, so there is nothing to match and it passes unremarked
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Exercise 2.4 (b)

2.4 An organisation raises its AI alert threshold from 60% to 95%.

(a) State the effect on false positives. [1]

(b) State the risk this creates. [1]

2.5 Choose signature-based or anomaly-based detection for each network, and justify.

(a) A very high-volume public web front end. [2]

(b) A defence contractor’s design network, where new attack techniques are expected. [2]

(c) A factory control network whose traffic is identical every day. [2]

2.6 Explain why signature-based detection cannot detect a novel attack. [2]

2.7 State whether each is a false positive or a false negative, and which method it is
characteristic of.

(a) An adversary’s new technique passes the system unremarked. [2]

(b) A backup job at 3 a.m. triggers an alert every night. [2]
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Exercise 2.4 (b)

2.4 An organisation raises its AI alert threshold from 60% to 95%.

(a) State the effect on false positives. [1]

(b) State the risk this creates. [1]

2.5 Choose signature-based or anomaly-based detection for each network, and justify.

(a) A very high-volume public web front end. [2]

(b) A defence contractor’s design network, where new attack techniques are expected. [2]

(c) A factory control network whose traffic is identical every day. [2]

2.6 Explain why signature-based detection cannot detect a novel attack. [2]

2.7 State whether each is a false positive or a false negative, and which method it is
characteristic of.

(a) An adversary’s new technique passes the system unremarked. [2]

(b) A backup job at 3 a.m. triggers an alert every night. [2]
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Solutions
Each answer shows the steps, then the result.

2.1

• both analyse network data to determine whether malicious activity is taking place; a
NIDS alerts and the traffic still passes, while a NIPS also blocks it

2.2

• a SIEM collects and analyses data from multiple sources - firewalls, NIDS/NIPS,
device logs, application logs; so it can correlate events that look harmless in one log
but form an attack when seen together, which a single sensor cannot do

2.3

• computers log every user action and every sensor logs all traffic, so a medium-sized
network produces far more data than analysts can read; AI algorithms classify these
data patterns as malicious or normal at that scale

2.4

(a)

• false positives fall

(b)

• real attacks may go undetected, because anything the model scores below 95% raises
no alert

2.5

(a)

• signature-based - it is more efficient at high traffic volume, and the patterns here are
not consistent enough for an anomaly baseline

(b)

• anomaly-based - signature-based cannot detect a new attack, and novel techniques
are expected

(c)

• anomaly-based - consistent traffic patterns give a reliable baseline, so genuine deviation
stands out

2.6

• detection works by matching traffic to a stored signature of a known attack; a novel
attack has no signature yet, so there is nothing to match and it passes unremarked
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Exercise 2.5 (a)

2.4 An organisation raises its AI alert threshold from 60% to 95%.

(a) State the effect on false positives. [1]

(b) State the risk this creates. [1]

2.5 Choose signature-based or anomaly-based detection for each network, and justify.

(a) A very high-volume public web front end. [2]

(b) A defence contractor’s design network, where new attack techniques are expected. [2]

(c) A factory control network whose traffic is identical every day. [2]

2.6 Explain why signature-based detection cannot detect a novel attack. [2]

2.7 State whether each is a false positive or a false negative, and which method it is
characteristic of.

(a) An adversary’s new technique passes the system unremarked. [2]

(b) A backup job at 3 a.m. triggers an alert every night. [2]
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Exercise 2.5 (a)

2.4 An organisation raises its AI alert threshold from 60% to 95%.

(a) State the effect on false positives. [1]

(b) State the risk this creates. [1]

2.5 Choose signature-based or anomaly-based detection for each network, and justify.

(a) A very high-volume public web front end. [2]

(b) A defence contractor’s design network, where new attack techniques are expected. [2]

(c) A factory control network whose traffic is identical every day. [2]

2.6 Explain why signature-based detection cannot detect a novel attack. [2]

2.7 State whether each is a false positive or a false negative, and which method it is
characteristic of.

(a) An adversary’s new technique passes the system unremarked. [2]

(b) A backup job at 3 a.m. triggers an alert every night. [2]
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network produces far more data than analysts can read; AI algorithms classify these
data patterns as malicious or normal at that scale

2.4

(a)

• false positives fall

(b)

• real attacks may go undetected, because anything the model scores below 95% raises
no alert

2.5

(a)

• signature-based - it is more efficient at high traffic volume, and the patterns here are
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• anomaly-based - signature-based cannot detect a new attack, and novel techniques
are expected

(c)
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Exercise 2.5 (b)

2.4 An organisation raises its AI alert threshold from 60% to 95%.

(a) State the effect on false positives. [1]

(b) State the risk this creates. [1]

2.5 Choose signature-based or anomaly-based detection for each network, and justify.

(a) A very high-volume public web front end. [2]

(b) A defence contractor’s design network, where new attack techniques are expected. [2]

(c) A factory control network whose traffic is identical every day. [2]

2.6 Explain why signature-based detection cannot detect a novel attack. [2]

2.7 State whether each is a false positive or a false negative, and which method it is
characteristic of.

(a) An adversary’s new technique passes the system unremarked. [2]

(b) A backup job at 3 a.m. triggers an alert every night. [2]
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Exercise 2.5 (b)

2.4 An organisation raises its AI alert threshold from 60% to 95%.

(a) State the effect on false positives. [1]

(b) State the risk this creates. [1]

2.5 Choose signature-based or anomaly-based detection for each network, and justify.

(a) A very high-volume public web front end. [2]

(b) A defence contractor’s design network, where new attack techniques are expected. [2]

(c) A factory control network whose traffic is identical every day. [2]

2.6 Explain why signature-based detection cannot detect a novel attack. [2]

2.7 State whether each is a false positive or a false negative, and which method it is
characteristic of.

(a) An adversary’s new technique passes the system unremarked. [2]

(b) A backup job at 3 a.m. triggers an alert every night. [2]
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2.4 An organisation raises its AI alert threshold from 60% to 95%.

(a) State the effect on false positives. [1]

(b) State the risk this creates. [1]

2.5 Choose signature-based or anomaly-based detection for each network, and justify.

(a) A very high-volume public web front end. [2]

(b) A defence contractor’s design network, where new attack techniques are expected. [2]

(c) A factory control network whose traffic is identical every day. [2]

2.6 Explain why signature-based detection cannot detect a novel attack. [2]

2.7 State whether each is a false positive or a false negative, and which method it is
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Solutions
Each answer shows the steps, then the result.

2.1

• both analyse network data to determine whether malicious activity is taking place; a
NIDS alerts and the traffic still passes, while a NIPS also blocks it

2.2

• a SIEM collects and analyses data from multiple sources - firewalls, NIDS/NIPS,
device logs, application logs; so it can correlate events that look harmless in one log
but form an attack when seen together, which a single sensor cannot do

2.3

• computers log every user action and every sensor logs all traffic, so a medium-sized
network produces far more data than analysts can read; AI algorithms classify these
data patterns as malicious or normal at that scale

2.4

(a)

• false positives fall

(b)

• real attacks may go undetected, because anything the model scores below 95% raises
no alert

2.5

(a)

• signature-based - it is more efficient at high traffic volume, and the patterns here are
not consistent enough for an anomaly baseline

(b)

• anomaly-based - signature-based cannot detect a new attack, and novel techniques
are expected

(c)

• anomaly-based - consistent traffic patterns give a reliable baseline, so genuine deviation
stands out

2.6

• detection works by matching traffic to a stored signature of a known attack; a novel
attack has no signature yet, so there is nothing to match and it passes unremarked
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Exercise 2.5 (c)

2.4 An organisation raises its AI alert threshold from 60% to 95%.

(a) State the effect on false positives. [1]

(b) State the risk this creates. [1]

2.5 Choose signature-based or anomaly-based detection for each network, and justify.

(a) A very high-volume public web front end. [2]

(b) A defence contractor’s design network, where new attack techniques are expected. [2]

(c) A factory control network whose traffic is identical every day. [2]

2.6 Explain why signature-based detection cannot detect a novel attack. [2]

2.7 State whether each is a false positive or a false negative, and which method it is
characteristic of.

(a) An adversary’s new technique passes the system unremarked. [2]

(b) A backup job at 3 a.m. triggers an alert every night. [2]
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AP Cybersecurity

Exercise 2.5 (c)

2.4 An organisation raises its AI alert threshold from 60% to 95%.

(a) State the effect on false positives. [1]

(b) State the risk this creates. [1]

2.5 Choose signature-based or anomaly-based detection for each network, and justify.

(a) A very high-volume public web front end. [2]

(b) A defence contractor’s design network, where new attack techniques are expected. [2]

(c) A factory control network whose traffic is identical every day. [2]

2.6 Explain why signature-based detection cannot detect a novel attack. [2]

2.7 State whether each is a false positive or a false negative, and which method it is
characteristic of.

(a) An adversary’s new technique passes the system unremarked. [2]

(b) A backup job at 3 a.m. triggers an alert every night. [2]
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network produces far more data than analysts can read; AI algorithms classify these
data patterns as malicious or normal at that scale

2.4
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• real attacks may go undetected, because anything the model scores below 95% raises
no alert

2.5

(a)

• signature-based - it is more efficient at high traffic volume, and the patterns here are
not consistent enough for an anomaly baseline

(b)

• anomaly-based - signature-based cannot detect a new attack, and novel techniques
are expected
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2.6

• detection works by matching traffic to a stored signature of a known attack; a novel
attack has no signature yet, so there is nothing to match and it passes unremarked
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Exercise 2.6

2.4 An organisation raises its AI alert threshold from 60% to 95%.

(a) State the effect on false positives. [1]

(b) State the risk this creates. [1]

2.5 Choose signature-based or anomaly-based detection for each network, and justify.

(a) A very high-volume public web front end. [2]

(b) A defence contractor’s design network, where new attack techniques are expected. [2]

(c) A factory control network whose traffic is identical every day. [2]

2.6 Explain why signature-based detection cannot detect a novel attack. [2]

2.7 State whether each is a false positive or a false negative, and which method it is
characteristic of.

(a) An adversary’s new technique passes the system unremarked. [2]

(b) A backup job at 3 a.m. triggers an alert every night. [2]
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Exercise 2.6

2.4 An organisation raises its AI alert threshold from 60% to 95%.

(a) State the effect on false positives. [1]

(b) State the risk this creates. [1]

2.5 Choose signature-based or anomaly-based detection for each network, and justify.

(a) A very high-volume public web front end. [2]

(b) A defence contractor’s design network, where new attack techniques are expected. [2]

(c) A factory control network whose traffic is identical every day. [2]

2.6 Explain why signature-based detection cannot detect a novel attack. [2]

2.7 State whether each is a false positive or a false negative, and which method it is
characteristic of.

(a) An adversary’s new technique passes the system unremarked. [2]

(b) A backup job at 3 a.m. triggers an alert every night. [2]
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Solutions
Each answer shows the steps, then the result.

2.1

• both analyse network data to determine whether malicious activity is taking place; a
NIDS alerts and the traffic still passes, while a NIPS also blocks it

2.2

• a SIEM collects and analyses data from multiple sources - firewalls, NIDS/NIPS,
device logs, application logs; so it can correlate events that look harmless in one log
but form an attack when seen together, which a single sensor cannot do

2.3

• computers log every user action and every sensor logs all traffic, so a medium-sized
network produces far more data than analysts can read; AI algorithms classify these
data patterns as malicious or normal at that scale

2.4

(a)

• false positives fall

(b)

• real attacks may go undetected, because anything the model scores below 95% raises
no alert

2.5

(a)

• signature-based - it is more efficient at high traffic volume, and the patterns here are
not consistent enough for an anomaly baseline

(b)

• anomaly-based - signature-based cannot detect a new attack, and novel techniques
are expected

(c)

• anomaly-based - consistent traffic patterns give a reliable baseline, so genuine deviation
stands out

2.6

• detection works by matching traffic to a stored signature of a known attack; a novel
attack has no signature yet, so there is nothing to match and it passes unremarked
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Exercise 2.7 (a)

2.4 An organisation raises its AI alert threshold from 60% to 95%.

(a) State the effect on false positives. [1]

(b) State the risk this creates. [1]

2.5 Choose signature-based or anomaly-based detection for each network, and justify.

(a) A very high-volume public web front end. [2]

(b) A defence contractor’s design network, where new attack techniques are expected. [2]

(c) A factory control network whose traffic is identical every day. [2]

2.6 Explain why signature-based detection cannot detect a novel attack. [2]

2.7 State whether each is a false positive or a false negative, and which method it is
characteristic of.

(a) An adversary’s new technique passes the system unremarked. [2]

(b) A backup job at 3 a.m. triggers an alert every night. [2]
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(a) A very high-volume public web front end. [2]

(b) A defence contractor’s design network, where new attack techniques are expected. [2]

(c) A factory control network whose traffic is identical every day. [2]

2.6 Explain why signature-based detection cannot detect a novel attack. [2]

2.7 State whether each is a false positive or a false negative, and which method it is
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(a) An adversary’s new technique passes the system unremarked. [2]

(b) A backup job at 3 a.m. triggers an alert every night. [2]
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Exercise 2.7 (a)

2.4 An organisation raises its AI alert threshold from 60% to 95%.

(a) State the effect on false positives. [1]

(b) State the risk this creates. [1]

2.5 Choose signature-based or anomaly-based detection for each network, and justify.

(a) A very high-volume public web front end. [2]

(b) A defence contractor’s design network, where new attack techniques are expected. [2]

(c) A factory control network whose traffic is identical every day. [2]

2.6 Explain why signature-based detection cannot detect a novel attack. [2]

2.7 State whether each is a false positive or a false negative, and which method it is
characteristic of.

(a) An adversary’s new technique passes the system unremarked. [2]

(b) A backup job at 3 a.m. triggers an alert every night. [2]
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2.4 An organisation raises its AI alert threshold from 60% to 95%.

(a) State the effect on false positives. [1]

(b) State the risk this creates. [1]

2.5 Choose signature-based or anomaly-based detection for each network, and justify.

(a) A very high-volume public web front end. [2]

(b) A defence contractor’s design network, where new attack techniques are expected. [2]

(c) A factory control network whose traffic is identical every day. [2]

2.6 Explain why signature-based detection cannot detect a novel attack. [2]

2.7 State whether each is a false positive or a false negative, and which method it is
characteristic of.

(a) An adversary’s new technique passes the system unremarked. [2]

(b) A backup job at 3 a.m. triggers an alert every night. [2]
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2.7

(a)

• false negative; characteristic of signature-based detection

(b)

• false positive; characteristic of anomaly-based detection, which flags anything outside
the baseline

2.8

(a)

• MAC flooding

(b)

• evil twin

(c)

• ARP poisoning

(d)

• smurf attack

3.1 B

• A NIDS only alerts; a SIEM correlates; a packet capture only records

3.2 B

• It needs a stable baseline before a deviation means anything

3.3 B

• A is a false positive; the threshold in C would raise false positives, not negatives

3.4 C

• DNS poisoning is difficult to detect, and this drop in traffic is its documented indicator
- visitors are being sent elsewhere

3.5

(a)

• MAC flooding - a sudden surge of Ethernet frames with many different MAC ad-
dresses; ARP poisoning - duplicate MAC address ARP packets

(b)

• MAC flooding overwhelms the switch’s MAC address table, so the switch can no longer
direct frames to one port and traffic reaches the adversary that would not otherwise;
ARP poisoning then associates the adversary’s MAC with a legitimate IP, letting them

AP Cybersecurity • 3.5 Detecting Network Attacks 9



AP Cybersecurity

Exercise 2.7 (b)

2.4 An organisation raises its AI alert threshold from 60% to 95%.

(a) State the effect on false positives. [1]

(b) State the risk this creates. [1]

2.5 Choose signature-based or anomaly-based detection for each network, and justify.

(a) A very high-volume public web front end. [2]

(b) A defence contractor’s design network, where new attack techniques are expected. [2]

(c) A factory control network whose traffic is identical every day. [2]

2.6 Explain why signature-based detection cannot detect a novel attack. [2]

2.7 State whether each is a false positive or a false negative, and which method it is
characteristic of.

(a) An adversary’s new technique passes the system unremarked. [2]

(b) A backup job at 3 a.m. triggers an alert every night. [2]
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2.4 An organisation raises its AI alert threshold from 60% to 95%.
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(a) A very high-volume public web front end. [2]

(b) A defence contractor’s design network, where new attack techniques are expected. [2]

(c) A factory control network whose traffic is identical every day. [2]

2.6 Explain why signature-based detection cannot detect a novel attack. [2]

2.7 State whether each is a false positive or a false negative, and which method it is
characteristic of.

(a) An adversary’s new technique passes the system unremarked. [2]

(b) A backup job at 3 a.m. triggers an alert every night. [2]
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Exercise 2.7 (b)

2.4 An organisation raises its AI alert threshold from 60% to 95%.

(a) State the effect on false positives. [1]

(b) State the risk this creates. [1]

2.5 Choose signature-based or anomaly-based detection for each network, and justify.

(a) A very high-volume public web front end. [2]

(b) A defence contractor’s design network, where new attack techniques are expected. [2]

(c) A factory control network whose traffic is identical every day. [2]

2.6 Explain why signature-based detection cannot detect a novel attack. [2]

2.7 State whether each is a false positive or a false negative, and which method it is
characteristic of.

(a) An adversary’s new technique passes the system unremarked. [2]

(b) A backup job at 3 a.m. triggers an alert every night. [2]
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2.7 State whether each is a false positive or a false negative, and which method it is
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(b) A backup job at 3 a.m. triggers an alert every night. [2]
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3.3 B
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• DNS poisoning is difficult to detect, and this drop in traffic is its documented indicator
- visitors are being sent elsewhere

3.5
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• MAC flooding - a sudden surge of Ethernet frames with many different MAC ad-
dresses; ARP poisoning - duplicate MAC address ARP packets
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direct frames to one port and traffic reaches the adversary that would not otherwise;
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Exercise 2.8 (a)

2.8 Name the attack indicated by each log observation.

(a) A surge of Ethernet frames with many different MAC addresses. [1]

(b) A wireless SSID almost identical to the company’s own. [1]

(c) Duplicate MAC address ARP packets. [1]

(d) A spike of ICMP requests to the broadcast address. [1]

3 Exam-style questions
3.1 Which tool blocks malicious traffic rather than only alerting on it? [1]

A NIDS
B NIPS
C SIEM
D packet capture

3.2 Anomaly-based detection is most effective on a network with [1]

A very high traffic volume
B consistent traffic patterns
C no sensitive data
D a limited budget

3.3 A false negative occurs when [1]

A legitimate traffic is flagged as malicious
B an adversary bypasses the detection system
C the AI threshold is set too low
D the SIEM correlates two unrelated logs

3.4 An organisation’s website suffers an abrupt and otherwise inexplicable drop in traffic.
Which attack should be checked first? [1]

A smurf
B jamming
C DNS poisoning
D MAC flooding
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Exercise 2.8 (a)

2.8 Name the attack indicated by each log observation.

(a) A surge of Ethernet frames with many different MAC addresses. [1]

(b) A wireless SSID almost identical to the company’s own. [1]

(c) Duplicate MAC address ARP packets. [1]

(d) A spike of ICMP requests to the broadcast address. [1]

3 Exam-style questions
3.1 Which tool blocks malicious traffic rather than only alerting on it? [1]

A NIDS
B NIPS
C SIEM
D packet capture

3.2 Anomaly-based detection is most effective on a network with [1]

A very high traffic volume
B consistent traffic patterns
C no sensitive data
D a limited budget

3.3 A false negative occurs when [1]

A legitimate traffic is flagged as malicious
B an adversary bypasses the detection system
C the AI threshold is set too low
D the SIEM correlates two unrelated logs

3.4 An organisation’s website suffers an abrupt and otherwise inexplicable drop in traffic.
Which attack should be checked first? [1]

A smurf
B jamming
C DNS poisoning
D MAC flooding
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C the AI threshold is set too low
D the SIEM correlates two unrelated logs

3.4 An organisation’s website suffers an abrupt and otherwise inexplicable drop in traffic.
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2.7

(a)

• false negative; characteristic of signature-based detection

(b)

• false positive; characteristic of anomaly-based detection, which flags anything outside
the baseline

2.8

(a)

• MAC flooding

(b)

• evil twin

(c)

• ARP poisoning

(d)

• smurf attack

3.1 B

• A NIDS only alerts; a SIEM correlates; a packet capture only records

3.2 B

• It needs a stable baseline before a deviation means anything

3.3 B

• A is a false positive; the threshold in C would raise false positives, not negatives

3.4 C

• DNS poisoning is difficult to detect, and this drop in traffic is its documented indicator
- visitors are being sent elsewhere

3.5

(a)

• MAC flooding - a sudden surge of Ethernet frames with many different MAC ad-
dresses; ARP poisoning - duplicate MAC address ARP packets

(b)

• MAC flooding overwhelms the switch’s MAC address table, so the switch can no longer
direct frames to one port and traffic reaches the adversary that would not otherwise;
ARP poisoning then associates the adversary’s MAC with a legitimate IP, letting them
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Exercise 2.8 (b)

2.8 Name the attack indicated by each log observation.

(a) A surge of Ethernet frames with many different MAC addresses. [1]

(b) A wireless SSID almost identical to the company’s own. [1]

(c) Duplicate MAC address ARP packets. [1]

(d) A spike of ICMP requests to the broadcast address. [1]

3 Exam-style questions
3.1 Which tool blocks malicious traffic rather than only alerting on it? [1]

A NIDS
B NIPS
C SIEM
D packet capture

3.2 Anomaly-based detection is most effective on a network with [1]

A very high traffic volume
B consistent traffic patterns
C no sensitive data
D a limited budget

3.3 A false negative occurs when [1]

A legitimate traffic is flagged as malicious
B an adversary bypasses the detection system
C the AI threshold is set too low
D the SIEM correlates two unrelated logs

3.4 An organisation’s website suffers an abrupt and otherwise inexplicable drop in traffic.
Which attack should be checked first? [1]

A smurf
B jamming
C DNS poisoning
D MAC flooding
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AP Cybersecurity

Exercise 2.8 (b)

2.8 Name the attack indicated by each log observation.

(a) A surge of Ethernet frames with many different MAC addresses. [1]

(b) A wireless SSID almost identical to the company’s own. [1]

(c) Duplicate MAC address ARP packets. [1]

(d) A spike of ICMP requests to the broadcast address. [1]

3 Exam-style questions
3.1 Which tool blocks malicious traffic rather than only alerting on it? [1]

A NIDS
B NIPS
C SIEM
D packet capture

3.2 Anomaly-based detection is most effective on a network with [1]

A very high traffic volume
B consistent traffic patterns
C no sensitive data
D a limited budget

3.3 A false negative occurs when [1]

A legitimate traffic is flagged as malicious
B an adversary bypasses the detection system
C the AI threshold is set too low
D the SIEM correlates two unrelated logs

3.4 An organisation’s website suffers an abrupt and otherwise inexplicable drop in traffic.
Which attack should be checked first? [1]

A smurf
B jamming
C DNS poisoning
D MAC flooding
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3.3 A false negative occurs when [1]
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B an adversary bypasses the detection system
C the AI threshold is set too low
D the SIEM correlates two unrelated logs

3.4 An organisation’s website suffers an abrupt and otherwise inexplicable drop in traffic.
Which attack should be checked first? [1]

A smurf
B jamming
C DNS poisoning
D MAC flooding
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Exercise 2.8 (c)
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(a)

• false negative; characteristic of signature-based detection

(b)

• false positive; characteristic of anomaly-based detection, which flags anything outside
the baseline

2.8

(a)

• MAC flooding

(b)

• evil twin

(c)

• ARP poisoning

(d)

• smurf attack

3.1 B

• A NIDS only alerts; a SIEM correlates; a packet capture only records

3.2 B

• It needs a stable baseline before a deviation means anything

3.3 B

• A is a false positive; the threshold in C would raise false positives, not negatives

3.4 C

• DNS poisoning is difficult to detect, and this drop in traffic is its documented indicator
- visitors are being sent elsewhere

3.5

(a)

• MAC flooding - a sudden surge of Ethernet frames with many different MAC ad-
dresses; ARP poisoning - duplicate MAC address ARP packets

(b)

• MAC flooding overwhelms the switch’s MAC address table, so the switch can no longer
direct frames to one port and traffic reaches the adversary that would not otherwise;
ARP poisoning then associates the adversary’s MAC with a legitimate IP, letting them
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Exercise 2.8 (d)

2.8 Name the attack indicated by each log observation.

(a) A surge of Ethernet frames with many different MAC addresses. [1]

(b) A wireless SSID almost identical to the company’s own. [1]

(c) Duplicate MAC address ARP packets. [1]

(d) A spike of ICMP requests to the broadcast address. [1]

3 Exam-style questions
3.1 Which tool blocks malicious traffic rather than only alerting on it? [1]

A NIDS
B NIPS
C SIEM
D packet capture

3.2 Anomaly-based detection is most effective on a network with [1]

A very high traffic volume
B consistent traffic patterns
C no sensitive data
D a limited budget

3.3 A false negative occurs when [1]

A legitimate traffic is flagged as malicious
B an adversary bypasses the detection system
C the AI threshold is set too low
D the SIEM correlates two unrelated logs

3.4 An organisation’s website suffers an abrupt and otherwise inexplicable drop in traffic.
Which attack should be checked first? [1]

A smurf
B jamming
C DNS poisoning
D MAC flooding
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Exercises 3.1·3.2
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(b) A wireless SSID almost identical to the company’s own. [1]

(c) Duplicate MAC address ARP packets. [1]
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B consistent traffic patterns
C no sensitive data
D a limited budget
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D the SIEM correlates two unrelated logs

3.4 An organisation’s website suffers an abrupt and otherwise inexplicable drop in traffic.
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C DNS poisoning
D MAC flooding
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direct frames to one port and traffic reaches the adversary that would not otherwise;
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Exercise 3.3

2.8 Name the attack indicated by each log observation.

(a) A surge of Ethernet frames with many different MAC addresses. [1]

(b) A wireless SSID almost identical to the company’s own. [1]

(c) Duplicate MAC address ARP packets. [1]

(d) A spike of ICMP requests to the broadcast address. [1]

3 Exam-style questions
3.1 Which tool blocks malicious traffic rather than only alerting on it? [1]

A NIDS
B NIPS
C SIEM
D packet capture

3.2 Anomaly-based detection is most effective on a network with [1]

A very high traffic volume
B consistent traffic patterns
C no sensitive data
D a limited budget

3.3 A false negative occurs when [1]

A legitimate traffic is flagged as malicious
B an adversary bypasses the detection system
C the AI threshold is set too low
D the SIEM correlates two unrelated logs

3.4 An organisation’s website suffers an abrupt and otherwise inexplicable drop in traffic.
Which attack should be checked first? [1]

A smurf
B jamming
C DNS poisoning
D MAC flooding
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Exercise 3.3
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3.3 A false negative occurs when [1]

A legitimate traffic is flagged as malicious
B an adversary bypasses the detection system
C the AI threshold is set too low
D the SIEM correlates two unrelated logs

3.4 An organisation’s website suffers an abrupt and otherwise inexplicable drop in traffic.
Which attack should be checked first? [1]

A smurf
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2.7

(a)

• false negative; characteristic of signature-based detection

(b)

• false positive; characteristic of anomaly-based detection, which flags anything outside
the baseline

2.8

(a)

• MAC flooding

(b)

• evil twin

(c)

• ARP poisoning

(d)

• smurf attack

3.1 B

• A NIDS only alerts; a SIEM correlates; a packet capture only records

3.2 B

• It needs a stable baseline before a deviation means anything

3.3 B

• A is a false positive; the threshold in C would raise false positives, not negatives

3.4 C

• DNS poisoning is difficult to detect, and this drop in traffic is its documented indicator
- visitors are being sent elsewhere

3.5

(a)

• MAC flooding - a sudden surge of Ethernet frames with many different MAC ad-
dresses; ARP poisoning - duplicate MAC address ARP packets

(b)

• MAC flooding overwhelms the switch’s MAC address table, so the switch can no longer
direct frames to one port and traffic reaches the adversary that would not otherwise;
ARP poisoning then associates the adversary’s MAC with a legitimate IP, letting them
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Exercise 3.4

2.8 Name the attack indicated by each log observation.

(a) A surge of Ethernet frames with many different MAC addresses. [1]

(b) A wireless SSID almost identical to the company’s own. [1]

(c) Duplicate MAC address ARP packets. [1]

(d) A spike of ICMP requests to the broadcast address. [1]

3 Exam-style questions
3.1 Which tool blocks malicious traffic rather than only alerting on it? [1]

A NIDS
B NIPS
C SIEM
D packet capture

3.2 Anomaly-based detection is most effective on a network with [1]

A very high traffic volume
B consistent traffic patterns
C no sensitive data
D a limited budget

3.3 A false negative occurs when [1]

A legitimate traffic is flagged as malicious
B an adversary bypasses the detection system
C the AI threshold is set too low
D the SIEM correlates two unrelated logs

3.4 An organisation’s website suffers an abrupt and otherwise inexplicable drop in traffic.
Which attack should be checked first? [1]

A smurf
B jamming
C DNS poisoning
D MAC flooding
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(a)

• false negative; characteristic of signature-based detection
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• false positive; characteristic of anomaly-based detection, which flags anything outside
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(a)

• MAC flooding
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• smurf attack
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• DNS poisoning is difficult to detect, and this drop in traffic is its documented indicator
- visitors are being sent elsewhere

3.5
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• MAC flooding - a sudden surge of Ethernet frames with many different MAC ad-
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direct frames to one port and traffic reaches the adversary that would not otherwise;
ARP poisoning then associates the adversary’s MAC with a legitimate IP, letting them
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Exercise 3.5 (a)

3.5 A hospital runs two networks. Network A is the public guest Wi-Fi: very high traffic,
constantly changing patterns, no patient data. Network B connects imaging machines
and the patient record system: low, highly consistent traffic, and the most sensitive
data the hospital holds. The security team has one budget and must justify a different
approach on each. Recent logs from Network B show a surge of Ethernet frames carrying
many different MAC addresses, and shortly afterwards several duplicate MAC address
ARP packets.

(a) Name the two attacks the Network B log indicates, and state the indicator for each.[4]

(b) Explain what an adversary gains by running these two attacks in that order. [3]

(c) Recommend a detection method for Network A, justifying it against two of the four
criteria. [3]

(d) Recommend a detection method for Network B, justifying it against two criteria, and
explain why the false-positive cost is acceptable here when it might not be on Network
A. [4]

(e) The team deploys AI classification across both networks with a single shared threshold.
Explain why one threshold for both networks is a poor design. [3]
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2.7

(a)

• false negative; characteristic of signature-based detection

(b)

• false positive; characteristic of anomaly-based detection, which flags anything outside
the baseline

2.8

(a)

• MAC flooding

(b)

• evil twin

(c)

• ARP poisoning

(d)

• smurf attack

3.1 B

• A NIDS only alerts; a SIEM correlates; a packet capture only records

3.2 B

• It needs a stable baseline before a deviation means anything

3.3 B

• A is a false positive; the threshold in C would raise false positives, not negatives

3.4 C

• DNS poisoning is difficult to detect, and this drop in traffic is its documented indicator
- visitors are being sent elsewhere

3.5

(a)

• MAC flooding - a sudden surge of Ethernet frames with many different MAC ad-
dresses; ARP poisoning - duplicate MAC address ARP packets

(b)

• MAC flooding overwhelms the switch’s MAC address table, so the switch can no longer
direct frames to one port and traffic reaches the adversary that would not otherwise;
ARP poisoning then associates the adversary’s MAC with a legitimate IP, letting them
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data in transit

(c)

• Signature-based. Traffic volume is very high, where signature-based is more effi-
cient; and the patterns constantly change, so an anomaly baseline would be unstable
and produce endless false positives on a guest network the hospital does not control

(d)

• Anomaly-based, or a hybrid. Traffic is highly consistent, which is exactly the condi-
tion anomaly-based needs; and the network carries the most sensitive data the hospital
holds, so the criticality criterion favours the more thorough method despite its cost.
A false positive here means investigating a legitimate imaging transfer - an hour of
analyst time - whereas a false negative means patient records altered; on the guest
network the same false-positive rate would generate constant alerts for no protective
gain

(e)

• The threshold is a trade between false positives and false negatives, and the two
networks sit at opposite ends of it. Network B needs a low threshold, because a
missed attack compromises regulated patient data; Network A needs a higher one,
because its volume and variability would otherwise bury the team in alerts about
guest devices carrying no sensitive data - and an analyst who learns to ignore alerts
misses the ones that matter on both networks
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Exercise 3.5 (c)

3.5 A hospital runs two networks. Network A is the public guest Wi-Fi: very high traffic,
constantly changing patterns, no patient data. Network B connects imaging machines
and the patient record system: low, highly consistent traffic, and the most sensitive
data the hospital holds. The security team has one budget and must justify a different
approach on each. Recent logs from Network B show a surge of Ethernet frames carrying
many different MAC addresses, and shortly afterwards several duplicate MAC address
ARP packets.

(a) Name the two attacks the Network B log indicates, and state the indicator for each.[4]

(b) Explain what an adversary gains by running these two attacks in that order. [3]

(c) Recommend a detection method for Network A, justifying it against two of the four
criteria. [3]

(d) Recommend a detection method for Network B, justifying it against two criteria, and
explain why the false-positive cost is acceptable here when it might not be on Network
A. [4]

(e) The team deploys AI classification across both networks with a single shared threshold.
Explain why one threshold for both networks is a poor design. [3]
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sit between the imaging machines and the record system to read or modify patient
data in transit

(c)

• Signature-based. Traffic volume is very high, where signature-based is more effi-
cient; and the patterns constantly change, so an anomaly baseline would be unstable
and produce endless false positives on a guest network the hospital does not control

(d)

• Anomaly-based, or a hybrid. Traffic is highly consistent, which is exactly the condi-
tion anomaly-based needs; and the network carries the most sensitive data the hospital
holds, so the criticality criterion favours the more thorough method despite its cost.
A false positive here means investigating a legitimate imaging transfer - an hour of
analyst time - whereas a false negative means patient records altered; on the guest
network the same false-positive rate would generate constant alerts for no protective
gain

(e)

• The threshold is a trade between false positives and false negatives, and the two
networks sit at opposite ends of it. Network B needs a low threshold, because a
missed attack compromises regulated patient data; Network A needs a higher one,
because its volume and variability would otherwise bury the team in alerts about
guest devices carrying no sensitive data - and an analyst who learns to ignore alerts
misses the ones that matter on both networks
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Exercise 3.5 (d)

3.5 A hospital runs two networks. Network A is the public guest Wi-Fi: very high traffic,
constantly changing patterns, no patient data. Network B connects imaging machines
and the patient record system: low, highly consistent traffic, and the most sensitive
data the hospital holds. The security team has one budget and must justify a different
approach on each. Recent logs from Network B show a surge of Ethernet frames carrying
many different MAC addresses, and shortly afterwards several duplicate MAC address
ARP packets.

(a) Name the two attacks the Network B log indicates, and state the indicator for each.[4]

(b) Explain what an adversary gains by running these two attacks in that order. [3]

(c) Recommend a detection method for Network A, justifying it against two of the four
criteria. [3]

(d) Recommend a detection method for Network B, justifying it against two criteria, and
explain why the false-positive cost is acceptable here when it might not be on Network
A. [4]

(e) The team deploys AI classification across both networks with a single shared threshold.
Explain why one threshold for both networks is a poor design. [3]
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Exercise 3.5 (e)

3.5 A hospital runs two networks. Network A is the public guest Wi-Fi: very high traffic,
constantly changing patterns, no patient data. Network B connects imaging machines
and the patient record system: low, highly consistent traffic, and the most sensitive
data the hospital holds. The security team has one budget and must justify a different
approach on each. Recent logs from Network B show a surge of Ethernet frames carrying
many different MAC addresses, and shortly afterwards several duplicate MAC address
ARP packets.

(a) Name the two attacks the Network B log indicates, and state the indicator for each.[4]

(b) Explain what an adversary gains by running these two attacks in that order. [3]

(c) Recommend a detection method for Network A, justifying it against two of the four
criteria. [3]

(d) Recommend a detection method for Network B, justifying it against two criteria, and
explain why the false-positive cost is acceptable here when it might not be on Network
A. [4]

(e) The team deploys AI classification across both networks with a single shared threshold.
Explain why one threshold for both networks is a poor design. [3]
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