Exercise walk-through

5.6

Safe Computing

AP Computer Science Principles



Impact of Computing
- Legal, ethical & safe

Legal & ethical concerns

Intellectual property and copyright protect a creator’'s work, so using it may
need permission or a licence — open-source and Creative Commons licences grant that
permission in advance. Plagiarism , passing off someone’s work as your own, is unethical
and often illegal. Collecting personal data raises privacy questions about consent and
misuse.

Creative Com-
Copyright reative ~-om Open-source

mons _
protects creators L free to use & improve
permission in advance

Beyond the law lies ethics : using data legally is not always ethical — surveillance is
the standing example. Respect privacy , be honest, and credit others.



Legal, ethical, and safe — three different questions

the principle

intellectual prop-
erty

open source

Pll

protecting it

just because something is technically possible does not make it legal or
ethical

copyright covers code and content; Creative Commons li-
cences state in advance what reuse is allowed

source made freely available under a licence — free to use is not the same
as free of conditions

personally identifiable information — name, address, ID numbers — shared
carefully, because it enables identity theft

strong unique passwords, multifactor authentication
and encryption in transit and at rest

Answer with the specific risk, not “it is dangerous”: what could be taken, by whom, and what

stops them.



Impact of Computing

- Legal, ethical & safe

Safe computing

Guard your personally identifiable information

(PII). Threats: phishing .~ malware . social

engineering.

Symmetric

one shared key locks
& unlocks — fast

Encryption plus strong authentication

login) keep data safe.

Asymmetric

public key locks, private
key unlocks — secure sites

(two-factor

Hardware has

environmental costs



Impact of Computing
- Legal, ethical & safe

Key points

Innovations bring benefits, The digital divide & com-
harms & unintended effects puting bias raise fairness
Copyright, Creative Com- Encryption & authentica-

mons & open-source; ethics tion for safe computing



Impact of Computing

- Legal, ethical & safe

Worked example — naming a bias, and its cause

A hiring algorithm trained on past hires

(mostly one group) now rejects qualified ap-
plicants from other groups

Name it: this is computing bias, caused by biased
training data — the model learned the historical
pattern instead of a fair rule.

A full-mark answer states
the harm (qualified people
are unfairly rejected) and
its cause (the bias came
from the data, not the
code).



AP Computer Science Principles

Exercise 2.1

2.1 State what PII is and give three examples.



AP Computer Science Principles

Exercise 2.1

2.1 State what PII is and give three examples. (4]

2.1

o information about an individual that identifies, links to, relates to or describes them:;
any three of: name, address, ID or passport number, date of birth, phone number,
email address, fingerprint or other biometric, place of work



AP Computer Science Principles

Exercise 2.2 (a)

2.2 For each item, give one benefit to the user and one privacy risk.

(a) A shopping site storing your card details.



AP Computer Science Principles

Exercise 2.2 (a)

2.2 For each item, give one benefit to the user and one privacy risk.

(a) A shopping site storing your card details. 2]

(a)

o« faster purchases with no re-typing; the stored details enable identity theft or fraudulent
purchases if the store is breached



AP Computer Science Principles

Exercise 2.2 (b)

2.2 For each item, give one benefit to the user and one privacy risk.

(b) A search engine keeping your search history.



AP Computer Science Principles

Exercise 2.2 (b)

2.2 For each item, give one benefit to the user and one privacy risk.

(b) A search engine keeping your search history. 2]

(b)

« more relevant results and suggestions; the history can be used for targeted marketing,
or reveal interests the user never stated



AP Computer Science Principles

Exercise 2.2 (c)

2.2 For each item, give one benefit to the user and one privacy risk.

(¢) A map app recording your location.



AP Computer Science Principles

Exercise 2.2 (c)

2.2 For each item, give one benefit to the user and one privacy risk.

(¢) A map app recording your location. 2]

()

o directions and local recommendations; the record shows where the user lives, works
and when their home is empty



AP Computer Science Principles

Exercises 2.3-:2.4

2.3 Explain what is meant by aggregating personal data, and give an example of private
knowledge that could be deduced from two ordinary sources. [3]

2.4 Explain why “just delete the post” is not a complete answer to an online privacy
problem. 2]



AP Computer Science Principles

Exercises 2.3-:2.4

2.3 Explain what is meant by aggregating personal data, and give an example of private
knowledge that could be deduced from two ordinary sources. [3]

2.3

o aggregation is combining disparate pieces of data - each harmless alone - to create
knowledge about an individual. Example: geolocation gives a home address and
cookies from a health forum suggest a condition, so together they identify a spe-
cific person’s likely medical condition, which neither source stated. Accept any two
genuinely separate sources with a deduced conclusion

2.4 Explain why “just delete the post” is not a complete answer to an online privacy
problem. 2]

24

« once information is placed online it is difficult to delete - it may already have been
forwarded, retweeted, screenshotted or copied by others, so the original’s removal does
not remove the copies



AP Computer Science Principles

Exercises 2.5:2.6

2.5 Describe multifactor authentication and explain why it protects an account whose
password has already been stolen. [3]

2.6 State what makes a password strong, according to the course. 2]



AP Computer Science Principles

Exercises 2.5:2.6

2.5 Describe multifactor authentication and explain why it protects an account whose
password has already been stolen. [3]

2.5

o« MFA grants access only after the user presents several separate pieces of evidence,
typically at least two steps; each step is an additional layer that must be broken; so
a stolen password is only one factor and the attacker still cannot reach the account
without the second

2.6 State what makes a password strong, according to the course. 2]

2.6

e it is easy for the user to remember but difficult for someone else to guess even knowing
that user - so not a birthday, a pet’s name or anything posted publicly



AP Computer Science Principles

Exercise 2.7 (a)

2.7 Name the threat described in each case.

(a) A program silently records every key the user presses.



AP Computer Science Principles

Exercise 2.7 (a)

2.7 Name the threat described in each case.

(a) A program silently records every key the user presses.

(a)

e keylogging



AP Computer Science Principles

Exercise 2.7 (b)

2.7 Name the threat described in each case.

(b) A wireless access point set up to give outsiders entry to a company network. [1]



AP Computer Science Principles

Exercise 2.7 (b)

2.7 Name the threat described in each case.

(b) A wireless access point set up to give outsiders entry to a company network. [1]

(b)

e TOgUE access point



AP Computer Science Principles

Exercise 2.7 (c)

2.7 Name the threat described in each case.

(¢) An email appearing to be from a bank asks the user to confirm a password.



AP Computer Science Principles

Exercise 2.7 (c)

2.7 Name the threat described in each case.

(¢) An email appearing to be from a bank asks the user to confirm a password.

()

e phishing



AP Computer Science Principles

Exercise 2.7 (d)

2.7 Name the threat described in each case.

(d) A free video converter downloaded from an unknown site installs hidden software. [1]



AP Computer Science Principles

Exercise 2.7 (d)

2.7 Name the threat described in each case.

(d) A free video converter downloaded from an unknown site installs hidden software. [1]

(d)

 untrustworthy download / malware from freeware



AP Computer Science Principles

Exercises 2.8:2.9

2.8 State the difference between a computer virus and malware. 2]

2.9 Explain why regular software updates are a security measure, not just maintenance. 2]



AP Computer Science Principles

Exercises 2.8:2.9

2.8 State the difference between a computer virus and malware. 2]

2.8

o malware is the general category - software intended to damage a computing system or
take partial control of its operation; a virus is one kind of malware that copies itself
and often attaches to a legitimate program, running when that program runs

2.9 Explain why regular software updates are a security measure, not just maintenance. 2]

2.9

o every real-world system has errors or design flaws that can be exploited to compromise
it; an update fixes those flaws, so an unpatched system stays exploitable by an attack
that is already publicly known



AP Computer Science Principles

Exercises 3.1-3.2

3.1 PII stands for personally identifiable

D A internet

B information
C interface
D index

3.2 Encryption protects data by

D A deleting it

B encoding it so only authorized users can read it
C compressing it
D sorting it



AP Computer Science Principles

Exercises 3.1-3.2

3.1 PII stands for personally identifiable

D A internet

B information
C interface
D index

3.1B

o information.

3.2 Encryption protects data by

D A deleting it

B encoding it so only authorized users can read it
C compressing it
D sorting it

3.2 B

« encoding it so only authorized users can read it.



AP Computer Science Principles

Exercise 3.3

3.3 Which best describes the role of a certificate authority?

D A it encrypts the data before it is sent
B it validates who owns an encryption key
C it stores a copy of every private key
D it scans downloads for malware



AP Computer Science Principles

Exercise 3.3

3.3 Which best describes the role of a certificate authority? 1]

D A it encrypts the data before it is sent
B it validates who owns an encryption key
C it stores a copy of every private key
D it scans downloads for malware

3.3 B

o A certificate authority validates ownership of an encryption key, on a trust model.
Without it, an attacker’s key could be accepted as the recipient’s



AP Computer Science Principles

Exercise 3.4

3.4 A user connects to free airport Wi-Fi and signs in to email. The network is a rogue
access point. Which statement is correct? 1]

D A data on the network can be intercepted, analysed and modified
B the data is safe because the login page loaded normally
C only unencrypted attachments are at risk
D a strong password prevents interception



AP Computer Science Principles

Exercise 3.4

3.4 A user connects to free airport Wi-Fi and signs in to email. The network is a rogue
access point. Which statement is correct? 1]

D A data on the network can be intercepted, analysed and modified
B the data is safe because the login page loaded normally
C only unencrypted attachments are at risk
D a strong password prevents interception

3.4 A

o Data sent over public networks can be intercepted, analysed and modified. A
normal-looking page proves nothing, and a strong password does not stop interception
of the traffic



AP Computer Science Principles

Exercise 3.5 (a)

3.5 A fitness app records each run: route, start time and duration. It offers to publish a
weekly summary to the user’s social media, and asks for permission to read the phone’s
contacts “to find friends”. The user re-uses one password across the app, their email and
their bank.

(a) Identify two pieces of PII the app holds and state how each could be misused. (4]



AP Computer Science Principles

Exercise 3.5 (a)

3.5 A fitness app records each run: route, start time and duration. It offers to publish a
weekly summary to the user’s social media, and asks for permission to read the phone’s
contacts “to find friends”. The user re-uses one password across the app, their email and
their bank.

(a) Identify two pieces of PII the app holds and state how each could be misused. (4]

(a)

« any two of: location/route data - reveals home address and daily pattern, enabling
stalking or a burglary timed to an absence; timestamps - show when the home is
regularly empty; contacts - allow phishing of friends from a trusted name; name
and account identity - supports identity theft



AP Computer Science Principles

Exercise 3.5 (b)

3.5 A fitness app records each run: route, start time and duration. It offers to publish a
weekly summary to the user’s social media, and asks for permission to read the phone’s
contacts “to find friends”. The user re-uses one password across the app, their email and
their bank.

(b) Explain how combining the published run summaries with the user’s social media
posts could reveal information the user never chose to share. 3]



AP Computer Science Principles

Exercise 3.5 (b)

3.5 A fitness app records each run: route, start time and duration. It offers to publish a
weekly summary to the user’s social media, and asks for permission to read the phone’s
contacts “to find friends”. The user re-uses one password across the app, their email and
their bank.

(b) Explain how combining the published run summaries with the user’s social media
posts could reveal information the user never chose to share. 3]

(b)

e each source alone is ordinary, but a run that starts and ends at the same point every
morning identifies the home, while a social post names the employer or school; com-
bined they give a named individual, a home address and a predictable time window -
none of which the user posted



AP Computer Science Principles

Exercise 3.5 (c)

3.5 A fitness app records each run: route, start time and duration. It offers to publish a
weekly summary to the user’s social media, and asks for permission to read the phone’s
contacts “to find friends”. The user re-uses one password across the app, their email and
their bank.

(¢) The user believes the contacts permission is harmless because they have nothing to
hide. Give two reasons this reasoning is unsafe. 2]



AP Computer Science Principles

Exercise 3.5 (c)

3.5 A fitness app records each run: route, start time and duration. It offers to publish a
weekly summary to the user’s social media, and asks for permission to read the phone’s
contacts “to find friends”. The user re-uses one password across the app, their email and
their bank.

(¢) The user believes the contacts permission is harmless because they have nothing to
hide. Give two reasons this reasoning is unsafe. 2]

(c)

e any two of: the data is not only about them - the contacts belong to other people
who did not consent; data collected now can be used later in ways not intended, and
cannot be deleted once shared; aggregation means harmless data becomes harmful in
combination; a breach of the app exposes it regardless of the user’s own conduct



AP Computer Science Principles

Exercise 3.5 (d)

3.5 A fitness app records each run: route, start time and duration. It offers to publish a
weekly summary to the user’s social media, and asks for permission to read the phone’s
contacts “to find friends”. The user re-uses one password across the app, their email and
their bank.

(d) The app’s password database is stolen. Explain the specific consequence of the user’s
password re-use, and describe two measures that would have limited the damage. 5]



AP Computer Science Principles

Exercise 3.5 (d)

3.5 A fitness app records each run: route, start time and duration. It offers to publish a
weekly summary to the user’s social media, and asks for permission to read the phone’s
contacts “to find friends”. The user re-uses one password across the app, their email and
their bank.

(d) The app’s password database is stolen. Explain the specific consequence of the user’s
password re-use, and describe two measures that would have limited the damage. [5]

(d)

o the attacker now holds a working password for the email and bank accounts as
well, because re-use means one breach compromises every account sharing that pass-
word; and the email account is the reset route for the others, so control of it can unlock
accounts that used a different password. Measures - any two of: a unique password
per account, so a breach is contained; multifactor authentication, so a stolen password
is not sufficient; a password manager, which makes unique passwords practical



AP Computer Science Principles

Exercise 3.5 (e)

3.5 A fitness app records each run: route, start time and duration. It offers to publish a
weekly summary to the user’s social media, and asks for permission to read the phone’s
contacts “to find friends”. The user re-uses one password across the app, their email and
their bank.

(e) The app now encrypts all data sent to its servers. Explain what encryption does and
does not protect against here, referring to at least one threat that remains. 3]



AP Computer Science Principles

Exercise 3.5 (e)

3.5 A fitness app records each run: route, start time and duration. It offers to publish a
weekly summary to the user’s social media, and asks for permission to read the phone’s
contacts “to find friends”. The user re-uses one password across the app, their email and
their bank.

(e) The app now encrypts all data sent to its servers. Explain what encryption does and
does not protect against here, referring to at least one threat that remains. 3]

(e)

e encryption encodes the data in transit and at rest so an interceptor cannot read it.
It does not protect against threats that bypass it: a phishing message that gets the
user to hand over the password, keylogging that captures it as it is typed, or malware
on the device that reads the data after decryption; nor does it help once the attacker
holds a valid credential, because the system then decrypts for them



