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Data Collections
Ethics

The ethics of collecting data

Programs that collect and process
personal data carry real responsibility.

Collect only what you need,
protect privacy , be hon-
est about how data is used,
and guard against bias
in what you gather. Legal is
not always ethical.

Data centre



Data Collections
Arrays

Why a data structure at all

the problem a single variable holds one value; real problems need many re-
lated values – a class roster, pixels, sensor readings

a data struc-
ture holds many values under one name, reached by index

an array fixed length, set when it is created, and arr.length is a field,
not a method

the bounds valid indices run 0 to length-1; anything outside throws an
ArrayIndexOutOfBoundsException

the run-time cost reaching any element takes the same time whatever the index –
that is the point of an array

Off-by-one at the top end is the classic array bug: i <= arr.length throws, i < arr.length
does not.



Data Collections
Search & sort

Exam tips

Weigh both benefits and harms of collecting data – this unit is tested through
short written justification, not code.
Protect personally identifiable information (PII) and explain privacy and
security risks in context.
Name real harms: data breaches, surveillance, and algorithmic bias from
unrepresentative data.
Respect intellectual property and licensing when you reuse code or data.
Give a specific, reasoned answer – a vague “it could be bad” earns no marks.
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Exercises 2.1·2.3

AP COMPUTER SCIENCE A • EXERCISE SHEET

4.1 Ethical and Social Issues Around
Data Collection

Name: Class: Date: Total: 8 marks

KEY WORDS data数据 • privacy隐私 • bias偏见 • consent同意 • array数组

Objective
Build the skills to answer exam questions on ethical and social issues around data
collection.

You must be able to:

• describe how programs collect, store, and use large amounts of data 数据
• explain why privacy 隐私 matters when personal data is gathered
• discuss the risk of bias 偏见 when a data set is unrepresentative

1 Key knowledge and worked examples
Study these first. Each one shows the method for a question type used later.

Data and privacy
Programs can collect, store, and process huge amounts of data. When that data is
personal, privacy matters – it can be misused if exposed or shared without consent.

Bias in data
If a data set does not represent everyone fairly, conclusions drawn from it can be
biased, harming under-represented groups.

2 Practice
2.1 State why privacy matters when collecting personal data. [1]

2.2 State one risk if a data set does not represent everyone fairly. [1]
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2.3 State one responsibility when handling collected data. [1]

3 Exam-style questions
3.1 A data set that leaves out some groups can introduce [1]

A speed
B bias
C encryption
D an array

3.2 Collecting personal data raises concerns about [1]

A privacy
B compilation
C casting
D recursion

3.3 An app collects users’ location data.

(a) State one privacy concern. [1]

(b) State one risk of an unrepresentative data set. [1]

(c) State one safe practice for handling the data. [1]
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Solutions
Each answer shows the steps, then the result.

2.1

• personal data can be misused if it is exposed or shared without consent

2.2

• the conclusions can be biased and unfair to under-represented groups

2.3

• protect privacy, store data securely, or use representative data (any one)

3.1 B

• bias.

3.2 A

• privacy.

3.3

(a)

• users’ movements could be tracked or exposed

(b)

• biased or unfair results

(c)

• collect only what is needed, secure it, and get consent (any one)
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Exercise 3.3 (a)
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Exercise 3.3 (b)

2.3 State one responsibility when handling collected data. [1]

3 Exam-style questions
3.1 A data set that leaves out some groups can introduce [1]

A speed
B bias
C encryption
D an array

3.2 Collecting personal data raises concerns about [1]

A privacy
B compilation
C casting
D recursion

3.3 An app collects users’ location data.

(a) State one privacy concern. [1]

(b) State one risk of an unrepresentative data set. [1]

(c) State one safe practice for handling the data. [1]
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Exercise 3.3 (c)

2.3 State one responsibility when handling collected data. [1]

3 Exam-style questions
3.1 A data set that leaves out some groups can introduce [1]
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2.3
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• bias.

3.2 A
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