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Question Answer Marks 

7(a) One from 
Symmetric (cryptography / encryption) 
Quantum (cryptography) 

1 

7(b) One mark per mark point (Max 4) 
MP1 The two keys held by the organisation are a private key and a public key 
MP2 The organisation makes the public key available to anyone who wishes to send them secure transmissions // The 

sender obtains the organisation’s public key  
MP3 The sender uses the organisation’s public key to encrypt the message / plain text // The sender uses the 

organisation’s public key to turn the message into cipher text 
MP4 The organisation uses its private key to decrypt the message. 

4 

   

Question Answer Marks 

8(a) To improve the code by making it use minimum resources (CPU, memory/storage, time) // Answer by example: To improve 
the code by 

• minimising program storage 

• minimising CPU time 
• minimising memory use 

• minimising program execution time (includes peripheral use as well as CPU) 

1 

8(b) One mark (a – b + c)  

One mark * (c - a)  

One mark / d 

 
Complete answer 
(a – b + c) * (c - a) / d 

3 
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Question Answer Marks Guidance 

8 One mark per mark point - working (Max 3)  
May be seen on diagram or in working section 
 
MP1 Initialisation – setting Start to 0   

MP2 …  and the rest of the towns to        
MP3 Evidence to show values at nodes being updated   
MP4 Evidence to show ‘visited node(s)’           
MP5 Evidence to show a correct calculation of at least one route  
MP6 Evidence to show more than one route has been calculated for at 

least one town    
 
Correct Answers (Max 2)  
Two marks for all six correct values 
One mark for four or five correct values.           

T V W X Y Z 

6 10 13 18 21 28 
 

5  

    

Question Answer Marks Guidance 

9 One mark per mark point (Max 4) 
MP1 the company generates a public and private key pair locally using a 

web browser and an RSA key generator tool, which may be part of 
the CA’s web page 

MP2 the company requests a digital certif icate from a Certif icate 
Authority (CA) 

MP3 the CA responds with its public key and digital certif icate,  
MP4 … signed with its private key 
MP5 the company gathers authentication information e.g. its public key 
MP6 … and sends it to the CA signed with the company’s private key and 

encrypted with the CA’s public key 
MP7 the CA verifies the received information and generates/issues the 

digital certif icate. 

4  
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Question Answer Marks 

7(a) 1 mark for a correct method: 
1 mark each to max 2 for a corresponding description 
 
Method: Encryption 
Description: 

• Data is encoded/scrambled using a key to create cipher text 

• if intercepted it cannot be understood 

• without being decrypted using a key 

3 

7(b) 1 mark each to max 5 
 

• The sender hashes the document / message 

• to produce a digest 

• The sender encrypts the digest to create the digital signature 

• The message and the signature are sent to the banker / receiver 

• The receiver decrypts the signature to reproduce the digest 

• The receiver uses the same hashing algorithm on the document received 
to produce a second digest 

• The receiver compares this digest with the one from the digital signature 

• If both of the receiver’s digests are the same the document has not 
changed 

5 

7(c) 1 mark each to max 3 
 

• The data is put through an algorithm to create a checksum value 

• The data and checksum are sent to the receiver  

• The receiver performs the same algorithm on the data  

• if both checksums match the data is verified 

3 

1
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Question Answer Marks 

9(a) One mark for each mark point (Max 2) 
MP1 Ensure security/privacy when using the internet 
MP2 Data encryption 
MP3 Identification / authentication of client and server  

2 

9(b) One mark for each mark point (Max 2) 
MP1 When transmitting authentication data e.g. passwords, session cookies 
MP2 When transmitting data that must be protected from modification on its way to or from a server e.g. user input, or 

results from the server 
MP3 When transmitting data classified as non-public. 

2 

   

Question Answer Marks 

10(a) One mark for each mark point (Max 2) 
MP1 A graph is used in AI to record relationships between entities 
MP2 … using vertices / nodes and edges 
MP3 for example, to represent places on a map and the distances between them, in order to find the shortest route.  

2 

10(b) One mark for each mark point (Max 4) 
MP1 Artificial neural networks are designed to work in the same way as the human brain 
MP2 ANNs provide the architecture and algorithms for learning from the data 
MP3 They have a large number of connected processing units / nodes  
MP4 … that are arranged in layers / interconnected and work together to process data  
MP5 Deep learning models learn from data by adjusting the weights/biases of the connections between neurons 
MP6 They use multiple hidden layers to extract complex features and to make predictions 

4 
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Question Answer Marks 

9(d) Answer must begin with a valid letter. It can then be followed by any number 
of valid digits and/or letters, as long as it is at least four characters in length. 
 
Example answer  
AC768 

1 

   

Question Answer Marks 

10 One mark for identifying a protocol and one mark for stating its purpose 
MP1 Handshake protocol 
MP2 To establish a secure and reliable connection between two devices, 
systems or networks // Permits the web server and client to authenticate each 
other to make use of encryption algorithms  
MP3 Record protocol  
MP4 Provides a secure and reliable way to send and receive data over a 
network // To exchange records between the client and server // Responsible 
for securing application data end ensuring its integrity and authenticity during 
transmission // Encrypts and authenticates data exchanged between a client 
and a server // Deals with the format for data transmission. 

4 

   

Question Answer Marks 

11(a) One mark per mark point 
MP1 Any two nodes added correctly with correct data (Aa, Mm, Ss, Xx) 
MP2 Remaining two nodes added with correct data (Aa, Mm, Ss, Xx) and 
all nodes with connecting arrows starting from correct pointer boxes 
MP3 Correct null pointers (0) added throughout  
MP4 … with no entries in other pointer boxes and all nodes correctly 
positioned and connected. 
 

4 

Root pointer 

 Pp  

0 Kk  

 Gg  0 Rr  

0 Aa 0 

0 Xx 0 

0 Ss  

0 Mm 0 
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Question Answer Marks 

6(b) One mark for each mark point (Max 3) 
MP1 Processes are queued as they arrive. 
MP2 It is a pre-emptive scheduling routine.  
MP3 A fixed time quantum is given to each process. // Each process has an equal time slice. 
MP4 When a time slice ends, the status of the process is saved/queued so it can continue from where it left off in its 

next time slice. 
MP5 and the next process is executed for its time slice; its previous state is reinstated/restored, if applicable. 
MP6 If a process completes within its time slice, the next process is executed for its time slice. 
 
One mark for benefit (Max 1) 
MP7 Reduces average response time by limiting each process to a fixed amount of time. 
MP8 No issue with starvation of resources. 

4 

   

Question Answer Marks 

7 One mark for each correct marking point (Max 4) 
MP1 An SSL/TLS connection is initiated by an application/client. 
MP2 Every new session begins with a handshake as defined by the SSL/TLS protocols. 
MP3 The client requests the digital certificate from the server // The server sends the digital certificate to the client.  
MP4 The client verifies the server’s digital certificate 
MP5 … and obtains the server’s public key.  
MP6 The encryption algorithms are agreed. // The symmetric session keys are generated/defined. 
MP7 A secure session is established between client and server. 

4 

   

Question Answer Marks 

8 One mark per mark point (Max 4) 
MP1 It is the second stage of compilation // It’s the compilation stage after lexical analysis. 
MP2 It takes input from the lexical analyser in the form of token streams. 
MP3 The source code is analysed / parsed against the rules of the language to detect any errors in the code. 
MP4 The output from this phase is a parse tree. 
MP5 Syntax errors are reported. 

4 

2


