
A-Level Computer Science · Unit 6 revision

Revision Sheet
A-Level Computer Science · Unit 6 Security, privacy and data integrity

15 vocabulary items · 34 marks of exam questions (5 questions)

Part 1 · Vocabulary review answer key. Section A wants the exact English spelling.

Question Answer Marks
1 security 1
2 unauthorised 1
3 privacy 1
4 integrity 1
5 malware 1
6 virus 1
7 networks 1
8 spyware 1
9 phishing 1
10 encryption 1
11 validation 1
12 check digit 1
13 verification 1
14 parity check 1
15 checksum 1
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Question Answer Marks 

1 mark for each correct line. 

 

4 

   

Question Answer Marks 

3(a) 1 mark for each bullet point: 

• NOT A AND NOT B and NOT B AND NOT C // A NOR B and B NOR C 

• final OR and NOT gates (with correct inputs) // NOR gate (with correct 
inputs) 

 

 

2 

firewall 

pharming 

anti-virus 
software 

verifies the authenticity of 
data 

scans files on the hard drive 
for malicious software 

encryption 

redirects a user to a false 
website 

converts data to an 
alternative form 

accepts or rejects incoming 
and outgoing packets based 

on criteria 

Security feature Description 
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Question Answer Marks 

6(c)(i) 31 1 

6(c)(ii) 53 1 
   

Question Answer Marks 

7(a) 1 mark per bullet point to max 2 
 
• Program libraries store pre-written functions and routines 
• The program library can be referenced/imported 
• the functions/routines can be called in her own program 

2 

7(b)(i) 1 mark per bullet point to max 4; max 3 from each section 
 
Interpreter: 
• Use an interpreter while writing the program 
• … to test/debug the partially completed program  
• … because errors can be corrected and processing continue from where 

the execution stopped // errors can be corrected in real time // errors are 
identified one at a time 

 
Compiler: 
• Use the compiler after the program is complete 
• … to create an executable file 
• Use the compiler to repeatedly test the same (completed) section 
• … without having to re-interpret every time // compiler not needed at run-

time 

4 

7(b)(ii) 1 mark per correct tool to max 2 
 
e.g. 
• Breakpoints 
• Single stepping 
• Report windows  

2 

   
Question Answer Marks 

1 mark per bullet point 
 
• Security protects data against loss 
• Privacy protects data against unauthorised access 

2 

1 mark for a correct answer 
 
• Two factor authentication 
• Biometric passwords 
• Key Card Access 
• Firewall 

1 

17(a)

17(b)
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Question Answer Marks 

1 mark per correct answer to max 2 
 
• Malware // viruses // spyware // by example 
• Hacking 
• Phishing 
• Pharming 

2 

 
 

17(c)

2
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Question Answer Marks 

Security prevents against loss while privacy prevents unauthorised access 1 

1 mark for identifying threat, 1 mark for description, 1 mark for security 
measure (times 2) 
e.g. 
 Malware 
 Malicious software that replicates and can delete/damage the 

examination papers 
 Install and run anti-malware  

 
 Hacker/unauthorised access 
 Illegal access in order to delete/damage the examination papers 
 Use a firewall // strong passwords  
 
 Spyware 
 Software installed on the computer without the teacher’s knowledge 

which records keystrokes and sends the data gathered about the 
examination papers to a third party 

 Use a firewall / install and run anti-spyware / use a virtual (onscreen) 
keyboard 

6 

   
Question Answer Marks 

4(a) 1 mark per bullet point to max 4 
 
e.g. 
 Reduced data redundancy // less repeated data 
 …because each item of data is only stored once 
 Maintains data consistency // improves data integrity 
 …changes in one table will automatically update in another 
 ... linked data cannot be entered differently in two tables 
 Program-data independence 
 …changes to the data do not require programs to be re-written 
 Complex queries are easier to run 
 Can provide different views 
 ….so users can only see specific aspects of the database 

4 

4(b) 1 mark for 3NF 
 
1 mark per bullet for justification to max 2 
 There are no repeated attributes // it is already in 2NF 
 Each field is fully dependent on the corresponding primary key // no 

partial dependencies 
 No transitive dependencies 

3 

18(a)

18(b)
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Question Answer Marks 

5(b) 1 mark for each bullet point: 
 

• INSERT INTO TREE 

• VALUES ( ) and correct values  

• Values in correct order  
 
Option 1: 
INSERT INTO  

TREE(TreeID, ScientificName, MaxHeight, FastGrowing) 

VALUES('LOW_1276', 'Salix_Alba', 30.00, TRUE); 

 
Option 2: 
INSERT INTO  

TREE 

VALUES('LOW_1276', 'Salix_Alba', 30.00, TRUE); 

3 

5(c) 1 mark for: 
 
An attribute / field (or set of attributes / fields) that could be a primary key 

1 

5(d)(i) 1 mark for description 

• stores metadata about the database 
 
1 mark for a correct example  
For example: 

• field / attribute names  

• table name  

• validation rules 

• data types 

• primary keys // foreign keys 

• relationships 

2 

5(d)(ii) 1 mark for each bullet point (max 2): 

• the overview of a database structure  

• models the problem / situation 

• ... by using methods such as an ER diagram 

• independent of any particular DBMS 

2 

   

Question Answer Marks 

1 mark for each method of ensuring authenticity (max 2): 
 

• (email) message put through hashing algorithm to produce a digest 

• Digest encrypted with sender’s private key (to create the digital signature) 

• the (digital) signature can only be decrypted with matching sender’s 
public key 

2 19(a)(i)
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Question Answer Marks 

1 mark for each bullet point: 

• monitors incoming and outgoing packets / traffic  

• checks against an allow list / deny list of IP addresses // checks against 
a set of rules for acceptable data / ports etc. 

• blocks transmissions that do not meet criteria / rules // allows through is 
satisfies the criteria /rules 

3 

1 mark for each bullet point (max 2): 

• improves the accuracy of the sound file 

• ... because (digital) waveform more closely resembles the analogue 
waveform  

• quantization errors are reduced   

• increases the amount of detail stored   

2 

1 mark for each bullet point: 

• decreases the file size of the sound file   

• ... because fewer bits are used to store each sample     

2 

19(a)(ii)

19(b)(i)

19(b)(ii)
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Question Answer Marks 

1 mark per bullet point 
 
• security is protecting data from loss / corruption  
• integrity is ensuring the consistency / accuracy of the data  

2 

1 mark per bullet point 
 
• validation checks that data is reasonable / sensible 
• example e.g. checking data is the right number / type of characters 

2 

1 mark per bullet point 
 
• verification checks that data is the same as the original 
• by example e.g. double entry 

2 

1 mark per similarity to max 2 
 
• Both are pieces of malicious software 
• Both are downloaded / installed/run without the user's knowledge 
• Both can pretend to be / are embedded in other legitimate software when 

downloaded // both try to avoid the firewall 
• Both run in the background 
 
1 mark for difference 
 
• Virus can damage computer data; spyware only records / accesses data 
• Virus does not send data out of the computer; spyware sends recorded 

data to third party 
• Virus replicates itself; spyware does not replicate itself 

3 

   
Question Answer Marks 

3(a) 1 mark per bullet point 
 
• A AND B … 
• … XOR C … 
• … OR NOT B 
 
((A AND B) XOR C) OR NOT B 

3 

20(a)

20(b)(i)

20(b)(ii)

20(c)

4


