Security, privacy and data integrity
A-Level Computer Science - Vocabulary in context
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secur lty /sr’kjoariti/

privacy /'privasi/

integrity /in'tegriti/

unauthorised /an's:9orazd/

validation /veeli'derfn/

verification /verifi'kein/

malware /'meelwea/

ransomware /renssmwea/

networks /netwsks/

man-in-the-middle

/mzn mds 'midl/

virus /'varras/

worm /wsm/

Trojan horse /'travdsnhos/

Passwords help keep the data’s security.

Privacy means people control who sees their
information.

Data integrity means the data is correct and
complete.

Unauthorised users must not see the data.

Validation checks that an age is between 0 and 120.

0 120

Verification checks that the data was typed in
correctly.

A virus is a kind of malware.

Ransomware locks your files until you pay.

Hackers attack networks to steal data.

In a man-in-the-middle attack, someone reads
messages between two people.

A virus copies itself into other files.

A worm spreads by itself across a network.

A Trojan horse looks like a useful program but is
harmful.
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@ spyware /'sparwea/

@ adware /zdwes/

&

phishing /fm/

pharming /fammy/

)

social engineering
/'savfl endsi'niariy/

hacking /hzkm/

® ®@ D

hackers /hzkez/

G

denial of service

/dr'naral ov 's3:vis/

@ eavesdropping /'ivzdropm/

iz

firewall /faowo:l/

E] two-factor authentication
/tu: 'feekta o:,0entr'kerfn/

ﬁl authentication /o:fenti'kerfn/
& encryption /en'kripfn/
backup /bakap/

g user accounts /ju:z a'kavnts/

Spyware watches what you type.

Adware shows unwanted adverts.

A phishing email asks for your password.

Pharming sends you to a fake website.

Social engineering tricks people into giving away
secrets.

Hacking means getting into a computer without
permission.

Hackers tried to break into the school’s network.

A denial of service attack floods a website with
requests.

Eavesdropping means secretly listening to messages.

A firewall blocks unsafe data.

Two-factor authentication asks for a password and
a code from your phone.

A password is a kind of authentication.

Encryption makes the message unreadable to others.

Make a backup of your work every day.

The school system has user accounts for all students.
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E audit IOgS /'oudit lngz/
gj ciphertext /'sarfatekst/

S access rights /wksesrats/

®\ anti—spyware /'eenti 'spatwea/
U_‘ biometrics / barav'metriks/

@9 VPN /i pi: 'en/

19

digital signatures
/'didsit] 'signitfoz/

private key /prawstki;/

SN

public key /pablikki:/

authorisation /o:erai'zeifn/

least-privilege ;list 'prividz/

Je

@ plaint ext /plemntekst/

[:] Symmetric encryption
/st'metrik en'kripfn/

p asymmetric encryption
/ e1st'metrik en'kripfn/

Audit logs record who opened each file.

The encrypted message is ciphertext.

Students have access rights to read the file, but not
change it.

Anti-spyware finds and removes spyware.

A fingerprint scanner uses biometrics.

A VPN keeps your connection private.

Digital signatures show who sent a message.

Keep your private key secret.

Anyone can use your public key.

Authorisation decides what a user is allowed to do.

Under least-privilege, users get only the access they
need.

The message before encryption is plaintext.

Symmetric encryption uses the same key to lock
and unlock.

Asymmetric encryption uses a public key and a
private key.

A-Level Computer Science ¢ Security, privacy and data integrity

® exercises.lol exercises.com.cn

‘Word

Example

[1 access control /wksesken'travl/

# check digit /tfek'didsit/

10 Pparity check /perrtitfek/
checksum /'‘tfeksom/

G cyclic redundancy check
/'saiklik r1'dandansi tfek/

B

parity block check
/'paeriti blok tfek/

Access control decides who can open a file.
The last number in a barcode is a check digit.
A parity check counts the number of 1s.

1

The checksum shows if the data changed on the way.

A cyclic redundancy check finds errors in sent data.

A parity block check can find which bit is wrong.
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