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Objective

Build the skills to answer exam questions on data security — the difference
between security, privacy and integrity; the threats from networks; and the measures that
protect a system.

You must be able to:

o explain the difference between security, privacy and integrity
o describe the threats to data and systems posed by networks and the internet

 describe security measures for a standalone PC and for a networked system

1 Key knowledge and worked examples

Study these first. Each one shows the method for a question type used later — follow the
steps and you can do the Practice and Exam-style questions yourself.

B Key knowledge: use these earlier methods

¢ A client requests a service and a server provides it. A thin client depends on a
server for much processing/storage; central management is easier, but loss of the
connection disrupts work.

¢ A router forwards packets between networks using destination IP addresses. A
proxy server handles requests on behalf of clients and can filter, log or cache
them; it is not the same device as a router.

o Restrict access by authentication and permissions, then protect communications
with encryption. Explain how the chosen measure addresses the stated threat.

B Three different ideas

inspects & filters traffic
(allows or blocks each packet)

firewall internet
untrusted

side

user's
computer trusted

side

A firewall is a core data-security control at the network edge

Term Means

Example failure

security protect data from unauthorised

a hacker reads the file

access/change
privacy a person controls who sees their data shared without
personal data consent

integrity data stays accurate and complete

a typo corrupts a record

All three are needed — a file can be secure but still have a typo (no integrity), or
accurate but readable by anyone (no privacy).

B Threats from the internet

Threat What it does

virus / worm

Trojan horse

self-copying malware (a worm spreads over the network
alone)

looks useful but hides malicious code

ransomware encrypts your files and demands payment

spyware secretly records keystrokes / passwords

phishing fake emails/sites trick users into giving credentials
pharming redirects a user to a fake site even when they type the

denial of service

correct address

floods a server so real users can’t connect

brute-force attack  tries many passwords until one works

B Security measures

standalone PC: strong password; up-to-date antivirus; software updates;
backup; encryption; locked screen.
networked system: all of the above plus a firewall , per-user permis-

sions, central account management and audit logs.



B Key knowledge: recognition systems in a security context

An AT application can compare new inputs with learned/stored patterns: for example,
a bank can use past transactions to identify unusual activity. Explain the pattern,
the comparison and the resulting decision. A firewall filters network traffic against
rules; antivirus checks files/programs for malware. These measures perform different
roles.

2 Practice
Now apply the methods above.

2.1 State the difference between data security and data privacy.

>

2.2 Name the type of malware that encrypts a user’s files and demands payment.|i]

2.3 State two security measures suitable for a standalone PC.

L]

standalone PC

S

2.4 State what a firewall does. 1]
(internet3{ firewall] — network

3 Exam-style questions

3.1 Explain the difference between security, privacy and integrity, giving an example
of each. (3]

(security] (privacy] (integrity]

3.2 Describe two threats posed by connecting a computer to the internet, and give a
measure that reduces each. [4]

3.3 (a) State what phishing is. (1]
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(b) State one way a user can reduce the risk of falling for a phishing attack. 1]

3.4 Explain how a firewall and user permissions together help protect a networked
system. (3]
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firewall server users

3.5 State one difference between phishing and pharming. 2

(phishing] (pharming)

3.6 A bank sends confidential statements to its customers over the internet.

(a) Describe how the bank uses asymmetric encryption so that only the intended
customer can read a statement. 3]

statement
—>

customer
bank




(b) The statement also carries a digital signature. Describe how the signature is
created by the bank and checked by the customer, and state what it proves. [5]

(¢) A checksum is sent with the file as well. Explain what a checksum detects that a
digital signature does not need to, and state why a checksum alone would not be enough

Q

for security. 3

(d) A customer’s computer is infected by malware that records keystrokes. Name this
type of malware and describe two measures that would reduce the risk. 3]

(e) The bank also protects its own network with a firewall. Describe two things a
firewall does. 2]




