Security, privacy and data integrity
A-Level Computer Science - Vocabulary

English 520" Pinyin

O security LA an quin

®© unauthorised PN wei shou quan

@ privacy B FA yin s

O integrity SERENE wan zhéng xing

& malware R AR A ¢ yi rudn jian

¥ virus B bing du

U worm s i i chéng

&% networks e wang luo

& Trojan horse KL mi ma

®© spyware 5] AR A jian dié ruan jian
& ransomware R 1é sud rudn jian

& adware JARER A gudng gao rudn jian
& phishing ] 244 £A. wang luo dido yu
@ hacking LY PN hei ke rit gqin

&3 denial of service T4 R 55 ju jué fa wi

® eavesdropping i Wy gie¢ ting

&\ man-in-the-middle SHEIPNEG zhong jian rén gong ji
2\ social engineering e TR shé hui gong chéng
& encryption s jia mi

backup %0y bei fen

(3 firewall B ok $% fang huo qidng

B audit logs it HE shén ji 11 zhi

O VPN B L M xu ni zhuan yong wang
M authentication S5k shen fen yan zheng
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© two-factor authentication

o® authorisation

& least-privilege

B plaintext

&) ciphertext

o® symmetric encryption
£ asymmetric encryption
o public key

& private key

& access control

v validation

© check digit

@ verification

93 parity check

¥ checksum

C cyclic redundancy check
8D pharming

¢ hackers

2 user accounts

& digital signatures

& anti-spyware

o access rights

<) biometrics
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shuang yin su ren zhéng
shou quan

zul Xiao quan xian
ming wén

mi wén

dui chen jia mi

fei dui chen jia mi
gong yao

sI yao

fang wen kong zhi
yan zhéng

jiao yan wei

hé dui

j1 ou jiao yan

jiao yan hé

xuin huan réng yu jiao yan
yu ming qi pian

hei ke

yong hu zhang hu
shu 71 gian ming

fan jian dié ruan jian
fang wen quan xian

sheng wu shi bié




